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INTRODUCTION AND OBJECTIVES OF THE EXERCISES
In the lecture, you learnt how to define information security policy and discuss its central role in a successful information security program. List and describe the three major types of information security policy and discuss the major components of each. Explain what is necessary to implement effective policy and what consequences the organization may face if it does not. Discuss the process of developing, implementing, and maintaining various types of information security policies.
Apply your understanding and knowledge from what you learnt in the lecture about the topic by answering the following: 
Please read the following and then answer the questions as best as you can, your lecture notes, text book, library databases and/or the Internet can be used to answer the questions. – 30 mins 
Once you have done that, discuss your answers with other members on your table – 10 mins 
Be prepared to discuss and even present your findings to the rest of the class, upon the lecturer’s choice – 20 mins

Review Questions

1. What is information security policy? Why is it critical to the success of the InfoSec program?

2.	Of the controls or countermeasures used to control InfoSec risk, which is viewed as the least expensive? What are the primary costs of this type of control?

3.	List and describe the three challenges in shaping policy.
4.	List and describe the three guidelines for sound policy, as stated by Bergeron and Bérubé.
5.	Describe the bull’s-eye model. What does it say about policy in the InfoSec program?
6.	In what way are policies different from standards?
7.	In what way are policies different from procedures?
8.	For a policy to have any effect, what must happen after it is approved by management? What are some ways to accomplish this?
9.	Is policy considered static or dynamic? Which factors might determine this status?
10.	List and describe the three types of InfoSec policy as described by NIST SP 800-14.
11.	What is the purpose of an EISP?
12.	What is the purpose of an ISSP?
13.	What is the purpose of a SysSP?
14.	To what degree should the organization’s values, mission, and objectives be integrated into the policy documents?
15.	List and describe four elements that should be present in the EISP.
16.	List and describe three functions that the ISSP serves in the organization.
17.	What should be the first component of an ISSP when it is presented? Why? What should be the second major component? Why?
18.	List and describe three common ways in which ISSP documents are created and/or managed.
19.	List and describe the two general groups of material included in most SysSP documents.
20.	List and describe the three approaches to policy development presented in this chapter. In your opinion, which is best suited for use by a smaller organization and why? If the target organization were very much larger, which approach would be more suitable and why?

Exercises
Student answers will vary.
1. Use the Internet, go to www.isc2.org and look for the InfoSec common body of knowledge (CBK). When you review the list of 10areas, is the policy listed? Why do you think this is so?
2. Search the University intranet or Web site for its security policies. Do you find an enterprise security policy? What issue-specific security policies can you locate? Are all of these policies issued or coordinated by the same individual or office, or are they scattered throughout the institution?
3. Using the framework presented in this lecture, evaluate the comprehensiveness of each policy you located in Exercise 2. Which areas are missing?
4. Using the framework presented in this lecture, draft a sample issue-specific security policy for an organization. At the beginning of your document, describe the organization for which you are creating the policy and then complete the policy using the framework.
5. Search for sample security policies on the Web. Identify five EISP and five ISSP sample policies and bring them to class. Compare these with the framework presented in this lecture and comment on the policies’ comprehensiveness.


Quick Quiz 1

1. Which type of security policy sets the strategic direction, scope, and tone for an organization’s security efforts?
A. System-specific security policy
B. Issue-specific security policy
C. Enterprise information security policy
D. Strategic planning security  policy

2. True or False: Most modern server operating systems translate ACLs into configuration sets that administrators can use to control access to their systems.

3. Which of the following is NOT a typical permission available for use in ACLs?
A. Read
B. Write
C. Delete
D. Expunge

4. Which of the following is NOT a specific characteristic of ISSP?
A. It addresses specific technology-based resources
B. It requires frequent updates
C. It addresses hardware implementation issues
D. It contains an issue statement

5. Which of the following is NOT an InfoSec policy recommended in NIST’s Special Publication 800-14 document?
A. Enterprise information security policy (EISP) 
B. Issue-specific security policies (ISSP)
C. System-specific security policies (SysSP)
D. Task-specific security policies (TSSP)


Quick Quiz 2

1. What is used to regulate the who, what, when, where, and how aspects of access to a system or resource?
A. Configuration rules
B. Access control lists
C. Rule-based policies
D. Security policies

2. True or False: A policy administrator is the combination of a system administrator and a CIO.

3. In which SecSDLC phase should the policy development committee determine the fundamental philosophy of the organization when it comes to policy?
A. Implementation phase
B. Design phase
C. Investigation phase
D. Analysis phase

4. What is the name of the agreement screen that prompts for user acceptance of fair and responsible use terms for a particular software package?
A. End-user license agreement
B. End-user fair-use policy
C. End-user terms of use agreement
D. End-user distribution policy

5. All but which of the following occurs during the investigation phase of policy development?
A. Attaining support from senior management
B. Providing clear articulation of goals
C. Performing a risk assessment
D. Creating a detailed outline of a policy’s scope
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