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[bookmark: _Toc119681051]What are web services?
A web service is an online service that is accessed over a network by another device through standardised web protocols like HTTPS. Many applications can be written in lots of different languages and still be able to communicate with each other by using web services. Applications can send requests using JavaScript Object Notation (JSON), Extensible Markup Language (XML) or a query language like GraphQL [1].
[bookmark: _Toc119681052]REST
The REpresentation State Transfer Application Programming Interface (REST API) allows for interaction with web services setup with the REST architecture. It helps to create and organise distributed systems and because it is an architectural style, there is not a hard set of rules to follow and is interchangeable with many data structures [2].
[bookmark: _Toc119681053]SOAP
Simple Object Access Protocol is an XML based protocol used to access web services over HTTP [3]. It was created to help applications that have different programming languages communicate with each other [4]. 
[bookmark: _Toc119681054]GraphQL
GraphQL is a query language which is used for the retrieval and modification of just what you need of information in databases [5].
[bookmark: _Toc119681055]REST & SOAP
[bookmark: _Toc119681056]Comparison
SOAP is a protocol, meaning it has a set of rules to follow, which is different to REST which is an architecture that is more of a practice which can change to be designed in any way.
SOAP is a highly structured API only uses the XML messaging format to structure the object, whereas REST is less structured and mainly uses JSON, but can use XML [6]. There are practices for structuring rest, but it can be implemented in many ways. 
SOAP uses a standardisation that can only be achieved with a rigid set of messaging patterns for SOAP. To set up this structure there is a schema object that defines the structure of the XML in SOAP, making it strongly typed. REST is more flexible as it doesn’t require processing, a schema and structures the data within however the JSON has been written [7]. This plays into making REST simpler to use than SOAP and makes it scale easier as JSON objects just get bigger and many endpoints can be targeted. With SOAP the schema would have to be updated along with the request and responses.
SOAP is sent as an “envelope” containing all its information. Inside of it, it has its Headers which are optional and its mandatory Body.  Similarly, REST also uses Headers and a Body, but the information within is different to SOAP. Headers contain context about the request and the Body contains the data being sent or received. The headers can contain the authorisation for the request to work. In REST the authorisation may be a bearer token, but in SOAP it is a different authorisation and it also includes WSDL which REST does not require. Web Services Descriptive Language is written in XML and used to describe web services [8]. This provides an abstract interface between the SOAP API and the client to help them communicate and helps establish a communication link with the web server [9]. This means it verifies the server and the endpoint it is connecting to.
SOAP can be stateful or stateless, meaning the server can store information about the client session if needed. With REST, it is only stateless, so every HTTP request happens in complete isolation. No information is saved about any request. This statelessness helps REST to be very scalable and reliable [10].
Both API’s can be used over HTTP and other protocols.
[bookmark: _Toc119681057]Benefits and Drawbacks
A benefit of using REST is that it the most popular, meaning it has a lot of online resources and practices to help implementation. It’s very useful for web applications as it is synonymous with HTTP and due to its statelessness and being relatively easy to implement. Furthermore, it allows for many return formats from a request, but the most popular is JSON, which is lightweight and human and machine readable, making it great for websites which can be loaded over low bandwidth networks with ease [11]. SOAP is slower and not that great for this application and cannot handle many requests simultaneously.
REST response data can be marked as cacheable for requests, meaning it does not have to get the data every time the page loads unless there has been a change which eases development and aids user experience. SOAP on the other hand must use a caching module that lets the client know if information is safe to cache and reuse as it can only be sent via HTTP POST which is non-idempotent [12].
REST can use CRUD. It can use the methods GET, POST, PUT and DELETE for the type of action the request is performing but SOAP can only use POST, with the information to carry out these CRUD operations inside the Body by mapping them onto resources, which adds complexity.
With everything inside of the Body for SOAP and exclusively written in XML it is slower to write and read as it needs to be encoded using XML and decoded at the other end [13]. When dealing with a response the data would have to be parsed to another format like plain text or JSON, for example to then be displayed on a web page, whereas with REST, the response can be JSON and used as is.
As everything is wrapped in an envelope, the request size is larger making SOAP slower for small requests and therefore not suited for websites and for slow networks. However, it can handle large requests very well and its speed is comparable to REST as the packet size increases [14]. 
If security is a concern, then SOAP is the protocol to use as it goes one step further than REST and HTTPS. Where HTTPS secures the transmission of the REST request via encryption and can only be decrypted by the server, SOAP requests can be sent over HTTPS but also supports WS-Security. This offers protection from the creation of the message to when it is read. This ensures that the content of the request can only be read by the correct server and then read by the right process on the server [15].
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[bookmark: _Toc119681059]Comparison
GraphQL is a query language that allows the user to get only the data they want, which is like SOAP. You would ask for specific fields in a table in a database and it will return what has been asked for. In addition to this, GraphQL and SOAP both can use a single endpoint that can handle all the operations. For SOAP, WSDL validates the request and handles the defined operations [16]. For GraphQL, the validation must be done in the query [17].
SOAP will ask for what it wants in the body of its message and then the response will return, looking like the XML request. GraphQL will usually use GET and provide its query in the URL but can also put its query in the Body or the request. The Body looks like JSON and the response is JSON.
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Figure 1: GraphQL in Action [18]
Behind the query is the strongly typed schema that will define title as string for example, giving it a good structure like SOAP where a schema is also used. These schemas are used to describe the available data that is queried [19]. It will ensure the returned data is in the preferred format and the values are as expected.
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A benefit of both is a single endpoint, which can help reduce the size of an application. For example, with REST an endpoint must be made to provide a route for each method it needs, such as to retrieve data. This single endpoint also allows users to change their queries and actions and more without needing to make an endpoint. This endpoint can also be altered itself without the fear of breaking anything for the client [17].
A drawback to GraphQL is that is does not utilise all the HTTP methods. The single endpoint it uses just handles GET and POST requests, like SOAP only using POST [17]. All CRUD actions are to be handled within the Body, but GraphQL is not as hard to learn as SOAP.
A drawback of using GraphQL is that it can be hard to secure. As it uses basic HTTP to communicate with its single endpoint, the security must come from the queries themselves, unlike SOAP which can use HTTP and WS-Security. GraphQL queries would need to authenticate users and then check their authorisation. If their roles have enough privilege, they can continue with their action. Other things would be to rate limit the API, to prevent DoS attacks and limit the discoverability of the API [20].
GraphQL is faster than SOAP which previously stated has larger payloads, as it is more lightweight using smaller packets that put less strain on networks.
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GraphQL is like REST as they are both stateless and can return JSON as the response. GraphQL sends a request as a GraphQL query that resembles JSON, but the response is JSON. This allows for the data to be easily read and displayed on a web page.
REST requests all the data tied to the endpoint. Then the required data is used from the response. GraphQL makes the user query for the exact data they want and it returns that exact data. When making these requests, REST would use multiple endpoints for each resource and GraphQL can just use one.
GraphQL is strongly structured with its schema backed queries giving data types, whereas REST primarily uses JSON for requests and responses written into the methods.
[bookmark: _Toc119681063]Benefits and Drawbacks
GraphQL is faster as it asks for certain data and only receives that data which reduces the packet size meaning the data can get to the web page faster. It also uses one endpoint which can make the application easier to manage and faster to develop as there is no need it create service methods and endpoints for new action in the application. A fantastic thing about this is that GraphQL can do multiple requests in a single call. It could load data for each section of a webpage from one request instead of a REST request for each one [21]. This could put a strain on the initial load, but then provide a faster overall experience. The response can also be cached, much the same as REST, resulting in a snappy web application.
A good benefit of a schema is that front end and backend teams can create it together, resulting in both teams knowing what data is needed and can then work independently, which can speed up development. With REST, there would need to be communication for each endpoint as then the backend team can get the exact data from the database to help mitigate over and under fetching with REST [22]. If this isn’t done, it can make the response slower and possibly confusing to use the response data if it is a large JSON object.
GraphQL and REST both scale very well unlike SOAP. GraphQL can scale its components to change and meet needs and their statelessness allows for scalability as the server component can quickly free quickly as nothing is bound to each other [23] [24].
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Video demonstration of website link - https://www.youtube.com/watch?v=XyNombvvJbw 
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