Digital Forensics Analysis (ACCA7031_LON)
Lab 2-4 Corporate Exfiltration 
Case Background
M57.biz is a hip web start-up developing a body art catalogue. The facts of the company are as follows.
· $3M in seed funding; now closing $10M round
· 2 founder/owners
· 10 employees hired first year
Current staff members:
· President: Alison Smith
· CFO: Jean
· Programmers: Bob, Carole, David, Emmy
· Marketing: Gina, Harris
· BizDev: Indy
Programmers:
· Work out of their houses
· Daily online chat session; Weekly in-person meetings office park
Marketing &BizDev:
· Work out of hotel rooms or Starbucks (mostly on the road)
· In-person meetings once every two weeks.
Most documents are exchanged by emails.
 A spreadsheet containing confidential information was posted as an attachment in the "technical support" forum of a competitor's website. The spreadsheet came from CFO Jean's computer. You are given a copy of the spreadsheet, "m57plan.xls". This case study is mainly to look into how the documents got on the competitor's website.
Before the computer forensics started, brief interviews were conducted and the summaries of the interviews are shown below.
Alison (President):
· I don't know what Jean is talking about.
· I never asked Jean for the spreadsheet.
· I never received the spreadsheet by email.
 Jean (CFO):	
· Alison asked me to prepare the spreadsheet as part of new funding round.
· Alison asked me to send the spreadsheet to her by email.
· That's all I know.
Electronic identities:
Alison (President): alison@m57.biz ; password: "ab=8989
Jean (CFO): jean@m57.biz ; password: gick*1212
In this case study, you have access to the following:
· The mirror image of Jean's computer hard drive: nps-2008-jean.E01
https://digitalcorpora.org/corpora/scenarios/m57-jean/

· Full FTK version (the world-leading digital forensic and investigation toolkit)

You are required to answer the following questions, supported by the evidence found from your investigation:
Week 2: When did Jean create this spreadsheet? How did the spreadsheet come out of her computer to the competitor's website- Exfiltration Process ?

Week 3: Who else from the company is/are possibly involved?

Week 4: Additional computer misconduct and/or crimes committed by Jean /or Crimes she was aware of ?

