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Worksheet 1

Task 3:  Observational Tasks

A). 
You can create multiple virtual on the unused and utilized hardware without need to buy new hardware
· Each Virtual machine is independent and can be isolated from others
· We can run the old software on the new hardware. We can create similar type of virtual machine compare to old hardware on the new hardware and run the application from it
Strengths:
· I could run two or more instances of these operating systems concurrently
Weaknesses:
· Less efficient: Virtual machines on the virtual box are less efficient than the real machines. As it is run upon the host machine, there is some request that needs to be approved by the host processor. This will result in slow usability.


















B). 
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C). 
The five categories of operations master roles are:
· Schema master (one per forest): Maintains the master copy of the schema.
· PDC emulator (one per domain): Emulates a primary domain controller for backward compatibility with Windows NT.
· Domain naming master (one per forest): Tracks object names throughout a forest to ensure that they’re unique. Also tracks cross-references to objects in other directories.
· Infrastructure master (one per domain): Tracks object references among domains and maintains a list of deleted child objects.
· Relative identifier (RID) master (one per domain): Tracks the assignment of SIDs (security identifiers) throughout the domain.[1]
D). 
There are several resolutions for a DC becoming unavailable.
Method 1: Fix Domain Name System (DNS) errors.
Method 2: Synchronize the time between computers.
Method 3: Check the Access this computer from the network user rights.
Method 4: Reset the machine account password.

Worksheet 2

Observational Tasks
1). 
Most network operating systems let you establish password policies, such as requiring that passwords have a minimum length and include a mix of letters and numerals. In addition, passwords can be set to expire after a certain number of days, so users can be forced to frequently change their passwords.
2). 
Active Directory groups
There are two types of groups in Active Directory:
· Distribution groups Used to create email distribution lists.
· Security groups Used to assign permissions to shared resources.
Distribution groups
Distribution groups can be used only with email applications (such as Exchange Server) to send email to collections of users. Distribution groups are not security enabled, which means that they cannot be listed in discretionary access control lists (DACLs).
Security groups
Security groups can provide an efficient way to assign access to resources on your network. By using security groups, you can assign user rights to security groups in Active Directory.[2]

Worksheet 3

Observational Tasks:

a). 
	Administrator
The Administrator user account has complete control over the PC. He or she can install anything and make changes that affect all users of that PC.
	Guest
The “Guest” account is a special type of user account that has the name Guest and no password. This is only for users that need temporary access to the PC. This user can only use the software that’s already installed by the administrator and cannot make any changes to system settings.

b). 

 NT File System (NTFS)
· NTFS is packed with modern features which are not available on FAT32 and exFAT. NTFS supports file permissions for security, a change journal that can help quickly recover errors if your computer crashes, shadow copies for backups, encryption, disk quota limits, hard links, and various other features.
· Compatibility: Works with all versions of Windows, but read-only with Mac by default, and may be read-only by default with some Linux distributions.
 File Allocation Table 32 (FAT32)
· FAT32 is the oldest of the three file systems available to Windows. It was introduced all the way back in Windows 95 to replace the older FAT16 file system used in MS-DOS and Windows 3.
· Individual files on a FAT32 drive can’t be over 4 GB in size—that’s the maximum. A FAT32 partition must also be less than 8 TB, which admittedly is less of a limitation unless you’re using super-high-capacity drives.
· Modern versions of Windows can no longer be installed to a drive formatted with FAT32; they must be installed to drives formatted with NTFS.
· Compatibility: Works with all versions of Windows, Mac, Linux, game consoles, and practically anything with a USB port.
Extended File Allocation Table (exFAT)
· exFAT is optimized for flash drives—designed to be a lightweight file system like FAT32, but without the extra features and over head of NTFS and without the limitations of FAT32.
·  exFAT has very large limits on file and partition sizes., allowing you to store files much larger than the 4 GB allowed by FAT32.
· Compatibility: Works with all versions of Windows and modern versions of Mac OS X, but requires additional software on Linux. More devices support exFAT than support NTFS.[3]

c).  
	As seen in Worksheet 2.

d). 
	Organizational units are new (in comparison to groups), which might be the root of the confusion. No matter what, they are different and used in totally different ways. Groups have SIDs, can be placed on access control lists, and can contain other groups (even the same type of group referred to as group nesting). Organizational units do not have SIDs, can’t be placed on an access control list, and can`t be placed into a group. Instead, organizational units are used to organize users, groups, and computers within Active Directory. This organization is used to grant delegation and deploy configuration and security settings through group policy. Moving forward it is ideal to use the best practice for group nesting, as it is easiest to manage and provides the best security environment for Active Directory. Of course organizational units can be nested into other organizational units and often are. Just remember the two main reasons for organizational units and the design and deployment of them will be clear. [4]





Worksheet 4

Observational Tasks

Q1).  
	The Advantages of using DHCP Server
· DHCP facilitates the transfer of data to a different PC client or PC server. It provides dynamic IP addresses and other configurations.
· It allows a client to use an IP address that cannot be used by another client.
· DHCP prevents the occurrence of IP confl
Q2).  
The DHCP protocol requires no authentication so any client can join a network quickly. Because of this, it opens up a number of security risks, including unauthorized servers handing out bad information to clients, unauthorized clients being given IP addresses and IP address depletion from unauthorized or malicious clients.

Worksheet 5

Observational Tasks

Q1).  
Recursive Query
In Recursive name query, the DNS client requires that the DNS server respond to the client with either the requested resource record or an error message. If DNS server is not able to resolve the requested query then it forwards the query to another DNS server until it gets an answer or the query fails.
Iterative Query
An iterative name query is one in which a DNS client allows the DNS server to return the best answer it can give based on its cache or zone data.
Q2).  
Operators who manage a DNS recursive resolver typically need to configure a root hints file. This file contains the names and IP addresses of the authoritative name servers for the root zone, so the software can bootstrap the DNS resolution process. For many pieces of software, this list comes built into the software.

Q3).  

      (1). What is the exact FQDN for this host.
      (2).  Illustrate how the Domain Name System breaks up this FQDN into Host and Domain Namespace.
     	a. Nwtraders.msft
b. Host name & Domain = nwtraders
                  .msft = Top Level Domain(TLD)

Q4).  

Primary Zone
This is the main zone and has a read/write copy of the zone data. All changes to the zone are made in the primary zone and are replicated to the secondary zones.
Secondary Zone
A secondary Zone is a read-only copy of the primary zone. This zone cannot process updates and can only retrieve updates from the primary zone.  This zone can answer DNS name resolution queries from client nodes, this helps reduce the workload on the primary zone. Secondary zones cannot be active directory integrated.
Stub Zone
Stub zones are like a secondary zone but only stores partial zone data. These zones are useful to help reduce zone transfers by passing the requests to authoritative servers. These zones only contain the SOA, NS and A records.
Forward Lookup Zone
A forward lookup zone provides hostname to IP address resolution. When you access a system or website by its hostname such as mcirosoft.com DNS checks the forward lookup zone for the IP information related to the hostname.
Reverse Lookup Zone
Reverse lookup zones resolve IP addresses into hostnames. For example, when you look up the IP 8.8.8.8 it resolves to google-public-dns-a.google.com. A reverse DNS record had to be created for the IP to resolve to the hostname.
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