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1. [bookmark: _Toc24662479]An introduction to Computer Viruses, Malware and Ransomware
Malware is a blanket term that covers all malicious software of which Computer Viruses, Trojans and Ransomware all come under [1]. A computer virus is a piece of software that works to damage your computer by corrupting files and destroying data [1]. Generally, the software is written by a group of people with the intention of targeting specific computers and computer networks [1]. Ransomware is a particularly vicious form of malware that, if it gets installed onto a device, encrypts your personal files and data [2]. The user is then contacted, either via a message flashing up on the screen of the infected device or via other means. Ransomware is not just limited to the device the virus has been installed on either. The more advanced ransomware software can hide on a network encrypting all the data on that network that may be of interest to it [3]. 
2. [bookmark: _Toc24662480]How does ransomware work?
2.1. [bookmark: _Toc24662481]How can you receive and download the virus?
Ransomware can be received in any number of ways. One of the most common ways that someone could receive ransomware is via a Phishing email [4] [3]. Phishing emails generally imitate a reputable company or a file that the user thinks they should trust [2] and incorporates a link that, when clicked, proceeds to download the malware onto the computer and any networks that the software can access [5] [3]. There are now more sophisticated pieces of software that no longer rely on the user being tricked but instead rely on being able to exploit security holes on certain devices [2] or certain web-sites [6].
2.2. [bookmark: _Toc24662482]What does it do?
Once the user has initiated the process by clicking the download link, the ransomware contacts the command and control server, from which the ransomware is being run, and generates a mathematical code only known by the cybercriminals [3]. Once this step is complete, the software then gets to work on encrypting the data on the device and any connected networks [3] [5] [2]. Once the users data is encrypted, it can’t be decrypted with out the code that was generated when the virus was downloaded [2] [3]. The final step is to display a message that scares the user into paying for their data to be decrypted [2]. One of the most common ways cyber criminals want to be paid is in untraceable bitcoin [2]. To make sure the user pays the ransom, the Cyber criminals state that the data will be destroyed if the payment isn’t made within a certain time frame [3].
2.3. [bookmark: _Toc24662483]How can you go about removing it?
The easy way to remove ransomware is to pay the ransom. However, this very often doesn’t work as the Cyber criminals don’t always keep their word and decrypt the files [3]. This means that you must look for different ways to remove the virus. One way of doing this is to remove the infected systems and any infected files from any networks to which they may be connected and restore the data from clean backups [3]. However, if this doesn’t work, the user can start by entering windows safe mode and remove the files that way [7]. If the ransomware is more sophisticated then it can prevent you from entering Windows safe mode and can require the user to perform a system restoration that rolls Windows files back in time [7]. If all else fails though, the user may end up having to do a full system restore or in the worst case scenario, have to completely re-install Windows onto the computer [7] [3].
2.4. [bookmark: _Toc24662484]How can you protect against it?
There are may things an individual or business could do to prevent a ransomware attack from devastating them, the most obvious of which is to use a dedicated anti-virus software to prevent these viruses getting access to the device directly [3] [2]. The user can also perform regular file back-ups of important information and isolate them from local servers [3] [6] [2]. Data backup and recovery is regarded by a large proportion of Cybersecurity professionals, as much as 74% of them [3], as the most successful response to a ransomware attack [3].
3. [bookmark: _Toc24662485]What is CryptoWall?
3.1. [bookmark: _Toc24662486]How is CryptoWall different and why is it so much more dangerous?
CryptoWall is different from generic ransomware because it will try to hide within the computers operating system [4]. CryptoWall also adds itself to the start-up menu to ensure it always works on encrypting the data when the computer is in use without the user even knowing [4]. CryptoWall will not only scan your computer and any networks it is connected to, but it will also scan backup strategies such as DropBox mappings [8]. CryptoWall will also scan any removable drives that are connected to the device and encrypt any relevant data on those too [8]. CrytoWall is especially dangerous for businesses because it disguises itself as purchase orders or invoices [8]. CryptoWall is considered to be especially dangerous because the newest iterations use a “secure deletion” [8] of original data files meaning that the data files can no longer be recovered by using data recovery tools [8] [4].
3.2. [bookmark: _Toc24662487]What are the common infection methods?
CryptoWall ransomware can be contracted via the same methods as normal ransomware but it can also be contracted through malicious adverts [4]. This is where Cybercriminals either hack or buy adverts to infect the user’s device that clicks on the infected advert [4].
3.3. [bookmark: _Toc24662488]How do you protect against CryptoWall?
The strategies for protecting any device from CryptoWall are very similar to that for protecting against ransomware. So you can use a backup strategy, firewalls, virus scanners and make sure you keep your computers’ operating system patched and up to date [4]. However, you can also use a piece of software called CryptoPrevent [8]. This piece of software allows you to prevent certain executable operations to run in certain file paths by automatically adding path restrictions to the common paths that CryptoWall will try to execute itself on [8]. 
[bookmark: _Toc24662489]4. Conclusion
This report should have allowed the reader to learn that computer viruses can be ‘transmitted’ and ‘contracted’ in a variety of ways. It is very important to maintain safe browsing habits and to have regular and reliable computer backups stored on an external server to ensure that you can retrieve any data that may be encrypted by the contraction of ransomware. The reader of this report should also know the importance of keeping your computers operating system patched and that it is very important to get an antivirus package that includes a firewall for all of your devices that may be exposed to ransomware. 
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