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[bookmark: _Toc101900837]Abstract
In this report, I researched and presented the fundamentals of Computer Forensics and some of the most popular Computer Forensics tools associated with some of the common types of forensic analysis in the industry.
I then worked on a case study called ‘Sabotage’ which looked at a former employee of a Mobile Manufacturing Company deleting highly confidential files after striking a deal with the company's competitors to share the design files. I was able to retrieve the deleted files using a Computer Forensic tool and provide evidence using the files’ Metadata that it was deleted by the said employee.
I then provided a sample Computer Forensics report and a sample invoice to the CEO of the company.
[bookmark: _Toc101900838]Introduction
Computer forensics is the “process of scientifically examining and analysing data”, whether that’s on a computer’s internal storage, to any external media such as a USB stick [1].  The skill of scientifically examining a device can require many different tools to analyse the data from the system – these tools can be both open source and commercial tools. Computer forensics is broken down into various types of examinations, for example, email forensics, where information contained in email systems is recovered and analysed. Another example is network forensics where analysts would monitor traffic on the network to assist in their search for evidence. 
[bookmark: _Toc101900839]Task One  - Research
A network forensic tool which is widely used in the industry is Wireshark. Wireshark analyses network protocols to see the current and past traffic across a specific network. Wireshark is used by educational institutions, police and government agencies and forensic analysis professionals to analyse anywhere from personal home networks to massive corporation networks spread across continents. Wireshark includes a "rich set of features which include live capture and offline analysis". Wireshark is an open-source platform which allows volunteer contributors to ensure that any new protocols or changes are added to the software, ensuring it’s continuously kept up to date [2].
[image: Chapter 1. Introduction]
Screenshot of Wireshark [3]
Another type of computer forensics is the analysis of a computer's memory, which is usually volatile data stored in a computers cache memory, such as the RAM - this form of analysis allows the analyst to find, track and investigate malicious behaviour that sometimes may not leave a trackable footprint through solid-state data on a computer’s hard drive. In 2007, the first version of Volatility was released. Volatility allowed any user to analyse the data found within their volatile storage, also known as their cache memory. Volatility was "based on years of publishing academic research into advanced memory analysis and forensics", and has since become one of the most "indispensable digital investigation tools", used by agencies and professionals around the world. The developers claim it to be the "world's most advanced memory forensics platform" [4].
[image: Volatility Framework - Advanced Memory Forensics Framework]
Screenshot of the Volatility tool [5]
Another stream of computer forensics is Data Recovery and analysis, also known as file analysis, which is the analysis of a system and reliably extracting potential forensics artefacts [6]. One of the most popular tools within the computer forensic community is an open-source piece platform called Autopsy which is “fast, easy-to-use, and capable of analysing all types of mobile devices and digital media”. Autopsy is used by all agencies and forensic professionals including the police and government, with them having a ‘Law Enforcement’ add-in to enable them to use Autopsy’s Child Exploitation tools. Autopsy is a fast and also free computer forensic platform [7].
[image: Autopsy User Documentation: Quick Start Guide]
Screenshot of Autopsy [8]
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[bookmark: _Toc101900841]The Problem
CEC Mobile Manufacturing Company, based in Swansea, designs mobile phone interfaces and GUIs for popular vendors and is a market leader in its segment. Rob Jengelly was a high-level employee in CEC who was involved in the design of the latest Samsung Galaxy S20 Plus phone, where the company had spent millions of pounds on research and development. Rob had designed the GUI for the S20 Plus which rivalled Apple’s iPhone 12 design. The company, CEC, used Autodesk Maya to design the interfaces. Rob was proud of his design and offered it to the company’s competitors, Samtech, whom he contacted and struck a deal with. A week later, Rob resigned from the company.
When other engineers in the company loaded up Rob’s system, they noticed that many of the S20’s designs were missing. Rob’s system was never backed up as the nature of his work was highly confidential and Rob was a trusted employee-only Rob had access to the designs on his system. Before Rob had left CEC, he sabotaged the designs and deleted them from his system.
The CEO of CEC Ms Dee Rod was very disturbed. CEC planned to patent the designs so that they can license the technology to mobile telephone manufacturers around the world. The company stands to lose millions of pounds if the designs are leaked out. Ms Rod has tasked me with investigating and providing evidence of Rob’s sabotage, and with the retrieval of the designs and data.
Upon starting the investigation and the analysis, I would immediately seize the affected devices and moved them to a secure location, which is off any network. These devices could consist of the computer itself and any external storage mediums such as a hard drive or USB stick. By seizing these, it would ensure that no further tampering with the devices or the data would take place.
Once the devices are at my secure compound, I would then make bit-for-bit verified copies and images of the data found on the devices – this ensures that I have an accurate copy of the active files, the deleted files, and the unallocated space - which may contain some deleted content. This would also ensure that there’ll always be a backup of the data on the source machine so that in the case of any of my techniques deleting any data, I would still be able to revert and recopy the live data from the source machine. In the case of CEC, Rob sabotaged the data, and it has been deleted from the system. Data can be recovered from a system until it has been overwritten. I would import the previously created image of the data into a data analysis tool such as Autopsy. I would use the tool to look through the data source and I would pay extra attention to the ‘Deleted Files’ section within the programme.
[image: untitled image]
Screenshot of Deleted Items within Autopsy [9]
When I click on any files that are showing up under the deleted files section within Autopsy, I can see the various metadata that’s associated with that specific file, including the name, type, size and the date/time that file was modified, accessed and created. 
Within Autopsy, I can then recover these deleted files and I would ‘export’ them to a local external hard drive that’s encrypted. Once I have recovered these files, I can then present them to the CEO Ms Dee Rod to verify this data is correct and as expected. Using the file's metadata, I should be able to prove that these files were deleted by Rob on a certain date, which along with my below forensic report, will allow the police and other relevant agencies to take the required action against the former employee.
Using a forensic network analysis tool such as Wireshark, I should be able to trace the transfer of the files before deletion to the competitor, if they were sent over the network using a file-sharing tool – Ms Rod advised this wasn’t necessary as she had the files back due to the swift nature of the seizure of the files, and had all the evidence necessary to prosecute Rob.
[bookmark: _Toc101900842]Professional Forensics Report
The following report is a sample report, that I have found during the research phase of this assignment [10]. 
[bookmark: _Toc101900843]Overview / Case Summary
On April 11, 2011, Paul Ceglia filed an Amended Complaint seeking a share of Facebook. Mr. Ceglia based his claim on a purported contract between Mr. Ceglia and Mark Zuckerberg (the “Work for Hire Document”). In addition, the Amended Complaint included excerpts of purported emails between Mr. Ceglia and Mr. Zuckerberg (the “Purported Emails”).
[bookmark: _Toc101900844]Objectives
This report is a summary of Stroz Friedberg’s findings regarding the authenticity of the Work for Hire Document and the Purported Emails based on its analysis of the media produced by Mr. Ceglia pursuant to data received as part of expedited discovery. This report is not intended to detail each and every aspect of Stroz Friedberg’s work in this engagement.
[bookmark: _Toc101900845]Evidence Analysed
Pursuant to the Court Order, Stroz Friedberg collected digital media made available by Mr. Ceglia. Stroz Friedberg inspected the data on the following media for analysis according to the terms of the Court-ordered Protocol:
· A Compaq Presario SR5413WM desktop computer with a 250 gigabyte hard drive.
· An eMachines ET1161-05 desktop computer with a 160 gigabyte hard drive.
· A Toshiba Satellite L305-55968 laptop computer with a 320 gigabyte hard drive.
· A 200 gigabyte Maxtor Personal Storage 3200 external hard drive.
· A 500 gigabyte Western Digital internal hard drive. 
· 174 floppy disks.
Using widely-accepted digital forensic techniques and procedures, digital forensic personnel from Stroz Friedberg made bit-for-bit, verified forensic copies or images of: the hard drive within the Compaq Presario desktop computer; the hard drive within the eMachines desktop computer; the hard drive within the Toshiba Satellite laptop computer; the Maxtor external hard drive; the Seagate Hard Drive; and 173 of the 174 floppy disks.
The digital forensic copying process captured the entire contents of each piece of media, including the active user-accessible files, the deleted files, and the unallocated space, which may contain deleted content. Because the forensic image created by Plaintiff’s Expert is a forensic image file, Stroz Friedberg used a forensically-sound copy method to copy the forensic image file on that drive to preservation media.
[bookmark: _Toc101900846]Investigation Steps
Stroz Friedberg conducted its analysis of the Ceglia media pursuant to the Protocol issued by the Court. Stroz Friedberg searched and analyzed the Ceglia Media “to identify only documents, data, fragments, and artifacts that reasonably appear[ed] to be related to the authenticity of the [Work for Hire Document] attached to the Amended Complaint and the [P]urported [E]mails described in the Amended Complaint.”. The documents, data, fragments, and artifacts found by Stroz Friedberg that reasonably appeared to be related to the authenticity of the Work for Hire Document or the Purported Emails first were produced to Mr. Ceglia’s attorneys for a privilege review. The material was turned over to attorneys from Gibson Dunn only if no privilege objection was raised, an asserted privilege objection was withdrawn by Mr. Ceglia or his attorneys, or an assertion of privilege was overruled by the Court. Stroz Friedberg has followed the terms of the Protocol for all data found on the Ceglia Media and any other data subject to the Protocol during its analysis, including the procedures for privilege review and production set forth above and the maintenance of a search log.
During this analysis, Stroz Friedberg employed a methodology tailored to the particular facts of this case. Stroz Friedberg’s methodology included: (1) conducting keyword and other searches of the digital forensic copies of the Ceglia Media and other data, including webmail accounts, to identify responsive documents or fragments of documents; (2) manually reviewing the documents containing keyword hits, certain unsearchable file types, such as image files with no text, and other documents to determine whether they were relevant to the authenticity of the Work for Hire Document or the Purported Emails; and (3) reviewing the digital forensic copies of the Ceglia Media for digital forensic artifacts relevant to the authenticity of the Work for Hire Document or the Purported Emails.
[bookmark: _Toc101900847]Findings
No exact copies of the Work for Hire Document were found on the Ceglia Media, which comprised hundreds of pieces of media - including computers, hard drives and floppy disks. Stroz Friedberg used a methodology that would have identified any copies of the Work for Hire Document on the Ceglia Media if they had been present.
Instead of the purported Work for Hire Document, Stroz Friedberg found on the Ceglia Media seven unsigned versions of the Work for Hire Document that are very similar but not identical to the purported Work for Hire Document. All seven of those electronic documents contain metadata anomalies indicative of backdating and document manipulation.
Mr. Ceglia’s Amended Complaint purports to quote from or otherwise reference 22 Purported Emails between Mr. Ceglia and Mr. Zuckerberg. During the litigation, Mr. Ceglia acknowledged that he did not keep the Purported Emails referenced in the Amended Complaint in their original native form, that is to say, as individual files in message format. Rather, he claimed to have copied-and-pasted the text of the Purported Emails into Microsoft Word documents saved to floppy disks in order to maintain copies of these messages.
Stroz Friedberg found substantial evidence that all three of the Word documents containing the purported emails are backdated. The effect of backdating is to obscure the true date and time at which computer activity, such as the creation or modification of documents, occurred. Backdating can be accomplished by setting the system clock on a computer hard drive to an earlier date, such that activity that occurs on the hard drive while the computer is in a backdated state will appear to have occurred at that earlier time.
Moreover, the last printed date of the document is February 15, 2011, while the document’s last modified date is April 25, 2003. As discussed above, absent backdating or manipulation of the system clock, it is not possible for a file’s last printed date to post-date its last modification date. Therefore, this document was fabricated on or after February 15, 2011. This date is years after the Work for Hire Document was allegedly signed and months after Mr. Ceglia filed this lawsuit.
[bookmark: _Toc101900848]Conclusion
Stroz Friedberg found direct and compelling digital forensic evidence that the documents relied upon by Mr. Ceglia to support his claim are forged. Stroz Friedberg also found what it believes to be the authentic contract between Mr. Ceglia and Mr. Zuckerberg. That contract contains no references to Facebook. As described more fully in this report, Stroz Friedberg made the following findings bearing on the authenticity of the Work for Hire Document and the Purported Emails:
Stroz Friedberg did not find any exact copies of the Work for Hire Document on the hundreds of pieces of media produced by Mr. Ceglia, including three computers, three hard drives, 174 floppy disks, and 1,087 CDs (hereinafter, the “Ceglia Media”).
Stroz Friedberg did find a signed copy of an April 28, 2003 contract between Mr. Ceglia and Mr. Zuckerberg, though it concerns only Mr. Zuckerberg’s work on the StreetFax project and includes no references to Facebook.
Stroz Friedberg identified seven unsigned electronic documents on the Ceglia Media that are variants of the Work for Hire Document. All of these electronic documents were backdated to appear as if they were created at earlier dates. They appear to be part of an effort to create a fraudulent contract.
Stroz Friedberg did identify the Microsoft Word documents into which Mr. Ceglia claims to have copied-and-pasted the text of the Purported Emails. All of these Word documents were backdated to appear as if they were created at earlier dates.
The Purported Emails themselves, which Mr. Ceglia has proffered as authentic communications with Mr. Zuckerberg, are fabricated. Many of the Purported Emails reflect the wrong time zone. For example, all of the Purported Emails purportedly sent from October 26, 2003 to April 4, 2004 contain the “-0400” time zone stamp that reflects Eastern Daylight Time. However, Eastern Daylight Time was not in effect during this time. There is no place in the Continental United States from which Mr. Ceglia could have sent these Purported Emails with an accurate “-0400” time zone stamp.
The Purported Emails have formatting differences in the email headers that are inconsistent with Mr. Ceglia’s explanation that he copied-and-pasted the emails into Word documents. These formatting differences indicate that the Purported Emails were typed or edited manually and were not solely the result of a copy-and-paste operation.
There is no digital forensic evidence on the Ceglia Media supporting a conclusion that the Work for Hire Document or the Purported Emails are authentic documents dating from 2003 and 2004. To the contrary, the digital forensic evidence strongly indicates that these documents were fabricated by Mr. Ceglia at a later date.
[bookmark: _Toc101900849]Exhibits
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	Barry Lynch IT Consulting
21 Cowbridge Road East,
Cardiff, CF11 9AD
Phone 02920 502003
	



	Invoice #120500
	26th April 2022


	Bill To
	Ship To
	Instructions

	Ms. Dee Rod
CEC Mobile Manufacturing Company, Swansea,
SA1 8EW
	Same as recipient
	No additional instructions


	Quantity	Description	Unit Price	Total
	x29
	Forensic Analysis – 1hr
	£73.72
	£2137.88

	x13
	File Recovery – 1hr
	£37.22
	£483.86


	Subtotal	£2621.74

	VALUE ADDED TAX (20%)
	£524.35

	Total Due By Date
	£5767.44



[bookmark: _Toc101900851]Conclusion
In conclusion, Computer Forensics is such a broad and interesting topic, which unfortunately I did not have the pleasure of exploring in as much depth as I would have liked to, which is something that I’d like to change in the future.
If I were to do this report again in the future, I would like to explore different and less known forensic tools rather than using some of the most popular. I would also like to have had a section where I had a data set provided that I could’ve recovered the deleted files from as part of the assignment.
In my methodology of forensic analysis, I was able to recover the deleted files instantly whereas in a real-world scenario, this might not have been possible and I might have needed to use other techniques to recover this data such as caving the data.
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