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1. General Information about Viruses
A computer virus is a malicious software that can infect a computer and perform unwanted actions without the user’s awareness. There are no natural viruses as they are all manmade. (1) Viruses work by attaching themselves onto already existing programs then once the program is activated the virus can self-replicate and cause damage and infect further. (2) 

2. Types of Viruses
There are several types of viruses, some more serious and damaging than others.
2.1 Malware
The name malware comes from the term malicious software and refers to any software that was created with the intent of stealing data, damaging systems and devices and causing unwanted chaos. Trojans and Ransomware are two types of Malware.
2.2 Trojans
Trojans are a kind of malware disguised as real software or files that try to gain access to your computer. This type of software hides within files or programs that seem harmless or will sometimes will try to trick you into installing them. Once in, the Trojan can makes changes in your security and cause damage to your system. 
2.3 Ransomware
Ransomware is a malware that essentially locks a user out of being able to access their personal files and holds the files hostage until a ransom is paid. Ransomware infection can occur from several sources including spam emails, fake advertisements or even chat messages. The FBI estimates that there are 4000 ransomware attacks every day and over 60% of small business have been hit by ransomware. (3)

3. Cryptowall Trojan
Cryptowall is a form of ransomware that not only encrypts/locks your data so that you will need to pay a ransom to get it unlocked, it can actively hide within your system and can even delete shadow copies making it sometimes impossible to retrieve your data. (4)
Cryptowall most commonly infects by tricking users to click on a link within an email designed to seem legitimate. When downloaded it then buries itself deep within the users system so trying to eradicate it can prove very difficult. 
Once infected you will receive a ransom note containing instructions on how you can pay for your files to be unlocked. The usual payment is usually around $1000 worth of bitcoin making the people responsible harder to track.
3.1 The types of files at risk
Cryptowall runs through all of your files and also the files on your current network and then locks what is thinks to be your most important data. This could be your documents, photos, music, Word or excel files.
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4. Summary

4.1 Prevention and Cure
First we must consider prevention, as this will go a long way in protecting systems from becoming infected.
The most important being backing up data. A sure way to help cope if the worst was to occur is remote storage, making sure important data was backed up and separate from the network. This could be as simple as copying files onto an external hard drive or CD volumes. (6)
A back up plan should consist of backing up data to at least 3 places regularly.  Other places could also include USB drives or cloud storage. Users should also be made aware of the dangers of malicious emails and links and follow a safe surfing practice.
Infected users may be tempted to give in and pay for their files back but this isn’t advised as only 19% of users that pay the ransom ever get their files back. (7)
In summary, an ounce of prevention is worth a pound of cure as setting up a backup plan will give you piece of mind that your data is now safer than it was.
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FILETYPES VULNERABLE TO
CRYPTOWALL ENCRYPTION

XSL

Excel Spreadsheet

\WPD

WordPerfect Document

WB2

Webshots Picture File

JIXT

Plaint Text File

TEX

LaTeX Source Document

SWF

Shockwave Flash Movie

.SQL

Structured Query Language

.RTF

Rich Text Format File

.RAW

Raw Image Data File

.PPT

PowerPoint Presentation

.PNG

Portable Network Graphic

.PEM

Privacy Enhanced Mail Certificate

.PDF

Portable Document Format

.PDB

Program Database

.PAS

Delphi Unit Source File

.ODT

OpenDocument Text Document

.OBJ

Wavefront 3D Object File

.MSG

Outiook Mail Message

.MPG

MPEG Video File

.MP3

MP3 Audio File

.LUA

Lua Source File

KEY

Software License Key File

JPG

Joint Photographic Experts Group

.HPP

C++ Header File

GIF

Graphical Interchange Format File

.EPS

Encapsulated PostScript File

.DTD

Document Type Definition File

.DOC

Microsoft Word Document

.DER

DER Certificate File

CRT

Security Certificate

.CPP

C++ Source Code File

.CER

Internet Security Certificate

.BMP

Bitmap Image File

.BAY

Casio RAW Image

.AVI

Audio Video Interleave File

.AVA

AvaaBook eBook

N\ varonis

.ASS

Aegisub Advanced Substation Alpha

.ASP

Active Server Page

JS

JavaScript File

.PY

Python Script

.PL

Perl Script

.DB

Mobile Device Database File

C

C/C++ Source Code File

C/C++/Objective-C Header File

.PS

PostScript File

.CS

C# Source Code File

Obijective-C Implementation File

RealMedia File
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