[image: ]
Research, build, and deploy a Virtualised Enterprise network

[image: ]
[bookmark: _Toc45558070]Module Name: Network Operating Systems and Services
Module Code: ACCA5023
Student Name: Patryk Repetowski
Student ID: 2421737
Lecturer Name: Md Abrar Jahin Almazi Bipon


Contents
Task 1.	3
Research on Hipervisor	3
Research on IP Addressing	4
Research on Routing	5
Research on Network Services	6
Task 2	8
2.1 Hypervisor Selection and Justification	8
2.2 Download and Setup	10
2.2.1 Download	10
2.2.2 Setup	12
2.3 Network Configuration	18
2.3.1 Appropriate IP Addressing	18
2.4 Test and Troubleshoot	22
2.4.1 Connectivity tests	22
Task 3	26
3.1 Reflection	26
3.1.1 Technical Reflection	26
3.1.2 Personal Reflection	26
References	27






















[bookmark: _Toc222827732]Task 1.
[bookmark: _Toc222827733]Research on Hipervisor

Virtualization plays an important role in modern IT infrastructure because it allows multiple operating systems to run on a single physical machine [1]. This significantly improves hardware utilization and reduces operational costs in enterprise environments. A hypervisor is the main component that enables this process by creating and managing virtual machines. There are two main types of hypervisors: Type 1 (bare-metal) and Type 2 (hosted) [2]. Type 1 hypervisors run directly on physical hardware and are commonly used in enterprise data centres due to better performance and security isolation. Type 2 hypervisors run on top of a host operating system and are generally used for development, testing and educational purposes. Although they introduce slightly more overhead compared to bare-metal solutions, they provide flexibility and ease of deployment [2].
For this project, Oracle VirtualBox was selected, which is a Type 2 hypervisor [1]. Although Type 1 hypervisors such as VMware ESXi may provide higher efficiency and scalability, the available hardware resources and academic context were important factors in the decision. The host system was running Windows 11 with 32GB RAM and 8 CPU cores, which was sufficient to support multiple virtual machines in a hosted environment. VirtualBox supports both Windows Server 2022 and Debian Linux, which ensures compatibility with the required topology. In addition, VirtualBox allows the configuration of multiple virtual network adapters and internal network modes, which are essential for creating segmented network topology required for this coursework [1].
Considering the enhanced topology for coursework 2, VirtualBox still provides flexibility for additional services such as Active Directory, DHCP and possible VPN configuration. While Type 2 hypervisors may introduce slightly higher overhead for a controlled virtual enterprise simulation, they provide a cost-effective and practical solution.
[bookmark: _Toc222827734]Research on IP Addressing

IP addressing is one of the key elements that enables communication within and between networks [3]. When data is transmitted from one device to another it is divided into packets.
Each packet contains a source and destination IP address, which allows routers to determine the correct path for forwarding the data [4]. Without a properly structured IP addressing scheme, devices located in different networks would not be able to communicate effectively. In most enterprise environments IPv4 is still widely used. IPv4 uses 32-bit addresses, which limits the total number of available addresses, but it remains practical and compatible with existing infrastructure [3]. IPv6 was introduced to overcome address exhaustion and uses 128-bit addressing, significantly increasing scalability [3]. Despite its advantages many organizations continue to rely on IPv4 internally because it is easier to configure and manage in controlled environments. Subnetting is an essential part of network design. By dividing a larger network into smaller subnets, administrators can improve organization, enhance security and reduce broadcast traffic [5]. In this project, separate /24 subnets were allocated for the London and Birmingham sites, while a /30 subnet was configured for the WAN link. The /30 network was chosen because it efficiently supports point-to-point communication with only two usable addresses [5]. During the configuration process it became clear that even small mistakes in subnet masks or gateway settings immediately prevent communication between networks. This highlights the importance of careful IP planning and structured address allocation in enterprise network environments [3].

[bookmark: _Toc222827735]Research on Routing

Routing is the process that allows data to travel between different networks [4]. When devices belong to separate subnets, communication is not possible unless a routing mechanism is configured. Routers operate at Layer 3 of the OSI model and use routing tables to determine the best path for forwarding packets to their destination [4]. There are two main routing approaches: static and dynamic routing. Static routing requires the network administrator to manually configure routing entries. This model provides more control and is suitable for small or predictable networks. However, it can become difficult to manage in larger environments, as each route must be configured individually. Dynamic routing protocols such as OSPF or RIP automatically exchange routing information between routers and update routing tables when network changes occur [4]. In addition, routing decisions rely on metrics such as hop count, bandwidth or link cost, depending on the protocol implemented [4]. While this improves scalability, it also increases complexity and resource usage. 
In this project the topology consists of two sites (London and Birmingham) connected through a WAN link.  As the network structure is relatively small and stable, static routing would be sufficient to enable communication between the two subnets. The Debian server, which may function as a DHCP relay and routing device can be configured to forward traffic between networks when IP forwarding is enabled. Dynamic routing would not be necessary in this scenario, as there are limited routes and no frequent topology changes. Therefore, a static routing approach is more appropriate for this simulated enterprise environment due to its simplicity and controlled configuration.

[bookmark: _Toc222827736]Research on Network Services

Network services play crucial roles in maintaining stability, security and centralized management within enterprise environments. In this project services such as DHCP, Active Directory Domain Services, VPN and Certificate Authorities are particularly relevant to the overall network design. DHCP simplifies network administration by automatically assigning IP addresses to client devices [6]. This reduces the risk of configuration errors and IP conflicts. By automatically distributing gateway and DNS configuration details, DHCP ensures consistent network parameters across all connected devices [6]. In a multi-site environment like London and Birmingham, DHCP can improve consistency and reduce manual workload. However, it must be carefully configured to avoid overlapping address ranges or incorrect gateway assignments. 
Active Directory Domain Services provides centralized authentication and access control within a domain environment [6]. By implementing a domain such as BIRMINGHAM.ACCA, administrators can manage users, devices and security policies from a single location. This increases security and improves organizational structure, especially when multiple clients and servers are involved.
VPN services are important when connecting geographically separated sites securely over public networks. Although this project simulates a WAN connection internally, in real-world scenarios a VPN would ensure encrypted communication between London and Birmingham.
Certificate Authorities support secure communication by issuing digital certificates used for authentication and encryption. In enterprise environments this enhances trust and protects sensitive data. Together these services contribute to a structured, secure and scalable network design that reflects real-world organizational practices.
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[bookmark: _Toc222827738]2.1 Hypervisor Selection and Justification

Oracle VirtualBox was selected as the hypervisor platform for this project. The choice was influenced by both technical requirements and practical considerations. VirtualBox is a type 2 hypervisor that runs on top of an existing operating system, in this case Windows 11. The host machine was equipped with 32GB RAM and an 8-core processor which provided sufficient performance to support multiple virtual machines simultaneously. 
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Although type 1 hypervisors may offer improved performance in enterprise data centers, VirtualBox was considered more suitable for academic implementation. It is freely available, widely supported and compatible with both Windows Server 2022 and Debian Linux which were required for network topology.
During the implementation, VirtualBox allowed the creation of three separate internal networks representing the London site, Birmingham site and the WAN connection. It also supported multiple network adapters per virtual machine which was necessary to simulate routing between locations. Snapshot functionality provided additional flexibility during configuration and troubleshooting.[image: ]
Overall, VirtualBox provided an appropriate balance between functionality, ease of use and system performance, making it suitable for simulating a small enterprise network environment.

[bookmark: _Toc222827739]2.2 Download and Setup

[bookmark: _Toc222827740]2.2.1 Download
The required operating systems were downloaded from their official sources to ensure authenticity and security. Debian Linux was obtained directly from official Debian website, selecting the appropriate 64-bit ISO image.
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Windows Server 2022 was downloaded from Microsoft’s official evaluation center, providing a trial version suitable for testing and academic use.
[image: ] 

The Windows client operating system was also downloaded from Microsoft’s official website. Additionally, Windows 11 was installed on the host machine using the official Microsoft installation media.
[image: ]

Downloading all systems from verified vendor platforms reduced risk of corrupted or modified installation files. It also ensured compatibility with Oracle VirtualBox and avoided potential licensing issues. Using official sources demonstrates good practice in maintaining system integrity and security before deployment.

[bookmark: _Toc222827741]2.2.2 Setup
After downloading the required ISO files the virtual machines were created within Oracle VirtualBox. Each machine was configured based on its role within the network topology to ensure stable performance and realistic enterprise simulation.
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The Windows Server 2022 virtual machine was allocated 8GB of Ram and 4 CPU cores to support Active Directory and domain services.
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The Debian Server was configured with 4GB of RAM and 2 CPU cores which was sufficient for routing and network- related tasks.
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The Windows 11 and Debian client machines were assigned 4GB of RAM and 1-2 CPU cores as they required fewer system resources compared to the servers.
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During the virtual disk configuration process, the VDI (Virtual Disk Image) format was selected as it is the native disk format supported by Oracle VirtualBox. The disk size was configured according to the requirements of each virtual machine to ensure stable system operation and sufficient storage for installation and updates.[image: ]

[bookmark: _Toc222827742]2.3 Network Configuration
[bookmark: _Toc222827743]2.3.1 Appropriate IP Addressing

IP addressing was manually configured on all servers and client machines to ensure clear network segmentation and predictable communication. Separate subnets were assigned to the Birmingham and London sites to reflect a structured multi-site enterprise design.
 The Birmingham local area network used the 172.16.1.0/24 subnet. The Windows server 2022 machine was assigned the IP address 172.16.1.1 with a subnet mask of 255.255.255.0. The Windows 11 client was configured with the address 172.16.1.10 within the same subnet. This configuration allowed successful communication within the Birmingham site while maintaining isolation from other networks.[image: ]
[image: ]
[image: ]
The London site was configured using the 172.16.2.0/24 subnet. The Debian server was assigned the IP address 172.16.2.1 with a subnet mask of 255.255.255.0. The configuration was applied using standard Debian network configuration procedures, ensuring persistent interface settings across system reboots [7]. The Debian client was configured with the address 172.16.2.10. Using a separate subnet for London ensured that communication between both sites required routing rather than being treated as local traffic.
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For server-to-server connectivity a dedicated WAN subnet was implemented using 10.0.0.0/30. The Birmingham server WAN interface assigned was configured 10.0.0.1/30 while the London server WAN interface was assigned 10.0.0.2/30. A /30 subnet was selected because it provides exactly two usable IP addresses making it efficient for point-to-point communication. 
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Overall the addressing scheme ensured proper segmentation reduced the risk of conflict and provided a stable foundation for connectivity testing and troubleshooting.
[bookmark: _Toc222827744]2.4 Test and Troubleshoot
[bookmark: _Toc222827745]2.4.1 Connectivity tests

After completing the IP configuration connectivity tests were performed to verify correct network functionality across the deployed topology. Testing was conducted using the ping command on both Windows and Debian systems.
Outcome 1: Successful connectivity within the same network.
Within the Birmingham site, a ping test was performed from the Windows 11 client (172.16.1.10) to Windows Server (172.16.1.1). The test returned successful replies confirming that IP addressing and subnet configuration within the 172.16.1.0/24 network were correctly implemented. [image: ]
Similarly, within the London site, a ping from the Debian client (172.16.2.10) to the Debian server (172.16.2.1) was successful. This validated proper local communication within the 172.16.2.0/24 subnet. 
[image: ]
These successful responses confirmed that devices within the same broadcast domain were able to communicate without requiring routing intervention. It also verified that subnet masks and default gateway settings were correctly configured on both clients.
Outcome 2: Unsuccessful connectivity between different networks.
When attempting to ping from the Windows Server in Birmingham (172.16.1.1) to the Debian client in London (172.16.2.10) the request failed. A similar result occurred when testing the Debian client to the Windows Server. [image: ]
This behavior was expected because routing between the two subnets had not yet been configured. This failure confirmed that traffic between different networks was not treated as local communication. The unsuccessful test demonstrated that network segmentation was functioning correctly and that inter-subnet communication requires an active routing mechanism. This result indicates that the logical separation between London and Birmingham was successfully enforced at Layer 3 of the OSI model.

Additionally, server to server connectivity over the WAN link was tested. A ping from 10.0.0.1 (Birmingham server) to 10.0.0.2 (London server) was successful, confirming that the /30 WAN configuration was correctly implemented.
[image: ]
This successful WAN communication verified that both servers were correctly assigned to the point-to-point subnet and that no addressing conflicts were present. It also confirmed that the physical and virtual adapter configuration inside VirtualBox were correctly mapped to the intended internal networks.
These results demonstrate that the network segmentation and addressing scheme functioned as designed.
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[bookmark: _Toc222827748]3.1.1 Technical Reflection
During the deployment and testing stages of Task 2, several configuration challenges were encountered. The primary issue involved failed connectivity between subnets which required systemic troubleshooting. Initial testing using the ping command indicated that devices within the same LAN communicated successfully but cross-site communication failed. This prompted verification of IP addressing, subnet masks and interface assignments on both servers. Each interface was reviewed using ipconfig and ip a to confirm correct configuration. Particular attention was given to ensuring that LAN interfaces used a /24 subnet mask and that the WAN interfaces were correctly configured with a /30 mask. Firewall settings were also checked to confirm that ICMP traffic was not being blocked. By diagnosing the issue step by step rather than applying random changes, the root cause was clearly understood. This systematic troubleshooting process ensured that network segmentation functioned as intended.

[bookmark: _Toc222827749]3.1.2 Personal Reflection
From a personal perspective, this project improved both organizational and analytical skills. The need to document each configuration step with timestamped screenshots encouraged consistent time management rather than last-minute work. Managing multiple subnets and interfaces required careful planning and attention to detail. The troubleshooting process strengthened logical thinking as problems had to be approached methodically. Instead of relying on trial-and-error adjustment, each configuration element was verified before proceeding further. This approach increased confidence in handling networking technologies and reinforced the importance of structured problem solving in professional IT environments.
Overall, the coursework provided valuable hands-on experience and enhanced readiness for real world network deployment tasks.
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