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Task 1. Zero Trust Architecture: A Critical Analysis of Its Principles, Implementation Challenges and Efficacy Compared to Traditional Models
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Abstract - Zero Trust Architecture has become one of the most talked-about concepts in information security over the past decade, largely because traditional perimeter-based models have struggled to keep up with how organisations actually operate now. This paper looks at what Zero Trust involves, how it compares to older approaches, and whether the practical reality lives up to the theory. The short answer is that it is a genuinely useful framework in the right context - but context matters a lot and organisations that treat it as a plug-and-play solution tend to be disappointed.

Index Terms - Zero Trust, information security, access control, identity management, cybersecurity governance, perimeter security.

[bookmark: _Toc228394992]INTRODUCTION
For a long time, the dominant approach to information security has been built around the network perimeter. The basic idea is straightforward: keep attackers outside the boundary using firewalls and similar controls and assume that anything inside the boundary is reasonably trustworthy. That model worked reasonably well when most organisational systems were in physical offices and accessed by managed devices [1].

Cloud services, hybrid working, third-party integrations and an increasing number of mobile or personal devices have all made the idea of a fixed network boundary much weaker. Many users now sit outside the corporate network most of the time and a large amount of organisational data is stored on infrastructure that the organisation does not directly own. At that point, trusting something just because it came from inside the network stops making much sense.

Zero Trust is the security community’s main answer to this problem. The term was coined by Kindervag at Forrester back in 2010, but it gained real traction once NIST published SP 800-207, which gave it a proper technical definition - no asset is trusted by default, every access request gets evaluated [2], [3].

The aim is to look at the principles behind the model, compare them with traditional security, examine the practical challenges that organisations actually face and consider where Zero Trust adds value and where its limitations show. The structure follows: Section II outlines the core principles, Section III analyses strengths and limitations against traditional models, Section IV looks at implementation challenges, Section V is an evaluation and Section VI -conclusion.

[bookmark: _Toc228394993]UNDERSTANDING ZERO TRUST ARCHITECTURE
Zero Trust is sometimes summed up by the phrase “never trust, always verify.” This is a useful slogan, but it does not say very much on its own. The more meaningful definition is given in NIST SP 800-207, which sets out seven core tenets including treating all data sources and computing services as resources, securing every communication regardless of network location, granting access on a per-session basis and using dynamic policy to determine access [3].

In practice, ZTA usually relies on three building blocks. Strong identity and access management, where every user and device is uniquely identified and authenticated before any access is granted. Segmentation of resources, often through micro-segmentation, so that even a successful intrusion in one area does not give automatic access to others. Continuous monitoring and analytics, which means that access is not just decided once at login but reviewed across the session.

These three elements line up closely with the access control functions: identification, authentication, authorisation and accountability [1]. The difference is that Zero Trust applies these checks continuously rather than as a single gate at the beginning of a session. Least privilege is also central. Users are only meant to receive the minimum access they need for their role, which limits how much damage can be done if their account is later compromised.

It is worth being honest about one thing here. Zero Trust is often marketed as if it were a single product that can be bought and switched on, especially by vendors selling identity or networking tools. That is not really accurate. It is closer to a strategic framework that shapes how an organisation thinks about identity, trust and access. Tools support it, but they do not in themselves make an organisation “Zero Trust.”

[bookmark: _Toc228394994]ANALYSIS COMPARED TO TRADITIONAL MODELS
The clearest strength of Zero Trust is that it directly tackles the main weakness of perimeter security. Once an attacker gets past a firewall in a traditional environment, they often have wide access inside the network. Zero Trust breaks that pattern by forcing repeated checks at each access point, which makes lateral movement significantly harder [3].

Least privilege, which is part of the same model, also reduces the impact of any single compromised account. If a user’s credentials are stolen, the attacker only inherits the limited access that user had, rather than gaining a wide foothold inside the network. In sectors that handle sensitive personal data, such as healthcare and financial services, this kind of containment is meaningful.

Another strength is improved visibility. Because access decisions are evaluated continuously, the organisation generates more data about what users and devices are doing. This can support faster detection of unusual behaviour, especially in cloud environments where traditional network monitoring tools are weaker.

That said, Zero Trust also has clear limits and these are sometimes glossed over. The first is that it can create a false sense of security if it is implemented only partially. Many organisations adopt MFA or device health checks and then describe themselves as having Zero Trust, when they have only put one or two pieces of the model in place. Partial adoption may improve security, but it is not the same as having a coherent framework.

Compared to traditional perimeter security, Zero Trust is also more complex. A standard firewall and VPN setup is simpler to design, document and manage. Zero Trust requires fine-grained access policies, integrated identity management, continuous monitoring infrastructure and mature governance processes. For organisations that do not have those capabilities already, the new architecture can introduce as many risks as it removes if it is not managed properly [4].

It is also important to note that Zero Trust does not replace other controls. Encryption, endpoint protection, secure software development, vulnerability management and security awareness training are still needed. Zero Trust is a model for access decisions, not a complete security programme.

So, this is not really a case of old bad versus new good. Zero Trust fits modern distributed systems better, but only if the organisation has the capacity to run it properly. In a small, tightly controlled on-premises setup, a well-managed firewall might honestly still be adequate. In something like a cloud-heavy healthcare platform with hundreds of remote users and third-party integrations, it almost certainly will not.

[bookmark: _Toc228394995]IMPLEMENTATION CHALLENGES
Putting Zero Trust into practice is where things get difficult. The theory is clean; the reality usually is not. A few problems come up repeatedly regardless of sector or size.

Legacy systems are usually the first issue. Many organisations rely on older applications and databases that were never designed with identity-driven access in mind. They may not integrate cleanly with a modern identity provider, may not support fine-grained authorisation and may be difficult to monitor in detail. Either the organisation invests heavily in modernisation or it tries to wrap Zero Trust around old systems, which often produces an architecture that is more fragile than it looks.

Identity and access management at scale is another well-known challenge. Zero Trust depends on knowing exactly who or what is requesting access and what they should be allowed to do. In a real organisation with employees, contractors, third parties, service accounts and a long history of changes, that information is usually messy. Old permissions stay around when people change roles, dormant accounts are not always closed and ownership of access rights is often unclear. Cleaning this up is slow and unglamorous work, but skipping it means building Zero Trust on top of unstable foundations [3].

There is also a human side. Extra verification steps and tighter restrictions can frustrate users and frustrated users tend to look for workarounds. The module material makes the point that security should support business operations rather than block them and this applies directly here. If Zero Trust controls are not designed with usability in mind, they may produce shadow IT or unsafe behaviour, which is a different kind of risk altogether.

Cost is another factor that should not be underestimated. The investment is not just in tools. It includes redesigning processes, retraining staff, sustaining continuous monitoring and reviewing access on an ongoing basis. For a large organisation handling regulated data, this is usually justified. For smaller organisations, a phased approach is more realistic than trying to fully transition all at once.

There is also a less technical concern about vendor lock-in. The Zero Trust market is very active and several large vendors offer entire ecosystems built around their interpretation of the model. Organisations that commit fully to one ecosystem may find it harder to switch later and there is a wider point that vendor marketing has, at times, distorted what Zero Trust is meant to mean.

[bookmark: _Toc228394996]EVALUATION AND PRACTICAL IMPLICATIONS
Practically speaking, Zero Trust does not deliver much on its own. The model is solid, but without proper governance and a clear sense of what you are protecting, the technical controls do not hold together [5]. That is probably the most important thing to take from looking at how real implementations play out.

Planning, policy, programs, protection, people and project management - is directly relevant [1]. A successful Zero Trust implementation needs all six. Strong technical controls without clear policy or accountability tend to drift over time. Equally, good policy without the technical means to enforce it does not protect anyone.

From a risk management perspective, Zero Trust is most useful where it reduces the likelihood or impact of well-understood threat scenarios. It works well against lateral movement, insider misuse and credential-based attacks. It does much less to address risks that originate further upstream, such as software supply chain weaknesses, social engineering before authentication or vulnerabilities in the underlying code [6]. Risk assessment should therefore guide which parts of Zero Trust to prioritise, rather than treating the framework as an answer to every problem.

Not every organisation needs the same level of Zero Trust either. The NCSC is clear that security controls should match the actual risk and that applies here too. A ten-person software company with no regulated data is a completely different situation from a hospital network. Applying the same model to both would be wasteful at best and genuinely disruptive at worst [7].

Cloud environments are arguably where Zero Trust matters most. Research on cloud computing security has consistently shown that reduced direct control and reliance on shared providers makes traditional perimeter thinking ineffective [8]. In cloud-heavy setups specifically, identity-based controls and continuous monitoring are basically non-negotiable at this point.

The organisations that get value from Zero Trust tend to treat it as a direction rather than a destination. They start with identity - tighten up MFA, clean up access rights, sort out dormant accounts - then build from there. Trying to do everything at once is almost always how these projects go wrong.

[bookmark: _Toc228394997]CONCLUSION
Zero Trust is a credible answer to the security problems that have become common as organisations spread across cloud platforms, remote workers and third-party integrations. The core ideas - verify everything, give the minimum access needed, keep monitoring - target exactly the gaps that perimeter security leaves open and there is decent evidence that organisations applying these principles do better against credential theft and insider misuse.

That said, it is not a shortcut. Organisations that buy a vendor product, label it Zero Trust and move on typically do not see much improvement. The ones that treat it as a long-term operating model - with real policies, defined scoping and ongoing management - tend to see genuine security gains over time.

For most organisations the practical takeaway is start with identity, restrict access properly, monitor what is happening and review it regularly. The specific tools matter less than getting those fundamentals right. When it works, Zero Trust is less of a formal architecture and more of a mindset shift - one that accepts the network boundary is gone and builds security around that reality.
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Task 2: Zero Trust Security Programme for MediTrust Analytics Ltd
I. [bookmark: _Toc228394998]INTRODUCTION
MediTrust Analytics Ltd builds AI-powered clinical decision support tools and cloud platforms for hospitals and private healthcare providers. The systems it runs process medical records, diagnostic imaging data and real-time patient monitoring feeds - all highly sensitive. The workforce is spread across remote developers, on-site staff and third-party partners and the operation runs on multi-cloud infrastructure.
The company's EU expansion brings it directly into scope of GDPR and NIS2 and into DORA where it provides services to financial-sector entities. Concerns have been raised about the security of AI training data, access control over patient information and risks in the software supply chain. This section sets out a Zero Trust-aligned security programme for the new EU unit, building on Task 1 and applying it to MediTrust's specific operational and regulatory conditions.
II. [bookmark: _Toc228394999]ORGANISATIONAL CONTEXT AND RISK OVERVIEW
MediTrust's whole business depends on handling data that people expect to stay private. Healthcare records are at the top end of GDPR's special category data, and getting it wrong has serious consequences - millions fines, loss of hospital contracts and the kind of reputational damage that takes years to repair.
The distributed nature of operations makes the security problem harder. Remote developers connect from different jurisdictions, clinical analysts work with large datasets, third-party research partners need access to subsets of data and IoT devices feed real-time information into clinical systems. There is no single fixed perimeter to defend, which is one of the main reasons a Zero Trust approach makes sense here.
Several risk areas stand out. Unauthorised access to patient data through compromised credentials or excessive permissions is the most obvious. Insider misuse is also a real concern, because analysts genuinely need wide access to data and the line between legitimate use and misuse can be hard to monitor without strong controls. Cloud misconfiguration is another well-documented risk; research on cloud security has shown that reduced direct control and reliance on shared providers significantly increases vulnerability if not managed carefully [1]. Finally, the software supply chain is a growing concern, particularly because MediTrust depends on AI systems that could be undermined through poisoned training data or vulnerable third-party libraries [2].
III. [bookmark: _Toc228395000]ZERO TRUST SECURITY ARCHITECTURE DESIGN
The design shifts away from network location as the basis for trust. Identity takes over as the main control point. Every access request goes through the same check regardless of where it originates - who is asking, what device they are on, does the context look normal. Trust is not locked in at login; it gets reassessed throughout the session.
When a user or service tries to access something, the request hits a policy enforcement point first. The identity provider authenticates the user - with phishing-resistant MFA for anything touching patient data. The device gets checked too: managed, encrypted and up to date. Then the policy engine runs through the role and attribute rules, looking at what is being accessed, who is asking and whether anything looks off. If everything passes, access is granted - narrowly, to that specific resource and session only.
Micro-segmentation keeps clinical data systems walled off from the rest of the infrastructure. Even a fully authenticated user cannot move across into systems they have no reason to be in.
[image: The image illustrates a diagram of a network security architecture, depicting various components such as Control Plane, Policy Engine, PDP (Policy Decision Point), and Data Plane, all connected in a flow to show how policies are enforced.

AI-generated content may be incorrect.]
Fig. 1.  NIST Conceptual Design of Zero Trust Environment
IV. [bookmark: _Toc228395001]IDENTITY AND ACCESS MANAGEMENT STRATEGY
Identity is the primary control boundary in Zero Trust, so IAM is one of the most critical parts of the design. Every user - internal staff, analysts, remote developers, external research partners - must be uniquely identified and authenticated before any access is granted. For systems handling patient data, phishing-resistant MFA based on FIDO2 hardware keys or passkeys should be enforced, since SMS and standard OTP have known weaknesses.
Authentication gets you in the door; RBAC decides what is behind it. Clinical analysts work with anonymised datasets - they do not get raw patient records. External research partners get a narrow, time-limited window into specific data through a managed portal, no bulk export without approval. Admin staff have access to operational tools and nothing clinical. These distinctions matter because overprivileged accounts are one of the most common paths to a serious breach.
Context-aware access sits on top of RBAC and adjusts decisions based on real-time signals. The same credentials at 10 am on a registered laptop look very different from the same credentials at 3 am on an unfamiliar device. Adaptive authentication saves the extra friction for when something looks suspicious, rather than irritating users every time they log in.
Lifecycle management is the part organisations most often neglect. Access rights need reviewing at least quarterly. Accounts that have not been used in a while should disable automatically. Third-party access needs an expiry date built in from the start - not something to chase up later.
V. [bookmark: _Toc228395002]ORGANISATIONAL STRUCTURE AND POLICIES
[bookmark: _Toc228395003]Security organisational structure
The new EU unit needs dedicated security leadership with technical depth across cloud and software development. Two roles are critical.
· Cloud Security Architect owns the security posture of MediTrust's multi-cloud infrastructure: deploying CSPM tooling, defining encryption standards and making sure cloud services align with Zero Trust principles. The role works closely with platform engineering, so security is built in from the design stage.
· DevSecOps Lead embeds security into the SDLC: automated security testing in CI/CD pipelines, software composition analysis to find vulnerable dependencies and secure coding standards. Given MediTrust's reliance on AI, the role also oversees AI training pipeline integrity, including controls to prevent data poisoning.
TABLE 1. SECURITY ROLES FOR MEDITRUST EU UNIT
	Role
	Main responsibilities
	Key tools / frameworks

	CISO (EU Unit)
	Governance, regulatory oversight, board reporting, risk appetite
	NIST CSF 2.0, DORA Art. 5, ISO 27001

	Cloud Security Architect
	Multi-cloud security design, CSPM, encryption, segmentation
	CSPM (Defender / Prisma), ZTNA, AWS / Azure native security

	DevSecOps Lead
	Secure SDLC, CI/CD security, dependency scanning, AI pipeline integrity
	SAST / DAST, SCA, SBOM, MLSecOps

	Identity & Access Manager
	IAM platform, access reviews, MFA enforcement, third-party access
	Entra ID / Okta, FIDO2, PAM, RBAC / ABAC

	Security Operations Analyst
	SIEM monitoring, incident detection, SOAR playbooks, threat hunting
	Sentinel / Splunk, EDR, SOAR, threat intel

	Data Protection Officer
	GDPR compliance, data subject rights, breach notification, DPIA oversight
	GDPR Art. 37–39, NIS2, DORA reporting



[bookmark: _Toc228395004]Key policies
Three policies are particularly important here.
· AI Usage Policy should define acceptable use of AI tools, require documentation of model provenance (what data was used to train each model), mandate human oversight of AI-generated clinical outputs and prohibit use of patient data in externally hosted AI services without a data processing agreement. Regular bias and accuracy audits should also be required.
· Secure SaaS Configuration Policy used by MediTrust must be registered in a central inventory, SSO integration is mandatory for anything touching sensitive data, default vendor configurations must be hardened before deployment and the CISO must approve any new SaaS application. This stops the slow accumulation of unmanaged cloud tools that is common in fast-growing organisations.
· BYOD Policy. Access to patient data from personal devices is prohibited. For lower-sensitivity tasks, personal devices are only permitted where enrolled in MDM, meeting defined security standards and accessing resources through a managed virtual desktop or ZTNA gateway rather than directly. A right-to-wipe clause applies to corporate data on enrolled devices.
VI. [bookmark: _Toc228395005]RISK MANAGEMENT AND REGULATORY COMPLIANCE
The EU expansion brings three major regulatory frameworks into scope simultaneously. Under GDPR, clinical data can generally only be processed under Article 9(2)(h) or explicit consent, data subjects retain rights of access, correction, erasure and Data Protection Impact Assessments are required before deploying new AI systems on patient data [3]. The DPO carries direct accountability for these obligations.
DORA applies where MediTrust serves financial-sector entities or operates as a critical ICT provider. Its key requirements are an ICT risk management framework; incident reporting with strict timeframes; regular operational resilience testing including threat-led penetration testing; formal third-party ICT risk management [4].
NIS2 requires organisations in essential or important sectors, including health, to implement technical and organisational cybersecurity measures, maintain business continuity and incident response capabilities, ensure supply chain security and report significant incidents within 24 hours of awareness with a full report within 72 hours [5]. NIS2 also makes senior management personally liable for failures, which changes the conversation significantly - the board cannot just hand this off to IT and forget about it.
VII. [bookmark: _Toc228395006]GOVERNANCE FRAMEWORK - NIST CSF 2.0
NIST CSF 2.0 provides a workable governance structure for MediTrust. Its six functions - Govern, Identify, Protect, Detect, Respond and Recover - map onto every part of the security programme and give a shared language for reporting to the board and regulators [6].
The GOVERN function is new in CSF 2.0 and is worth paying attention to - it treats cybersecurity as a strategic business risk rather than an IT problem. For MediTrust that distinction matters, because the EU unit will only work properly if leadership owns the security programme rather than delegating it down.
VIII. [bookmark: _Toc228395007]PROTECTION MECHANISMS
The following specific controls follow from the architecture and risk profile above.
· CSPM (e.g. Microsoft Defender for Cloud or Palo Alto Prisma Cloud) should continuously audit configurations across all cloud platforms and flag misconfigurations such as exposed storage or overprivileged IAM roles, mapped against CIS Benchmarks and DORA-related controls.
· SIEM with UEBA aggregates logs from cloud, endpoints, identity systems and applications. UEBA is particularly valuable here because clinical analysts legitimately access large volumes of data, so distinguishing normal from abnormal behaviour requires more than simple thresholds.
· EDR with automated response is deployed on all managed devices, including developer workstations and analyst laptops. It provides real-time detection and the ability to automatically isolate compromised endpoints - important for hybrid workers operating outside the organisation's direct network visibility.
· Phishing-resistant MFA based on FIDO2 hardware keys or passkeys should replace SMS and standard app-based OTP for accounts with access to clinical data. Phishing remains one of the most highly rated threats in industry surveys and MediTrust's heavy reliance on email and SaaS makes this a meaningful upgrade rather than a cosmetic change.
IX. [bookmark: _Toc228395008]CONTINGENCY PLANNING - RANSOMWARE RECOVERY
A ransomware attack on MediTrust's AI training data and source code would be genuinely catastrophic. Those assets are the product. If they get encrypted and backups are not solid, the company loses its ability to update or deliver its models. The plan below covers the response process, structured around DORA's operational resilience requirements [4].
TABLE 2. RANSOMWARE INCIDENT RESPONSE AND RECOVERY PLAN
	Phase
	Timeframe
	Actions
	Responsible

	Detection & containment
	0-4 hours
	EDR isolates affected endpoints; SIEM alerts trigger IR; segmentation prevents spread
	SecOps, Cloud Security Architect

	Assessment
	4-12 hours
	Identify scope; check repositories and datasets affected; verify backup integrity
	DevSecOps Lead, Cloud Security Architect

	Notification
	Within 24 hours
	Report to NIS2 authority; DORA supervisor where relevant; DPO assesses GDPR breach
	CISO, DPO, Legal

	Recovery
	12-72 hours
	Restore from immutable WORM backups; rebuild systems from clean images
	DevSecOps Lead, Cloud Security Architect

	Eradication
	24-72 hours
	Identify access vector; rotate credentials and API keys; confirm no persistent presence
	SecOps, CISO

	Post-incident review
	Within 2 weeks
	Root cause analysis; control updates; final regulatory reports; lessons learned
	CISO, full security team



A few preventive controls are essential here. Training data and code need daily backups to WORM storage that is genuinely segregated from production - not just a different folder. Repositories need signed commits and branch protection so tampering gets caught early. RTOs for critical AI systems need to be defined and tested through DR exercises, which DORA makes a formal requirement anyway.
X. [bookmark: _Toc228395009]IMPLEMENTATION ROADMAP
The programme should be rolled out incrementally over 18 months, prioritising the highest-rated risks early while building towards full architectural maturity.
TABLE 3. 18-MONTH IMPLEMENTATION ROADMAP
	Phase
	Key deliverables
	Success criteria

	Phase 1 (months 1-3): Foundation
	Phishing-resistant MFA on all accounts; asset inventory and data classification; CSPM deployed; security roles appointed; initial risk assessment
	100% MFA on privileged accounts; cloud assets inventoried; no critical CSPM findings

	Phase 2 (months 4-8): Identity and core controls
	RBAC across all systems; SIEM and EDR; SCA in CI/CD; BYOD and SaaS policies enforced; first DPIA on AI; micro-segmentation for patient data
	RBAC active; SIEM operational; no high-severity unpatched CVEs in production

	Phase 3 (months 9-14): Advanced detection and resilience
	UEBA; SOAR playbooks; threat-led penetration test; SBOM programme; ransomware DR test
	UEBA baselines set; SOAR automates containment; DR test meets RTO; SBOM in place

	Phase 4 (months 15-18): Maturity and audit
	First DORA ICT risk cycle; NIS2 evidence pack; ISO 27001 gap assessment; policy review; board posture report
	Compliance documentation complete; board receives first formal report; remediation plan in place



Structuring it in phases ties back to what Task 1 concluded - Zero Trust is something you build towards, not something you switch on. Each layer of security is working before the next one gets added.
[bookmark: _Toc228395010]CONCLUSION
This programme tries to match what MediTrust needs rather than applying a generic framework. Identity is the main control boundary because that fits a distributed, cloud-heavy organisation. Least privilege runs through every access decision. Monitoring is built in from the start, not added on later.
The combination of GDPR, DORA and NIS2 means that this kind of structured programme is not just a security choice but a legal one and NIST CSF 2.0 provides a way to keep all of it aligned and to communicate the organisation's security posture coherently to leadership and regulators.
The hardest parts are not technical. Getting the right people into roles with actual authority, writing policies realistic enough to be followed, making sure the board stays engaged rather than just signing off annually - that is where these programmes succeed or fail. If MediTrust gets that right, meeting GDPR, DORA and NIS2 becomes a byproduct of doing security well, not the whole point.
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