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Task 1:
1. Imagine you are working on the computer networking team of a small company and you realize that an unauthoriised system has successfully connected to the wireless access point. All you know at the outset is the IP address of the wireless system.  Figure 1 shows the network diagram. 
[image: ]Figure 1: Wireless Intrusion network diagram

You have used the Argus scanning tool to collect session data on all interface of the firewall/gateway.  The session Data from the Wireless Segment is given below. The new IP address which appears from the scan result is in bold. 
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Session Data from the Wireless Segment





a. Examine the Argus data and state if you can track the Attackers movement.

· Initial target seems to be human resources
· HR would presumably have the highest level of access through the firewall, making it easier to reach the eventual target
· Eventual target seems to be the server

b. From what you have learnt in your network Management module, analyze and evaluate the company network diagram and list all the flaws you can identify in the design.

· Poor security on AP – should be behind firewall
· Inefficient inter-departmental routing
· 0 is a reserved VLAN
· Poor hierarchical model – lack of redundancy
· Apparent lack of ACLs

c. Redesign the company network to make it more secure and advance the company on best practice to avoid a similar occurrence in the future. 

· Follow the hierarchical model – implement core & distribution layers to ensure better redundancy
· Better security is required on the AP, e.g. authentication, don’t broadcast SSIDs
· AP in each department, subject to department access restrictions




d. Can a network be 100% safe from internal and external threats?  Give your reasons

No
· There’s too many of them


Work in groups of two or three, Present your findings & understanding to the class. 
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