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Abstract – With the increase in the amount of data companies collect and subsequently hold on customers and the centralisation of IT services such as cloud hosting, comes an increase in the potential for the company holding that information to become a target of malicious intent. Most providers have robust online security in place to deal with this increased threat level, however, the best online security is attenuated and can even be made redundant if it is not matched with a robust level of Physical Security. 
Physical Security is the protection of personnel, hardware, software, networks, data and assets from physical actions that can cause damage or loss. Malicious intent covers a large range of possibilities such as Sabotage, Fraud, Theft, Corruption or destruction of data or leaking of restricted or sensitive data or Espionage. Physical Security also protects an organisation from a range of other situations, not just malicious intent of a third party – it also protects against situations such as fire, flood and natural disaster. 
Objective - This review will cover the need for modern organisations to create an environment in which they protect, detect and react to the potential risks they face in the operation of their business actions. 
Conclusion – Physical Security is an essential part of a wider, overall Data Protection and Compliance policy. Physical Security must be factored into any security considerations and cannot be overlooked in creating an effective secure environment for an organisation to thrive, however, there is no one single policy which will be perfect for all organisations – security plans must be designed for the individual organisation in mind to reflect the balance of cost, additional requirements and constraints against productivity.    
Keywords – Compliance, Data Security, Physical Security, Risk Management. 
I. INTRODUCTION: The need for Physical Security
The UK has strict legislation in place to ensure protection of data - General Data Protection Regulation (GDPR), and the large penalties possible if data is not handled correctly, or where policies are inadequate [1]. With the additional potential for loss of competitive advantage, potential detriment to an organisation’s reputation and the rise of electronic ransom - ensuring that organisations are compliant with legislation and data is held securely is an essential requirement of modern organisations. An organisation can implement the most expensive and technically proficient online protection available to them, but still fail if it is susceptible to something as simple as someone gaining access to the premises with malicious intent. ‘If Physical controls are not implemented, not implemented properly or are subverted, then the technical and administrative controls may be nullified entirely’ [2].
In 2017 Verizon reported a quarter of all breaches involved internal actors, and 8% of tactics used involved physical actions [3]. 
‘Physical Security (PS) is as important as other technical security measures that are provided for the information. Since all the system resources are placed inside a physical facility, the environment around and within this facility should be safeguarded from both natural and unnatural events’[4].
PS is the means by which organisations protect their assets, be they hardware, software, data or personnel, from physical harm. 
Security must always be a balance between what is practical and affordable for the organisation. For complete assurance, all access would be restricted but this would then not be practical, with the organisation unable to complete its required duties. In order to strike this balance an assessment is required, and a decision made on the level of security required against the risk posed for different elements of the organisation. Risk Management plays a part in this assessment [5], scoring potential exposure (Net Risk) against the controls in place to mitigate the risks (Residual Risk)– usually in the form of a Risk Matrix.   
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Figure 1. Risk Matrix
II. PHYSICAL SECURITY FRAMEWORK.
Physical Security has 4 principles – Deterrence, Detection, Delay and Response. 
Deterrence - An effective PS policy aims to deter an attack from occurring, as well as being able to react to it. As such, PS starts with the design of the organisation’s physical environment. A philosophy of Crime Prevention Through Environmental Design (CPTED) is a tool which allows for assessment of the environment with an intention to reducing opportunity for crime and affecting human behaviour for the positive [6]. A strong visible security presence, such as having staffed access points, unobscured CCTV monitoring systems, gated vehicle access to authorised personnel and door access systems such as key cards or fobs, can deter an attack
As per Jason Andress ‘when we look at security from a physical and environmental perspective, we have 2 main areas of concern: securing the area itself and securing the items within the area’[7]. Generally, securing the area will fall under Access Control, this can take the form of doors, gates, staffed security points, barriers to access and the associated locks and measures. Securing items within the area can be seen as ensuring they are not damaged by flooding, have stable power supplies, are not at risk from fire and are disposed of correctly at the appropriate time. 
Detection – Effective PS needs to be able to detect when an intrusion or failure occurs. The most common method of detection alerts are alarm systems. Alarm systems are not just limited to intrusion detection. They can have a range of sensors for buildings - from Passive Infra-Red (PIR) sensors to detect motion, through to heat sensors both for intrusion detection and fire suppression, Smoke sensors for fire suppression as well as water 	and leak detection sensors [8]. Most commercial or organisation buildings now have full coverage CCTV systems. Pricing has now dopped to a point where systems are becoming a popular home addition both as full coverage systems, and also as the more basic video doorbell – with Ring selling over 1.4 million doorbell units in 2021 alone.  Most organisations now have some level of automated access control. Many of these systems offer some form of automation, allowing a central office or official to be notified of any denied access attempts and reporting of movement throughout a building. This in turn can be used with analytics to notify of suspicious activity. 
Delay – The intention of this principle is to allow more chance for Detection and Deterrence to occur, this is often achieved through layers of security. A buildings layout should be designed with this function in mind – from secure barriered car parks stopping any unauthorised through traffic to forcing foot traffic routes through staffed security points, utilising double sets of locked doors to negate pass back and tailgating, utilising mobile credentials and alarmed doors sending automated alerts to relevant security personnel. An additional benefit of layers of security is that whilst an intruder may penetrate one level by gaining access to a certain part of the building the principle of Deterrence can reoccur once they find their way is barred again and they are unable to gain further access – this also brings in the opportunity for mantraps, allowing for the detention of intruders for questioning and prosecution. Once combined, all methods allow for more opportunity of detecting unauthorised access and response before they have had significant time to cause harm.  
Response – PS is not effective if it has no way of responding to a potential threat once deterrence has failed and a threat is identified. Response tends to focus on the apprehension and removal of intruders; however, PS need to be prepared to respond to a range of situations. Risk Management is again used to identify the most likely occurrences, policies and protocols put in place to deal with these issues. A PS policy should be able to respond to medical emergencies of staff – being able to direct access of medical personnel and extract staff when needed, be able to respond appropriately to a fire or escape of water – allowing the most efficient evacuation of personnel appropriate to the risk, evacuating from points closest to danger first and also have personalised evacuation procedures for any disabled staff or staff with temporary mobility issues. Many buildings now have some form of automation with emergency services and fire suppression systems. A PS policy should have a procedure for building lockdowns in the event of an intruder and authentication of present staff. 
III. Components of Physical Security
PS policy controls generally fall in to 3 areas – Access Control, Surveillance and Testing, which broadly fit into the 4 principles outlined above.
Access Control 
In order to create a secure environment Access Control, the means by which access is restricted to only authorised staff or personnel, is essential. Access Control in its most basic form can be as simple as a lock and key, however, there are now considerable amounts of technological options available to organisations to improve, track and record movement throughout their premises. Basic locks can now be upgraded to biometric interfaces, employee or guest security passes can be equipped with RFID or NFC technology, CCTV systems are now more prolific and can be integrated into ANPR access systems for vehicle access and 2 factor authentication can be enabled at physically staffed access points. 
Whilst simple forms of Access Control are easy to implement, they can and do have their limitations. A lock and key approach can be defeated by simple duplication of the key, or the use of a lockpick. Other methods can also be used to defeat this basic security such as tailgating (waiting for an authorised person to open a door or gate and then following them through) and pass backs (an authorised person with the correct identification passing a checkpoint and then passing their credentials back to another person, allowing them to use them to gain access). RFID and NFC can help protect against duplication, as the technology is more complex and requires skill to duplicate, and the chips contain information relating to specific persons, allowing an added benefit of being able to trace whose details have been duplicated, or potentially sold. Biometric Security Systems (BSS) have the ability to link access events to individuals - whereas a pass or fob maybe lost, stolen, sold or passed to a third party, biometrics ensure the authorised party is present at the time of access.
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Figure 2. Biometrics process flow 
Due to the increase in technology needed to operate BSS, it also allows for them to be integrated into an Entry control system. BSS are available to measure a range of different personal biological characteristics – hand geometry, iris, facial, and retinal scanning, fingerprint analysis and voice patterns. It is important to understand BSS are not invulnerable – they have known vulnerabilities and have been beaten by determined criminals. They also can be affected by physical issues of staff – Iris and retinal scanning can be affected by disease, injury (such as loss of limb) can affect both Iris, retinal and fingerprint scanning. Fingerprint scans have been beaten on the popular TV show ‘MythBusters’, Iris scanning has been defeated by contact lenses and high-resolution photos [9]. The increase in complexity also has a corresponding increase in maintenance, meaning increased costs and increased failure / downtime rates.       	
Key control is an essential part of access control – be that via logging who has possession of a physical key, or knowing who has a work pass which allows access and to which areas not only helps in ensuring that only correct parties are able to gain access but also helps investigations if or when a breach has been found [10].  Key control and Access control are linked by the subsystem, Entry control [11]. Entry control covers the concept of tracking who has authority to access a location or asset, the administrative controls in place to request, allow or deny access, and the physical controls for tracking who has accessed or attempted to access a location or asset. Tracking can be anything from a paper list to a computerised log of who should have access, and who has accessed a department. More advanced systems such as keycards will allow you to see which zones, or areas have been accessed in real time, or can be twinned with video surveillance systems monitoring access points.  
 Surveillance
Surveillance covers a broad range of controls but essentially refers to technology and personnel that an organisation may use to monitor, track and record activity across its physical location(s) or asset(s). As with the other aspects Surveillance crosses over to cover the other elements of PS. Surveillance can be completed by personnel such as guards, video monitoring systems, alarm systems with a range of different sensors – from heat to movement to smoke or noise. Surveillance has 3 benefits in that it can help act as a visual deterrent, it can spot threats as they occur, meaning action can be taken to help prevent any or further damage from occurring, recorded surveillance can also help in instances where an issue has been discovered too late – such as a break -in, video surveillance can help identify the when where and why the incident occurred and provide evidence. Remote surveillance can help identify tactics used against organisations, with alerts being sent on failed access attempts at locked doors or assets. Surveillance cannot operate in a vacuum – as with all PS it is part of a larger policy to create a secure environment for the organisation to operate in. 
Testing 
Whilst a PS policy will have policies in place dictating how an organisation should react under certain circumstances, testing is required to make sure stuff are aware of plans, that plans are able to be carried out in certain circumstances and to identify any issues or weaknesses with policies in place. PS is often intertwined with most organisations Disaster Recovery (DR) policy as PS is a control in place to respond to such risks. Testing can range from a fire drill taking place - ensuring staff are able to evacuate the building and any monitoring tools or controls such as lifts        automatically descend to the ground floor, any disabled staff having specific plans and not being left stranded, enough fire marshals are present throughout the working day to cover all time periods, through to external PS penetration testing – a consulting firm will be instructed to attempt an attack on the organisation and document any security weaknesses and create a report detailing the actions taken, the level of success achieved and any recommendations to increase security in the future.  
IV. CONCLUSION:
PS is an often-overlooked element of Information Security [12]. This paper covers several security methods available to organisations to secure their operations. Options show PS can be as basic as a lock and key or as advanced as biometric authentication, but when taken in isolation, no matter the level of technology or sophistication each method has vulnerabilities. PS is only effective when an overall policy is in place incorporating all facets to create a secure environment. A keycard or NFC key fob will still require security personnel to ensure they have not been passed between parties, 2 factor authentication and authorisation or biometric scanning will require someone to maintain systems and repair them when they do not work. Surveillance will require staff to monitor and respond when a situation is detected. A staffed access point will help secure a location or zone, but on its own the small number of staff will not be able to effectively evacuate a building in the event of fire or severe flooding. A PS policy should link all elements and methods together in conjunction with each other to create an environment in which security is a constant consideration of all members of an organisation allowing for the protection, detection and reaction to security threats.
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1. List of figures and tables 
1. CIA triad - Initially comprised of Confidentiality, Integrity and Availability. Depicted to reflect the 3 pillars of policy being Data Security, Computer Security and Network Security – followed by the head or top layer being Governance and Management.
2. Proposed organisational structure for future Information Security Unit.
3. Systems Development Life Cycle (SDLC) waterfall. Details the steps or processes a system must go through from inception of the idea to implementation of the process and maintenance of the system.
4. Risk Register example. An example of what an Operational Risk Register may look like, detailing an example risk, with net score, residual score, mitigation and risk owner documented.
5. Risk Matrix. The X (horizontal) axis denotes the potential impact, Y (Vertical) axis denotes the possibility of event occurring. 

2. List of Acronyms 
ACP -	Access Control Policy				AUP - 	Acceptable Use Policy
BAU - 	Business as Usual					BCDR - 	Business Continuity & Disaster Recovery
CEO - 	Chief Executive Officer				CFO - 	Chief Financial Officer
CISO - 	Chief Information Security Officer			CRO - 	Chief Risk Officer
CSO - 	Chief Security Officer				DMP - 	Data Management Policy
FCA - 	Financial Conduct Authority			IAM - 	Identity Access Management
NIST - 	National Institute of Standards & Technology	NSP -	Network Security Policy		
RAP - 	Remote Access Policy				ORR - 	Operational Risk Register 		 SDLC -	Systems Development Life Cycle			SMCR - 	Senior Manager & Certification Regime SOP - 	Standard Operating Procedure			VPN - 	Virtual Private Network


3. INTRODUCTION
Information Security is a business-critical concern. The potential repercussions of a failure can be significant, a breach of General Data Protection Regulation (GDPR) can open the organisation to potential fines of £17.5 million or 4% of global annual turnover (whichever is higher), it can also cause significant reputational damage and open the organisation to threats such as corporate espionage. The creation of a new Information Security Unit is a crucial step in mitigating risk and protecting the organisation and its assets. This report will detail the proposed implementation of the Information Security Unit and document the governance, controls and organisational structure to be put in place. The report will cover the rationale and key considerations behind Structure, Policies and Procedures, Data Protection Compliance, Security and Minimum Standards, Business Continuity and Disaster Recovery, Governance and Risk Management. 
The CIA triad is the original model which integrates the three components of Confidentiality, Integrity and Availability. The Triad forms the basis around which organisations build their policy. The triad demonstrates that security is a balance of the 3 elements. Since its original conception the triad has been expanded to include Computer Security, Network Security, Data Security, Management of Information Security, Governance and Policy, as per the figure below: This will form the basis of the intended Information Security Unit.  
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Figure 1: CIA Triad. Initially comprised of Confidentiality, Integrity and Availability, it has now been expanded and depicted to reflect the 3 pillars of policy being Data Security, Computer Security and Network Security – followed by the head or top layer being Governance and Management. 













4. REPORT 
4.i.	Organisation structure
The proposed organisation structure is detailed below. Reporting lines are signified with flow of the document, detailing which area falls under the umbrella of each role via either a solid or dotted line. 
[image: ]
Figure 2: Proposed organisational structure for future Information Security Unit. Solid line denotes an internal reporting line, dotted line denotes an external reporting line

The structure will have a Chief Security Officer (CSO) overseeing and responsible for all activities and duties of the Information Security Unit in-line with the Senior Managers and Certification Regime (SMCR)[13] brought in by the Financial Conduct Authority (FCA). The proposed structure is a functional hierarchy and sets out the division of duties and responsibilities although there is provision for an individual to hold more than one role in separate capacities where no conflict of interest arises, e.g. a head of Governance may also hold the role of head of external consulting. This approach, with all reporting into a Chief Security Officer allows for an overall strategy and direction to be dictated without conflict from different teams with opposing views or aims. 
Business Continuity and Disaster Recovery (BCDR) will be a separate team reporting directly to CSO, allowing the freedom and attention required for the specified works. BCDR will also feed into the Chief Information Security Officer (CISO) and IT team as will require an operational knowledge and expertise should a business critical incident happen, this will also allow for a level of BC&DR planning to adequately prepare for such incidents. 
The Chief Information Security Officer (CISO) is responsible for the Information Security Strategy across the organisation. The CISO will preside over the IT and Data protection teams, work with BC&DR team and report directly to the CSO. The Data Protection team has responsibility for ensuring the organisation is compliant with all required Data Protection laws, producing Standard Operating Procedures (SOP) to ensure best practise is followed and control over determining sensitivity or classification of data and who is able to access this. The IT team is then further split into separate areas or functions for speciality.  
A separate external reporting line to the CSO is created for consultants – such as third-party penetration testing, forensic analysis or Lawyers. Head of External Consulting would have responsibility for procurement of specialist services, as well as the management of these relationships and contracts. 


4.ii.	Policies and Procedures. 
Policies are essential for an organisation to function correctly. They form a set of ground rules which all employees must adhere to. Procedures allow for planned best practices to be built into the requested method of working the organisation desires. Together both help to achieve a set Minimum Standard (MS) creating an environment where all employees consider and contribute to security in all their actions. The Information Security Unit will be responsible for building a suite of Policies and Procedures for the organisation and the creation of SOP’s to embed security at all levels. The policies and procedures created by the Information Security Unit will be implemented in a Top-Down approach and will utilise a systems development life cycle.
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Figure 3 – SDLC waterfall. The displayed lifecycle covers the process of systems development from inception to business as usual (BAU) operation and maintenance. 
 A bottom-up approach is difficult to embed across an entire organisation and can fail if employees do not have to the correct mindset or are unwilling to participate. A Top-Down approach combats this by being fed down from senior management, becoming part of the role and helping to embed security into the culture of the organisation. The Information Security Unit will create: 
Acceptable Use Policy (AUP)
Network Security Policy (NSP)
Access Control Policy (ACP) 
Data Management Policy (DMP)
Remote Access policy (RAP)
Vendor Management Policy (VMP)

The AUP will set out who the policy applies to, what they can and cannot do with organisational equipment, along with the aim (minimize risk and maximise security)of the policy it will outline potential repercussions if employees don’t adhere to it. All employees will be required to agree to the AUP before being able to use or access any organisational IT equipment. This policy will be policed by tying in with the ACP, with users required to sign into any device before they are able to use it. 
The NSP is put in place to document the guidelines and methodology for securing and access to the network infrastructure.  The policy will detail what security is in place, the scope, rationale and how adherence will be enforced and policed. 
The ACP will detail how user accounts and privileges are created, managed and deleted. The policy will set out the requirements and authorisation or sign off needed to gain necessary access and privileges. The policy will also detail additional security requirements such as password management and monitoring of user access.  
DMP will be implemented by data protection team to ensure the organisations actions are compliant with all legislation and requirements. The policy will cover all eventualities of data handling, storage and retention. The policy will cover how data is classified, who will be able to access what data, how, when and where data is stored and how, when and why data is deleted.
The RAP is an addition or extension of the AUP set in place for employees to use the organisations IT infrastructure. The RAP addresses any additional requirements that maybe put in place to work remotely from the office, such as connection to a Virtual Private Network (VPN) or 2 factor Authentication. 
The VMP is a requirement for the external third-party reporting line.  The VMP will provide controls to mitigate risk and ensure all dealings with contractors are handled correctly, comply with organisation policies and are compliant with all laws as expected of an employee. 

4.iii. 	Data Protection Compliance 
Data Protection Compliance is a critical action for all organisations. The risk of not being compliant with all Data Protection legislation is extreme – both from the element of being found to be in breach of GDPR and the fines the ICO can levy on offending organisations, reaching as high as £17.5 million or 4% of global turnover, through to the reputational damage it can cause – significantly affecting an organisations profitability or ability to continue operating. The Information Security Unit will ensure that all organisational actions are compliant with UK GDPR. Under the intended Top-Down approach, Data Protection Compliance will be implemented from senior management level and seen as part of every employee’s role and ingrained with the culture of the organisation. The Information Security unit will have a separate team dedicated to Data Protection Compliance, reporting into the CISO. The team will be accountable for categorising data, creating policies as to how data is handled across all states – at rest, in motion and in Use.  The information Security Unit will also be responsible for monitoring of data usage, from checking access through to monitoring email and proactive action to stop potential breaches. 

4.iv.	Security Standards 
There are a range of organisations which have a set of standards or practices which are considered as a bar or metric by which security is measured. Having an organisation meet these best practices and standards can be a sign of quality and provide assurance that an organisation is operating on a secure basis.  The most well-known standards are ‘Security and Privacy controls for Information systems and organisations‘ set out in National Institute of Standards and Technology (NIST) 800-53 [14] and the International Organisation for Standardisation (ISO) 27000 [15] series of standards. Both sets of standards provide documentation and guidelines on setting up effective controls such as NIST SP800 – RA for Risk Assessments. ISO 27000 is an internationally recognised standard meaning that meeting this requirement will help with any international opportunities or obligations of the organisation, making international co-operation easier. The Information Security Unit will meet and seek accreditation for ISO27000 as this is considered the industry standard. It will utilise the ISO 27000 framework and work with Data Protection Compliance and GDPR to form an organisational minimum standard – a minimum expectation which all employees must meet ensuring that the required standards are hit in all instances.

4.v.	Contingencies Planning 
Attacks, big or small, direct or indirect, are going to occur at some point. Contingency planning allows for the organisation to put controls in place to help stop this from occurring and identify when it does happen. It also allows for the organisation to build an action plan of how to react in the face of the emergency and get back to BAU in the most efficient way possible. The Information Security Unit will have a dedicated BCDR team which will handle the elements of contingency planning. A Risk Based approach will be taken, with the BCDR team utilising risk management to complete risk assessments on potential scenarios and put in place a suite of controls to mitigate potential risks and action plans for stopping attacks once they occur. There is crossover with Security Standards as they do cover potential risks such as NIST SP1800 -25/26 ‘Identifying and Protecting Assets Against Ransomware’ and ‘Detecting and Responding to Ransomware’ and NIST SP800-34 ‘Contingency Planning Guide for Federal Information Systems’. 

4.vi.	Governance and strategic planning for security 
Governance is the framework of policies and procedures and strategies which ensure that the controls in place are effective and work as intended. It covers the range from strategic planning through to audit of controls. A Top-Down approach will be taken, ensuring the correct buy-in from senior management. Governance will cover the allocation of resources and accountability.  As with the other sections, the Information Security Unit will have Governance and strategy policy to align Security with all objectives of the organisation, meaning security should become part of the culture and a key consideration in any actions the organisation takes. 

4.vii.	Risk Management
Organisational assets can be people, data and technological systems. These assets are sought after and face threats. The role of risk management is to identify the threat, investigate potential vulnerabilities and then mitigate potential risks. Risk Management will achieve this by completing a risk assessment, creating and documenting threat-asset pairs identified. An Operational Risk Register (ORR) will be created from the Risk Assessments which will clearly identify, and document potential risks, vulnerabilities, controls and measures put in place to mitigate these risks and the rationale for this action. A policy will be put in place so that any activities with a residual risk over the determined figure will require board assessment and sign off before that activity may continue. 
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Figure 4 – Example of an Operational Risk Register.  
 To create and help score the Risk Registers, Risk Matrix’s will be created. The Risk Matrix will score Net Risk - the unmoderated action and the threat it poses to the organisation, and residual risk – the risk that the action poses to the organisation once controls and measures have been put in place to mitigate potential actions.  
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Figure 5 – Risk Matrix. The X (horizontal) axis denotes the potential impact of an event whilst the Y (Vertical) axis denotes the possibility of the event occurring. 
The Risk Management team will include an audit function, designed to test implemented controls. The audit function will confirm if the controls documented are present, effective and work as intended. It will also investigate and make recommendations to increase performance and create a cycle of continuous improvement for the organisation. 

5. CONCLUSION
The Information Security Unit will be created with a global Top-Down approach. The intention is to obtain buy-in from senior management and ingrain security into the culture of the organisation, making it a consideration for any actions the organisation plan, as well as something front line staff are involved in. The Information Security Unit will have internal dedicated departments for IT, Data Protection, Operations, Risk Management and Physical Security but will also have a separate reporting line straight to CSO level for external contractors. Risk Management will work in line with Data Protection and Governance and Compliance to create a framework and set of minimum standards to be applied across the organisation to ensure compliance with GDPR legislation and ensure best practices are observed and become the standard operating procedure for the organisation. 

6. RECOMMENDATIONS 
1.  Systems development life cycle remains a constant goal for the Information Security Unit and is a source of continuous improvement.
2. An audit function is included within the risk management element who will continue to test the stated controls to ensure they are effective and recommend additions or changes where they are not. 
3. An audit is conducted on any reported risk events for a period of 3 months after the implementation of the Information Security Unit to ensure security is maintained to the highest level. 

7. Distribution 
CEO	Chief Executive Officer			CIO	Chief Information Officer
CFO	Chief Financial Officer			CSO	Chief Security Officer 
CRO 	Chief Risk Officer		
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