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NATIONAL INTELLIGENCE REPORT FOR 3X5X2

In order to be of use, intelligence must be properly evaluated and its provenance assessed. The emphasis must be on integrity in the use of intelligence.
Evaluation of ‘raw information’ is known as the 3 x 5 x 2 System 
Information can be collected from a variety of sources – officers, investigations, community, social media, crime stoppers, surveillance, CCTV, Registered sources, or computer data…
You need to be aware that sometimes the source of the information may need to be treated in a confidential or sensitive manner.
The 3X5X2 Intelligence System is simply how the information is recorded on intelligence logs, how it is graded and how it should be disseminated.

Evaluation
There is a need to separately evaluate both the source and content of each piece of information. This grading affects the sharing, retaining and actioning of the intelligence. This method establishes the reliability and accuracy of intelligence and identifies who it should be disseminated to.

Source Evaluation
The possible grading's for this part of the assessment are: 
1. Reliable 
2. Untested 
3. Not Reliable 
Systems will be able to detect those officers who grade their sources inappropriately. 
How reliable is the source???

1. Reliable - This grading is used when there is no doubt of the authenticity, trustworthiness and competence of the source, or the information has been supplied by an individual who, in the past, has generally proved to be reliable. Examples might include human intelligence, technical, scientific and forensic sources and information known directly to a police officer whose information in the past has always been 100% accurate. 	

2. Untested – This relates to a source that has not previously provided information to the person receiving it, or has provided information previously that could not be substantiated. This does not necessarily mean that the information is unreliable but should nonetheless be treated with caution. Before acting upon this information, corroboration should be sought. Examples would apply to information where the source cannot be determined, i.e. Crimestoppers. 	

3. Not Reliable – Sources where information in the past, in the majority of instances, has proved unreliable. This evaluation may also be assigned to the information from a technical source where the quality of recording is poor. Other examples might include individuals who have routinely proven unreliable in the past, or there is some doubt about the authenticity, trustworthiness, competency or motive. 	
Remember, even though this grading system allows the police to make an informed choice about how reliable the source is, they should not accept the information at face value and should always seek corroboration where possible.

Intelligence Assessment
There is a need to accurately evaluate the reliability of each piece of information:
A - Known directly to the source
B - Known indirectly to the source but corroborated 
C - Known indirectly to the source 
D - Not known 
E - Suspected to be false 

· Information from intelligence sources will be subject to evaluation of reliability before being recorded in the intelligence system
· Evaluation must not be influenced by personal feelings 
· Must be based on professional judgement
· Its value must not be exaggerated in order to ensure action is taken.

Officers recording intelligence reports are personally responsible for ensuring the accuracy and proper evaluation of the material based on their knowledge of the circumstances prevailing at the time. There may be occasions when actions launched on the basis of intelligence will have to be defended.

Information content
The information content should comply with the basic principles of 5WH, i.e., what, when, where, why, who and how.

Information should be for a policing purpose. It should be clear, concise and without abbreviations. The information must be of value and understood without the need to refer to other information sources.

The body of the report should give no indication of the nature of the source, whether human or technical, or the proximity of the source to the information.

Where possible, the information should be corroborated and its provenance established. This could be done through interrogation of information already held in other business areas, for example, PNC. Where research has been done this should be recorded and contained within the initial IR and clearly labelled. It should indicate the databases that have been researched.

For ongoing operations, the operational name or number may be added. A separate IR must be submitted when new intelligence is identified from any research, eg, that carried out on non-law enforcement agency databases (including the internet).
The evaluation of data validity refers to an assessment of the circumstances in which the data was collected, which helps us to understand how “true” or accurate it may be.

A. Known directly to the source - Refers to information obtained first-hand, e.g. witnessing it. Care must be taken to differentiate between what a source witnessed themselves and what they were told/heard from a third party. 
B. Known indirectly to the source but corroborated - Refers to information that the source has not witnessed themselves, but can be verified by separate information that carries the intelligence assessment of ‘A’. Care must be taken to ensure the corroborating information is independent from the original source. 	
C. Known indirectly to the source - Refers to information that has been told to the source by someone else. The source doesn’t have first-hand knowledge of the information as they did not witness it themselves. 	
D. Not known - Refers to when there is no means of assessing the information, such as from an anonymous source i.e. Crime stoppers, this grade should only be used when it is not known how the source knows the information. 
E. Suspected to be false - Regardless of how the source came upon the information, there is a reason to believe the information is false, when this is the case the rationale for why it’s believed to be false should be recorded in the risk assessment. 
	
Information from intelligence sources will be subject to evaluation of reliability before being recorded into the intelligence system. Evaluation must not be influenced by personal feelings but be based on professional judgement. Its value must not be exaggerated in order to ensure action is taken. It should be remembered that intelligence logs may be produced at criminal or civil hearings. 

Handling Codes
The ‘Handling code’ provides a risk assessment before deciding to disseminate the intelligence. The handling codes are based on the knowledge of the circumstances at the time by the person recording the information. The two handling codes which can be selected from the drop-down menu are:
P.  Lawful sharing permitted 
C. Lawful sharing permitted with conditions  

The ‘Handling Code’ is a system that allows officers to record easily their decisions on the suitability or otherwise of exposing the intelligence to other agencies
P. Lawful sharing permitted - Most intelligence will fall into this category, which means the intelligence may be shared with others under the appropriate GSC marking provided there is a policing purpose, local protocols in place and a legitimate need to receive it. If there are concerns of how the intelligence is disseminated, code C applies. 
C. Lawful sharing permitted with conditions - This code is used when concerns regarding how widely intelligence should be shared, and that specific handling instructions are to apply. These concerns must be documented within the IR Risk assessment. Action and sanitisation codes must be used. 	
The intelligence unit will review and may change the handling condition based upon information available to them. 
Handling codes are a control mechanism for intelligence sharing. The risks associated with sharing intelligence must always be weighed against the potentially greater risk of not sharing. Handling codes are supported by conditions for intelligence sharing.
Before disseminating intelligence, the person disseminating should ensure they are familiar with the appropriate legislation and their organisation’s policies, standard operating procedures and other frameworks.

Lawful sharing permitted (P)
In order to share this intelligence there must be:
•	a policing purpose
•	local protocols in place
•	a legitimate need to receive it.

Lawful policing purpose is defined as to:
•	assist others to protect life or property
•	assist to preserve order
•	prevent the commission of offences
•	assist others to bring offenders to justice
•	linked to any duty or responsibility arising from common or statute law.

Lawful sharing includes other government departments, private and voluntary sectors.
Specific questions need to be asked when considering dissemination of code P intelligence. For example:
•	are there legal obligations?
•	who is asking for it?
•	why do they want it?
•	what are they going to do with it?

Dissemination to European Economic Area (EEA) law enforcement agencies is permitted without any additional IR risk assessment.
If there are concerns around how widely the intelligence may be disseminated, code C applies. It may not be appropriate to disseminate all of the intelligence and the merits of redaction should be considered.
Dissemination to (non-EEA) foreign law enforcement agencies should be risk assessed on an individual basis. The Data Protection Act 1998 allows for personal information to be disseminated outside the EU only after the risks have been assessed and on the grounds of substantial public interest. Public interest in this context includes tackling serious crime and the maintenance of the security and integrity of law enforcement agencies.
Care should be taken when handling intelligence received from HMRC as further unauthorised dissemination may result in the commission of a criminal offence. If this is likely to happen, HMRC will provide a warning within the intelligence report.

Lawful sharing permitted with conditions (C)
This code permits dissemination but requires the receiving agency to observe conditions as specified. Application of this code means the originator has applied specific handling instructions in respect of this information. An IR risk assessment may be required in respect of the intelligence concerned. An application for public interest immunity should be considered if the intelligence is subsequently used in court.

Handling conditions should be contained within the appropriate section of the IR.

The recipient must abide by the handling conditions. The originator must be contacted by the recipient before they conduct any further activities outside the conditions.

Any intelligence report with conditions should remain under review to ensure that wider dissemination can occur as soon as is feasible, such as when an operation has been concluded or is no longer being pursued.

Conditions – intelligence unit only+
• A1 covert development – intelligence may be combined or corroborated with other intelligence but action cannot be taken directly. Permission must be sought from the originator before action is taken on any derived intelligence.
• A2 covert use – covert action may be taken on this intelligence although the source, technique and any wider investigative effectiveness must be protected. This intelligence may not be used in isolation as evidence, in judicial proceedings or to support arrest.
• A3 overt use – overt action is permitted on this intelligence. This information can be used for: TO BE SPECIFIED BY SOURCE INTELLIGENCE OWNER.
• S1 delegated authority – the originator of the intelligence permits the unsupervised sanitisation of the material in order to allow dissemination to a wider audience.
• S2 consult originator – the originator of the intelligence does not permit the sanitisation of the material for wider dissemination without consultation being sought

Sanitisation
When intelligence logs are submitted they should be entered so that the source of the information cannot be identified.
In some forces the LIO carries out this prior to entering them into the forces intelligence database. This process is known as ‘sanitisation’
Once information has been recorded on a 3x5x2, the report should be submitted to the local or force intelligence unit by secure means. It will then be considered for its intelligence value against the BCU or force control strategy, intelligence requirement or other policing purpose.
Sanitisation of information - occurs when material is removed which explicitly or implicitly identifies a source or an address which is sensitive.
In some circumstances it may be advantageous to reveal a source’s true identity within the body of the intelligence without revealing their identity as the source
Where an officer is concerned that the contents of a report might indicate the source, reference should be made to a supervisor before dissemination or entry onto Intelligence system takes place
Sanitisation of information occurs when material is removed which explicitly or implicitly identifies a source. It also occurs when identifying details of a data subject are removed. This process will be undertaken by the intelligence unit prior to the dissemination or inputting onto an intelligence system. Officers / Staff can help this process, however, by understanding the principles of sanitisation and ensuring that only relevant information is included in the report.

Where a source has been seen by other officers or criminals with the group of named individuals, not to name the source in the report might raise suspicions - If in doubt seek advice.

Best Practice
· All intelligence must be accurately reported
· Care must be taken to remove from the text all material that in any way identifies the source
· The timing and place of meetings with sources may be irrelevant and could lead to the source being identified
· Repeat intelligence from the same source could lead to the source’s identification
· Intelligence must not be influenced by personal feelings
· Refer to ECHR duty of care
· Safeguard intelligence collection techniques
· To identify the time and place of a meeting may identify the source. It is possible that the information may only be known to the source. Should the information become known then the source could be compromised.
All police officers and police staff have a role to play in the management of police information and it is essential that every officer meets the responsibilities placed on them. When dealing with any type of police information you should always apply the basic principles of effective information management as detailed below.  Always act within the framework of your force’s IMS and any associated force policies and processes.  Always apply the four principles of data quality, namely that it must be: 
· accurate 
· adequate 
· relevant 
· timely 
Always apply the rules in relation to the security of information. 

Always ensure compliance with all relevant legislation including the Human Rights Act 1998, Data Protection Act 1998, and Freedom of Information Act 2000. 

When collecting information, ensure that you are aware, insofar as you are reasonably able, of the current intelligence requirements and also that the information is collected for a clearly defined policing purpose 

When recording information, ensure that you record it in the appropriate format, in compliance with the recording and data quality principles and make all necessary effort to ensure that person records are unique. 

What is provenance? Provenance: To Come From / Place of Origin / Ownership History
The term ‘provenance’ refers to the ability to determine the reliability and credibility of the information source and the value of the content of the information. It includes the risk to the source and subject, risk to the storage and use of the information. 
It is important to establish the provenance as this is fundamental to evaluating individual information and intelligence records and action management. It is the provenance of the information that influences how a particular piece of information should be handled and disseminated and the subsequent action to be taken. 
Provenance can be established through the interrogation of other information systems. For example, part of the information might be that John Kelly is using a red Ford Escort, XYZ 321 and a check on PNC might confirm that John Kelly is indeed the registered keeper of a red Ford Escort XYZ 321 - provenance is established. 
If the source is not protected then people will be reluctant to provide information.
If provenance is not used then there may be recriminations for the source.
We have a duty to protect the source.
Highlight that sources need to be recorded onto the system, police officers should not protect sources by saying that the information has come from the police officer.  The new system is a reliable way of protecting the source.

It is important to think about what risks there may be to the source as this will need to be recorded on the computer system.








Government Security Classifications


TOP SECRET 
HMG‟s most sensitive information requiring the highest levels of protection from the most serious threats. For example, where compromise could cause widespread loss of life or else threaten the security or economic wellbeing of the country or friendly nations. 
SECRET 
Very sensitive information that justifies heightened protective measures to defend against determined and highly capable threat factors. For example, where compromise could seriously damage military capabilities, international relations or the investigation of serious organised crime. 
OFFICIAL 
The majority of information that is created or processed by the public sector. This includes routine business operations and services, some of which could have damaging consequences if lost, stolen or published in the media, but are not subject to a heightened threat profile. 










Information has security classifications which indicate the sensitivity of the information (in terms of the likely impact resulting from loss or misuse), and the need to defend the information against threats. These classifications operate within law – Official Secrets Act 1989, Data Protection Act 1998, & Freedom of Information Act 2000. 

There are 3 levels of classification: Official, Secret and Top Secret.  As a Police Officer the majority of information handled will be treated as Official  

Definition:  ALL routine public sector business, operations and services should be treated as OFFICIAL - many departments and agencies will operate exclusively at this level. 

This includes: 
· The day to day business of government, service delivery and public finances. 
· Routine international relations and diplomatic activities. 
· Public safety, criminal justice and enforcement activities. 
· Many aspects of defence, security and resilience. 
· Personal information that is required to be protected under the Data Protection Act (1998) or other legislation (e.g. health records). 
Information and intelligence can be stored in any suitable format providing it is secure from unauthorised access. The medium in which it is stored must be DURABLE and the information must be RETRIEVABLE. Durable means that the medium must be resistant to wear and decay. In the case of a computer system this would entail the contents of the system being backed up on tape or disc on a daily basis in case of a system crash or virus attack. 
Retrievable means that the system in which the information is held must be searchable for individual records and those records can then be read, displayed on a screen or printed out. 
Access and Retrieval: Records that have been retained must be stored in a format that allows them to be searched and retrieved. Police information and intelligence can only be accessed for authorised policing purposes and by personnel who are vetted and authorised to access protectively marked material. All police staff are personally responsible for ensuring that they comply with all relevant security policies and operating procedures. 
Archiving Information and Intelligence:Archiving is a form of retention, therefore any records that have been identified for disposal because they are inadequate or no longer necessary, cannot be archived. However, a force can use archiving as a method of restricting access to those records that can be lawfully held. 
Disposal of Information and Intelligence: Disposal means the removal of information from all police systems, justified through the review process, and to the extent that it cannot be restored owing to the fact that it can no longer be held lawfully. 
The police duty of confidentiality in relation to police information applies from collection through the whole information management process and includes its final disposal. Therefore, all records must be disposed of in a secure manner and the method will depend on whether the records carry a protective marking. 
When information records are disposed of, a record should be kept of the disposal which should contain: 
· Date of decision to dispose 
· Number of records 
· Whether records were considered inadequate or no longer necessary for a policing purpose. 
· The record of disposal must not contain any personal details of individuals. 
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