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[bookmark: _Toc227462599]TASK 1: NETWORK TEST
Prior to conducting connectivity tests, several configuration steps were required to establish full network functionality across the SWANSEA.ACCA infrastructure.
On L-CD (Debian Server 12), the DHCP service was not pre-installed. The isc-dhcp-server package was installed and configured with a subnet block for 192.168.2.0/24, assigning a DHCP range of 192.168.2.10-20, with the default router set to 192.168.2.1 and DNS server pointing to S-DC (192.168.1.1). The service interface was set to enp0s10 in /etc/default/isc-dhcp-server and enabled using systemctl.
A firewall issue was also identified on L-CD. Although UFW was disabled via the standard command, nftables rules persisted in the kernel and continued blocking forwarded packets. This was resolved by permanently disabling UFW using systemctl disable ufw and manually flushing the remaining rules with nft flush ruleset. Additionally, IP forwarding was made persistent by uncommenting net.ipv4.ip_forward=1 in /etc/sysctl.conf.
On ClientL1 (Debian Client), two missing routes were identified that prevented S-DC's ICMP packets from receiving replies. S-DC sources its pings from its WAN interface (20.0.0.1) rather than its LAN IP (192.168.1.1), meaning ClientL1 had no route for the return path. The following routes were added:
ip route add 192.168.1.0/24 via 192.168.2.1 dev enp0s10
ip route add 20.0.0.0/30 via 192.168.2.1 dev enp0s10
To ensure persistence across reboots, these routes were made permanent using a systemd service configured with After=network-online.target, ensuring the routes are applied only after the network interfaces are fully initialised.

1.1 [bookmark: _Toc227462600]S-DC
The following screenshots demonstrate the network configuration and connectivity verification of S-DC (Windows Server 2022), the Domain Controller of the SWANSEA.ACCA network. 
Figure 1 confirms the server's IP configuration matches the defined network topology. 
Figures 2-4 demonstrate successful ICMP connectivity to all network nodes across both Swansea and London subnets, confirming the Site-to-Site VPN is operational.








· S-DC Configuration
[image: ]
Figure 1: S-DC IP Configuration








· S-DC pinging Clients1
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Figure 2: S-DC Ping to ClientS1 (192.168.1.10)


· S-DC pinging L-CD
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Figure 3: S-DC Ping to L-CD (192.168.2.1)

· S-DC pinging Linux Client
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Figure 4: S-DC Ping to ClientL1 (192.168.2.10)
1.2 [bookmark: _Toc227462601]L-CD
The following screenshots demonstrate the network configuration and connectivity verification of L-CD (Debian Server 12), the DHCP Relay Server located in the London subnet. 
Figure 5 confirms the server's IP configuration matches the defined network topology. 
Figures 6-8 demonstrate successful ICMP connectivity to all network nodes across both Swansea and London subnets, confirming bidirectional communication between sites.
· L-CD Configuration
[image: ]
Figure 5: L-CD IP Address Configuration
· L-CD pinging S-DC
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Figure 6: L-CD Ping to S-DC (192.168.1.1)







· L-CD pinging Linux Client
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Figure 7: L-CD Ping to ClientL1 (192.168.2.10)




· L-CD pinging Clients1
[image: ]
Figure 8: L-CD Ping to ClientS1 (192.168.1.10)
[bookmark: _Toc227462602]TASK 2: Network Security Assessment for SWANSEA.ACCA Network
[bookmark: _Toc227462603]2.1 SETUP SECURITY FOCUSED OS
The following screenshots demonstrate the deployment and connectivity verification of Kali Linux, the security-focused operating system used to conduct the vulnerability assessment. 
Figure 9 confirms Kali's IP configuration within the Swansea network (192.168.1.50/24), providing internal access to the SWANSEA.ACCA infrastructure. 
Figures 10-13 demonstrate successful ICMP connectivity to all network nodes across both Swansea and London subnets, confirming Kali's ability to reach all assessment targets.
· KALI Configuration[image: ]
Figure 9: Kali Linux IP Configuration















· KALI pinging S-DC
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Figure 10: Kali Linux Ping to S-DC (192.168.1.1)
· KALI pinging ClientS1
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Figure 11: Kali Linux Ping to ClientS1 (192.168.1.10)






· KALI pinging L-CD
[image: ]Figure 12: Kali Linux Ping to L-CD (192.168.2.1)
· KALI pinging ClientL1[image: ]
Figure 13: Kali Linux Ping to ClientL1 (192.168.2.10)
[bookmark: _Toc227462604]2.2 VULNERABILITY ASSESSMENT
[bookmark: _Toc227462605]2.2.1 Information Gathering
Swansea Network (192.168.1.0/24)
S-DC (192.168.1.1) Nmap
The following screenshots present the results of an aggressive Nmap scan (nmap -A) [1] conducted against S-DC (192.168.1.1), the Swansea domain controller. 
Figure 14 displays the initial port enumeration, revealing open services including anonymous FTP (port 21) with an accessible file listing, DNS (53), HTTP (80) with the potentially risky TRACE method enabled, Kerberos (88), LDAP (389), and HTTPS (443) with exposed NTLM authentication metadata. [image: ]
Figure 14: Nmap Aggressive Scan of S-DC (192.168.1.1): Initial Port Enumeration Including Anonymous FTP and Service Detection (Part 1 of 3)
Figure 15 continues the output with SSL certificate details, additional high-numbered ports, OS fingerprinting results, and the beginning of Nmap's host script output including NetBIOS and SMB discovery. [image: ]
Figure 15: Nmap Aggressive Scan of S-DC (192.168.1.1):  SSL Certificate, Additional Ports, OS Fingerprint, and Host Script Initialisation (Part 2 of 3)
Figure 16 concludes the scan with full SMB enumeration results, confirming SMB message signing is enabled and required, along with a traceroute and the final scan summary confirming the host was reachable in 231.05 seconds.[image: ]
Figure 16: Nmap Aggressive Scan of S-DC (192.168.1.1) — SMB Security Mode, Traceroute, and Scan Completion Summary (Part 3 of 3)





Table 1 S-DC (192.168.1.1): Nmap Aggressive Scan Results Summary
	PORT
	PROTOCOL
	STATE
	SERVICE
	VERSION/DETAILS

	7
	TCP
	Open
	Echo
	-

	9
	TCP
	Open
	Discard
	-

	13
	TCP
	Open
	Daytime
	Microsoft Windows USA Daytime

	17
	TCP
	Open
	QOTD
	Windows QOTD (English)

	19
	TCP
	Open
	Chargen
	-

	21
	TCP
	Open
	FTP
	Microsoft ftpd – Anonymous Login Allowed

	53
	TCP
	Open
	DNS
	Microsoft DNS (BIND fingerprint deteted)

	80
	TCP
	Open
	HTTP
	Microsoft IIS 10.0 -TRACE method enabled

	88
	TCP
	Open
	Kerberos
	Microsoft Windows Kerberos

	135
	TCP
	Open
	MSRPC
	Microsoft Windows RPC

	139
	TCP
	Open
	NetBIOS-SSN
	Microsoft Windows NetBIOS

	389
	TCP
	Open
	LDAP
	Microsoft AD LDAP - Domain: swansea. acca

	443
	TCP
	Open
	HTTPS
	Microsoft IIS 10.0 - NTLM auth exposed

	445
	TCP
	Open
	SMB
	Windows Server 2022 Datacenter (Workgroup: SWANSEA)

	464
	TCP
	Open
	Kpasswd5
	-

	515
	TCP
	Open
	Printer
	Microsoft LPD

	593
	TCP
	Open
	NCACN-HTTP
	Microsoft Windows RPC over HTTP 1.0

	636
	TCP
	Open
	TCPWrapped
	-

	3268
	TCP
	Open
	LDAP
	Microsoft AD LDAP (Global Catalog)

	3266
	TCP
	Open
	TCPWrapped
	-

	5357
	TCP
	Open
	HTTP
	Microsoft HTTPAPI 2.0 (SSDP/UPnP)




SUMMARY
The scan results reveal several notable security concerns on S-DC. 
The most critical finding is that anonymous FTP login is permitted on port 21, allowing unauthenticated access to the server's file system. During the scan, Nmap retrieved a directory listing containing files including accb6000.txt, important_file.txt, and test.txt without any credentials. 
Additionally, the HTTP service on port 80 has the TRACE method enabled, which introduces a Cross-Site Tracing (XST) vulnerability that can be leveraged to steal session cookies [2]. 
The HTTPS service on port 443 exposes NTLM authentication metadata in its response headers, including the domain name, computer name, and DNS tree (information useful to an attacker during reconnaissance). 
Finally, several legacy services are unnecessarily running on the host, including Echo (7), Discard (9), Daytime (13), QOTD (17), and Chargen (19), which expand the attack surface and serve no practical purpose on a domain controller, with Chargen in particular being exploitable for UDP-based denial of service amplification attacks [3].
It should be noted that SMB message signing was confirmed as enabled and required, which is a positive security configuration.
ClientS1 (192.168.1.10) Nmap
The following screenshot presents the results of an aggressive Nmap scan (nmap -A) conducted against ClientS1 (192.168.1.10), a Windows client machine on the Swansea subnet. 
The scan identified only four open ports, consistent with a standard workstation rather than a server. 
Notably, the host script results confirm that SMB message signing is enabled but not required, representing a security misconfiguration that distinguishes this host from S-DC, where signing was enforced:
[image: ]
Figure 17: Nmap Aggressive Scan of ClientS1 (192.168.1.10): Open Ports, SMB Security Assessment, and Scan Summary







Table 2: ClientS1 (192.168.1.10): Nmap Aggressive Scan Results Summary
	PORT
	PROTOCOL
	STATE
	SERVICE
	VERSION/DETAILS

	135
	TCP
	Open
	MSRPC
	Microsoft Windows RPC

	139
	TCP
	Open
	NetBIOS-SSN
	Microsoft Windows NetBIOS

	445
	TCP
	Open
	SMB
	Microsoft-DS (Windows)

	5357
	TCP
	Open
	HTTP
	Microsoft HTTPAPI 2.0 (SSDP/UPnP)  - Service Unavailable



SUMMARY
The attack surface on ClientS1 is significantly smaller than S-DC, with only four open ports identified. However, the most notable finding is that SMB message signing is enabled but not required on port 445, meaning an attacker on the same network could potentially conduct an SMB relay attack to intercept and relay authentication requests without the client detecting tampering [4]. 
The presence of SSDP/UPnP on port 5357 also represents an unnecessary service on a workstation that could expose the host to UPnP-based exploits. Unlike S-DC, no FTP, web, or directory services were detected, limiting the available exploitation vectors on this host.
London Network (192.168.2.0/24)
L-CD (192.168.2.1) Nmap 
The following screenshot presents the results of an aggressive Nmap scan conducted against L-DC (192.168.2.1), the London domain controller running Debian Linux. The scan identified three open ports and confirmed that anonymous FTP login is permitted, mirroring the same vulnerability found on S-DC. The traceroute confirms traffic travels through S-DC (192.168.1.1) via the site-to-site VPN, reaching L-DC in 2 hops.
[image: ]
Figure 18: Nmap Aggressive Scan of L-DC (192.168.2.1). Open Ports, Anonymous FTP, and Service Enumeration

Table 3: L-CD (192.168.2.1): Nmap Aggressive Scan Results Summary
	PORT
	PROTOCOL
	STATE
	SERVICE
	VERSION/DETAILS

	21
	TCP
	Open
	FTP
	vsftpd 3.0.5 – Anonymous login Allowed, plain text control and data connections

	22
	TCP
	Open
	SSH
	OpenSSH 10.0p2 Debian 7 (Protocol 2.0)

	80
	TCP
	Open
	HTTP
	Apache httpd – Default page exposed (“It works”)



SUMMARY
The scan results for L-DC reveal three open services, two of which present notable security concerns. Most critically, anonymous FTP login is permitted on port 21 via vsftpd 3.0.5, with both control and data connections operating over plain text, meaning credentials and transferred files are transmitted unencrypted and are susceptible to interception. 
The Apache web server on port 80 is still serving the default Debian installation page, indicating the service has not been configured or hardened, and its presence unnecessarily expands the attack surface of the domain controller. 
SSH on port 22 is expected for a Linux server but should be restricted to key-based authentication only to prevent brute force attacks.
ClientL1 (192.168.2.10) Nmap [image: ]
Figure 19: Nmap Aggressive Scan of ClientL1 (192.168.2.10). Open Ports and Service Enumeration


Table 4: ClientL1 (192.168.2.10): Nmap Aggressive Scan Results Summary
	PORT
	PROTOCOL
	STATE
	SERVICE
	VERSION/DETAILS

	22
	TCP
	Open
	SSH
	OpenSSH 9.2p1 Debian 2+deb12u5 (Protocol 2.0)

	80
	TCP
	Open
	HTTP
	Apache httpd 2.4.62(Debian) – Default page exposed (“It works”)



SUMMARY
ClientL1 presents a minimal attack surface with only two open ports. However, the Apache web server on port 80 is serving the default Debian installation page, suggesting the service was never configured after installation and represents an unnecessary open port on a client workstation. 
SSH on port 22 provides remote access capability and, if not restricted to key-based authentication, could be vulnerable to brute force or password spray attacks. 
Unlike the Swansea machines, no FTP service or SMB-related ports were detected on this host.
[bookmark: _Toc227462606]2.2.2 Automated Vulnerability Assessment
Nessus Scan Overview
SWANSEA
The following screenshots document the Nessus Essentials vulnerability scan conducted against the Swansea subnet hosts, S-DC (192.168.1.1) and ClientS1 (192.168.1.10). 
Figure 20 shows the scan configuration, confirming both targets were included under the "Swansea Network Assessment" policy. [image: ]
Figure 20: Nessus Essentials. Swansea Network Assessment Scan Configuration (Targets: 192.168.1.1 and 192.168.1.10)
Figure 21 presents the full vulnerability list for S-DC, identifying several medium-severity findings including IP Forwarding Enabled, Echo and QOTD service detection, and Chargen UDP Remote DoS, alongside mixed-severity SSL and TLS categories requiring further investigation. [image: ]
Figure 21: Nessus Vulnerability Scan Results for S-DC (192.168.1.1) & Vulnerability List
Figures 22 and 23 expand on those categories, revealing a HIGH severity SWEET32 vulnerability (CVE-2016-2183) caused by support for medium-strength SSL cipher suites, and two medium-severity findings for deprecated TLS 1.0 and TLS 1.1 protocols still being accepted by the server. Figure 24 shows the ClientS1 results, which identified SMB Signing not required as a medium-severity misconfiguration and ICMP Timestamp Disclosure as a low-severity finding.
[image: ]
Figure 22: Nessus S-DC Drill-Down. SSL (Multiple Issues) Including SWEET32 HIGH Severity Finding
[image: ]
Figure 23: Nessus S-DC Drill-Down. TLS (Multiple Issues) Including Deprecated TLS 1.0 and 1.1 Protocols
Figure 24 shows the ClientS1 results, which identified SMB Signing not required as a medium-severity misconfiguration and ICMP Timestamp Disclosure as a low-severity finding.[image: ]
Figure 24: Nessus Vulnerability Scan Results for ClientS1 (192.168.1.10) &  Full Vulnerability List




















Table 5. Nessus Findings, Swansea Hosts.
	Host
	Severity
	Vulnerability
	CVSS

	S-DC (192.168.1.1)
	HIGH
	SSL Medium Strength Cipher Suites Supported (SWEET32)
	7.5

	S-DC (192.168.1.1)
	MEDIUM
	IP Forwarding Enabled
	6.5

	S-DC (192.168.1.1)
	MEDIUM
	Echo Service Detection
	6.5

	S-DC (192.168.1.1)
	MEDIUM
	Quote of the Day (QOTD) Service Detection
	6.5

	S-DC (192.168.1.1)
	MEDIUM
	Chargen UDP Service Remote DoS
	5.0

	S-DC (192.168.1.1)
	MEDIUM
	TLS Version 1.0 Protocol Detection
	6.5

	S-DC (192.168.1.1)
	MEDIUM
	TLS Version 1.1 Deprecated Protocol
	6.5

	S-DC (192.168.1.1)
	LOW
	DHCP Server Detection
	3.3

	S-DC (192.168.1.1)
	LOW
	ICMP Timestamp Request Remote Date Disclosure
	2.1

	ClientS1 (192.168.1.10)
	MEDIUM
	SMB Signing Not Required
	5.3

	ClientS1 (192.168.1.10)
	LOW
	ICMP Timestamp Request Remote Date Disclosure
	2.1



SUMMARY
The Nessus vulnerability scan of the Swansea subnet identified a total of eleven actionable findings across both hosts. 
The most severe is the SWEET32 vulnerability (CVSS 7.5) on S-DC, caused by the server accepting medium-strength 3DES cipher suites over SSL [5]. An attacker capable of capturing sufficient traffic could exploit this to recover plaintext data from encrypted sessions. 
S-DC also accepts the deprecated TLS 1.0 and TLS 1.1 protocols (CVSS 6.5 each), which are known to be vulnerable to downgrade attacks and have been officially deprecated by the IETF since 2021 [6]. 
The IP Forwarding Enabled finding (CVSS 6.5) on S-DC is expected given its role as a VPN gateway but nonetheless represents a risk if the host were compromised, as it could be used to pivot traffic between subnets.
 The legacy Echo, QOTD, and Chargen services flagged on S-DC are consistent with the Nmap findings and confirm these unnecessary services remain active, with Chargen in particular being exploitable for UDP-based denial of service amplification attacks. 
On ClientS1, the SMB Signing not required misconfiguration (CVSS 5.3) is the most significant finding, leaving the host susceptible to SMB relay attacks in which an attacker intercepts and relays authentication attempts to gain unauthorised access [4]. 
Both hosts also expose their system clock via ICMP Timestamp responses, which can assist an attacker in reconnaissance by revealing the host's current time, potentially aiding in bypassing time-sensitive security mechanisms [7].
LONDON
Nessus Setup[image: ]
Figure 25: London scan setup.






L-DC Scan
[image: ]
Figure 26: Nessus Vulnerability Scan Results for L-DC (192.168.2.1) & Vulnerability List 
ClientL1 Scan[image: ]
Figure 27: Nessus Vulnerability Scan Results for ClientL1 (192.168.2.10) & Vulnerability List





Vulnerability Summary
Table 6: Nessus findings, London Hosts
	Host
	Severity
	Vulnerability
	CVSS

	L-DC (192.168.2.1)
	LOW
	ICMP Timestamp Request Remote Date Disclosure
	2.1

	ClientL1 (192.168.2.10)
	LOW
	ICMP Timestamp Request Remote Date Disclosure
	2.1



SUMMARY
The Nessus vulnerability scan of the London subnet returned significantly cleaner results than the Swansea hosts. 
Both L-DC (192.168.2.1) and ClientL1 (192.168.2.10) produced only a single actionable finding each: ICMP Timestamp Request Remote Date Disclosure (CVSS 2.1), with all remaining detections classified as informational. 
This finding, present on both hosts, allows an attacker to remotely determine the system clock of the target by sending an ICMP timestamp request, potentially aiding reconnaissance efforts. 
All remaining informational findings relate to service detection of SSH, HTTP, and Apache, which are consistent with the services identified during the Nmap scanning phase. 
Notably, while anonymous FTP was confirmed on L-DC via Nmap, Nessus did not escalate this to a scored vulnerability under the unauthenticated scan configuration, though it remains a significant security concern documented in the Nmap assessment above.

[bookmark: _Toc227462607]TASK 3: Ethically Hacking SWANSEA.ACCA Network
[bookmark: _Toc227462608]3.1 EXPLOITATION
[bookmark: _Toc227462609]3.1.1 Exploitation Methodology
This section documents the exploitation of vulnerabilities identified during the Nmap and Nessus assessment phases conducted in Task 2. 
Exploitation attempts were carried out from the Kali Linux attacker machine using Metasploit Framework [8] and native command-line tools, targeting both the Swansea (192.168.1.0/24) and London (192.168.2.0/24) subnets. 
Each exploitation attempt directly corresponds to a vulnerability previously identified, ensuring a structured and evidence-based approach. 
Where exploitation was successful, post-exploitation activities were performed to assess the extent of compromise and determine whether persistent access could be maintained. Where full exploitation was not achievable within the lab environment, the barriers encountered are documented alongside the theoretical real-world impact of the vulnerability.
[bookmark: _Toc227462610]3.1.2 Anonymous FTP: S-DC 
The following screenshots document the exploitation of the anonymous FTP vulnerability on S-DC (192.168.1.1). 
Figure 28 demonstrates the use of the Metasploit auxiliary/scanner/ftp/anonymous module to confirm anonymous read and write access, followed by a direct FTP connection used to retrieve sensitive files from the server. 
Figure 29 shows the successful upload of a file named hacked.txt to the S-DC FTP directory, confirmed by its appearance in the server's directory listing, proving write access to the domain controller. 
Figure 30 displays the contents of the uploaded file as retrieved from the server, further confirming that arbitrary files can be both written to and read from the server by any unauthenticated user.
[image: ]
Figure 28: Metasploit Anonymous FTP Scanner Confirming READ/WRITE Access on S-DC, Followed by File Retrieval via Direct FTP Session
[image: ]
Figure 29: Successful Upload of hacked.txt to S-DC FTP Server Demonstrating Write Access, File Confirmed in Directory Listing

[image: ]
Figure 30: Contents of Uploaded File hacked.txt Retrieved from S-DC FTP Server, Confirming Arbitrary File Write Capability
Files successfully exfiltrated from S-DC FTP server:
· accb6000.txt : "This is a sample File, Created by Dr. NMK, Information is Wealth"
· important_file.txt : "key is 900"
· new_important_file.txt : "key is 930"
· test.txt: "FTP test file for swansea.acca"
[bookmark: _Toc227462611]3.1.3 Anonymous FTP: L-CD 
The following screenshot documents the exploitation attempt of the anonymous FTP vulnerability on L-DC (192.168.2.1). 
Unlike S-DC, the Metasploit scanner identified only anonymous READ access, with no write permissions granted. This was confirmed when a file upload attempt returned a 550 Permission denied error. 
Additionally, the FTP directory was found to be empty, meaning no sensitive files were exposed for exfiltration. [image: ]
Figure 31: Metasploit Anonymous FTP Scanner and Direct FTP Session on L-DC. READ-Only Access Confirmed, Write Access Denied, Empty Directory
[bookmark: _Toc227462612]3.1.4 HTTP TRACE - S-DC
Following the identification of the HTTP TRACE method as potentially enabled on S-DC by the Nmap scan, an exploitation attempt was carried out using curl to send a TRACE request to the server on port 80. 
The server responded with HTTP/1.1 501 Not Implemented, indicating that IIS request filtering is blocking the TRACE method at the application level. 
A second attempt was made over HTTPS on port 443, which returned 401 Unauthorized, requiring authentication before any request method could be executed.
[image: ]
Figure 32: HTTP TRACE Exploitation Attempt on S-DC (192.168.1.1), 501 Not Implemented Response Confirming IIS Request Filtering Blocking the TRACE Method

[bookmark: _Toc227462613]3.1.5 SMB Signing - ClientS1
The Metasploit auxiliary/scanner/smb/smb2 module was used to confirm that ClientS1 supports SMB2, which was previously flagged by Nessus as having message signing enabled but not required (CVSS 5.3). The scanner confirmed SMB2 is active on port 445.
[image: ]
Figure 33: Metasploit SMB2 Scanner Confirming SMB2 Support on ClientS1 (192.168.1.10). Cross-Referenced with Nessus SMB Signing Not Required Finding




[bookmark: _Toc227462614]3.2 POST EXPLOITATION
[bookmark: _Toc227462615]3.2.1 Summary Table

Table 7: Post exploitation summary table.
	Target
	IP
	Vulnerability
	Tool Used
	Access Gained
	Extent of Compromise
	Persistent Access

	S-DC
	192.168.1.1
	Anonymous FTP (READ/WRITE)
	Metasploit + FTP
	Full read and write access to FTP directory
	Sensitive files exfiltrated.
Malicious file successfully planted on domain controller
	Yes. Anonymous access requires no credentials

	L-DC
	192.168.2.1
	Anonymous FTP (READ only)
	Metasploit + FTP
	Read-only access to FTP directory
	No files available for exfiltration; write access denied (550 Permission denied)
	Limited. Read access only, empty directory

	S-DC
	192.168.1.1
	HTPP TRACE
	curl
	No access gained
	Exploitation blocked by IIS request filtering (501) and authentication requirement (401)
	No

	ClientS1
	192.168.1.10
	SMB Signing Not Required
	Metasploit
	SMB2 confirmed,
Signing not enforced
	In a real-world scenario, NTLM credentials could be relayed to gain unauthorised access; full relay attack not performed in lab
	Theoretical Only



[bookmark: _Toc227462616]Post Exploitation Analysis
· Anonymous FTP (S-DC)
The confirmation of write access represents a critical escalation of this vulnerability. 
Following the successful download of sensitive files, a file named hacked.txt was successfully uploaded to the S-DC FTP directory, confirmed by the 226 Transfer complete response and its subsequent appearance in the directory listing. 
This demonstrates that an attacker could not only exfiltrate sensitive data but could also plant malicious files directly on the domain controller, such as backdoors, ransomware, or web shells. Anonymous access is persistent by nature, requiring no credentials to re-establish at any time, making this an indefinitely maintained foothold on the domain controller.
· Anonymous FTP (LCD)
While anonymous FTP access was confirmed on L-DC, the extent of compromise is significantly lower than S-DC. 
Write access was denied (550 Permission denied) and no files were present in the directory, preventing any data exfiltration or file planting. 
The vulnerability still represents a security risk as it exposes an unnecessary unauthenticated entry point on the domain controller, but the barrier encountered here is the read-only configuration of the vsftpd service.

· HTTP TRACE (S-DC)
Full exploitation of the HTTP TRACE vulnerability was not achievable within the lab environment due to IIS blocking the method on port 80 and enforcing authentication on port 443. 
The barrier encountered was the IIS request filtering configuration. 
In a real-world scenario where TRACE were fully enabled, an attacker could leverage Cross-Site Tracing (XST) to steal session cookies and authentication tokens from authenticated users, potentially leading to session hijacking [2].

· SMB (ClientS1)
A full SMB relay attack was not performed within the lab environment as it requires additional tooling (Responder and ntlmrelayx) and a victim machine actively triggering an authentication request. 
The barrier encountered was the complexity of the attack chain in an isolated lab setting. 
However, in a real-world scenario, an attacker on the same network could intercept NTLM authentication requests and relay them to gain unauthorised access to other systems without ever obtaining the plaintext password [4].
[bookmark: _Toc227462617]TASK 4: Network Security Measures for SWANSEA.ACCA 
4.1 PURPOSE
This section outlines security recommendations for the SWANSEA.ACCA network derived from vulnerabilities identified during the Nmap scanning, Nessus assessment, and exploitation phases in Tasks 2 and 3. Recommendations are organised into preventive, detective, and corrective measures, supported by industry-recognised security frameworks and guidelines.
[bookmark: _Toc227462618]4.2 PREVENTATIVE MEASURES
[bookmark: _Toc227462619]4.2.1 Disable Anonymous FTP (S-DC and L-CD)
Anonymous FTP should be disabled immediately on both servers. On L-DC, the vsftpd configuration should be updated by setting anonymous_enable=NO in /etc/vsftpd.conf. On S-DC, the Microsoft FTP service should be reconfigured to require authenticated access only. In both cases, FTP should be replaced with SFTP or FTPS to ensure data is encrypted in transit [13].
[bookmark: _Toc227462620]4.2.2 Enforce SMB Message Signing (ClientS1)
SMB message signing should be enforced across all hosts via Group Policy on S-DC: Computer Configuration → Windows Settings → Security Settings → Local Policies → Security Options → Microsoft network client: Digitally sign communications (always). This prevents SMB relay attacks by ensuring all communications are cryptographically signed [12].
[bookmark: _Toc227462621]4.2.3 Disable Legacy Services
The Echo (7), Discard (9), Daytime (13), QOTD (17), and Chargen (19) services identified on S-DC serve no operational purpose on a domain controller and should be disabled. Chargen in particular can be exploited for UDP-based denial of service amplification attacks [3]. 
These services can be disabled through Windows Features or by configuring the Windows registry to stop the Simple TCP/IP Services component.
[bookmark: _Toc227462622]4.2.4 Disable HTTP TRACE (S-DC)
Although IIS request filtering was found to be partially blocking the TRACE method, it should be explicitly disabled to fully mitigate the Cross-Site Tracing (XST) risk [2]. This can be achieved by adding a request filtering rule in IIS Manager to deny the TRACE verb, or by adding the following to the site's web.config.
[bookmark: _Toc227462623]4.2.5 Update SSL/TLS Configuration (S-DC)
TLS 1.0 and TLS 1.1 should be disabled on S-DC as both protocols are deprecated and vulnerable to downgrade attacks [6]. Additionally, the 3DES cipher suite responsible for the SWEET32 vulnerability should be removed from the server's supported cipher list [5]. This can be configured through the Windows registry or using the IIS Crypto tool. Only TLS 1.2 and TLS 1.3 with strong cipher suites should be permitted [9].
[bookmark: _Toc227462624]4.3 DETECTIVE MEASURES
[bookmark: _Toc227462625]4.3.1 Intrusion Detection System (IDS)
An IDS should be deployed on the SWANSEA.ACCA network to monitor traffic for suspicious activity and known attack signatures. Given the site-to-site VPN architecture, sensors should be placed on both the Swansea and London subnets to ensure full visibility. An open-source solution such as Snort or Suricata would be suitable for this environment, providing real-time alerting on anomalous behaviour such as FTP brute force attempts, SMB relay activity, and port scanning [13].
[bookmark: _Toc227462626]4.3.2 Centralised Logging and SIEM
All network hosts should forward logs to a centralised Security Information and Event Management (SIEM) system. This enables correlation of events across multiple hosts, making it significantly easier to detect coordinated attacks. Log sources should include Windows Event Logs from S-DC and ClientS1, authentication logs from L-DC and ClientL1, and FTP access logs from both domain controllers [11].
[bookmark: _Toc227462627]4.3.3 Network Traffic Monitoring
Regular network traffic analysis should be conducted to identify unusual patterns such as large file transfers over FTP, unexpected SMB connections, or ICMP timestamp requests. Tools such as Wireshark or ntopng can be used to baseline normal traffic and flag deviations [13].
[bookmark: _Toc227462628]4.4 CORRECTIVE MEASURES
[bookmark: _Toc227462629]4.4.1 Incident Response Plan
A formal incident response plan should be established for the SWANSEA.ACCA network, covering preparation, detection, containment, eradication, recovery, and post-incident review. In the event of a confirmed breach, affected systems should be isolated immediately to prevent lateral movement across the VPN between Swansea and London subnets [10].
[bookmark: _Toc227462630]4.4.2 Credential Rotation Policy
Following the successful exfiltration of files from S-DC's FTP server, all potentially exposed credentials should be rotated immediately. A periodic credential rotation policy should be enforced across all network accounts to limit the impact of future compromises [13].
[bookmark: _Toc227462631]4.4.3 FTP Access Audit and File System Review

The files exposed via anonymous FTP on S-DC should be reviewed and removed or relocated to a secure location. An access audit should be conducted to determine whether any unauthorised downloads occurred prior to remediation. Going forward, FTP access logs should be reviewed regularly to detect any anomalous activity [11].
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oot @osboxes: ~
File Edit View Scarch Terminal Help
root@osboxes:~# ip a
1: To: <LODPBACK,UP, LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1060
Uink/Toopback 06:00:06:09:00:00 brd 00:09:00:00:00:00
inet 127.6.6.1/8 scope host lo
valid 17t forever preferred 1ft forever
inets ::1/128 scope host
valid U7t forever preferred 1ft forever
etho: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo fast state UP group default qlen 1000
Uink/ether 08:00:27:ea:1e:5d brd f1:Ff:ff:ff:ff:ff
inet 10.0.2.15/24 brd 10.6.2.255 scope global dynanic ethd
valid ft so33ssec preferred lft 8o339sec
inets fd17:625c: 1037:2:a00:271f: feea:1e54/64 scope global dynamic mngtnpaddr
valid 1ft 8o340sec preferred Lft 14340sec
inets feso: :a00:27f1: feea:1e54/64 scope Link
valid 1ft forever preferred 1ft forever
ethl: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo fast state UP group default qlen 1080
Uink/ether 08:00:27:8b:52:4d brd f1:Ff:ff:ff:ff:ff
inet 192.165.1.50/24 brd 192.168.1.255 scope global noprefixroute ethl
valid 1ft forever preferred 1ft forever
inets feso: :a3fa:7c11:96:220b/64 scope Link noprefixroute
valid 1ft forever preferred 1ft forever
+ etha: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1560 qdisc pfifo fast state UP group default qlen 1060
Uink/ether 08:00:27:c8:11:b0 brd ff:Ff:ff:Ff:ff:ff
inets feso: :a00:271: fecs:11b0/64 scope Link noprefixroute
valid 1ft forever preferred 1ft forever
root@osboxes i~ |
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root@osbores: ~
Terminal _Help
root@osboxes :
PING 192.168.1
bytes from 192.168.1.1
bytes from 192.168.1.1
bytes from 192.168.1.1
bytes from 192.168.1.1

- 192.168.1.1 ping statistics --
4 packets transmitted, 4 received, 0% packet loss, time 3006ms
rtt min/avg/max/ndev = 0.436/0.674/1.155/0.267 ms
root@osboxes:# [

]
L)
L}
L]
o
3
|
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64 bytes from 192
64 bytes from 192.168
64 bytes from 192.168
64 bytes from 192.168

10: icmp
10: icmp
10: icmp

1
1
1
1.10: icmp seq=4

--- 192.168.1.10 ping statistics -
4 packets transmitted, 4 received, o

packet loss, time 3808ms

Ft min/avg/max/ndev = 0.929/6.863/16.508/6.007 ms
root@osboxes:—# |

> )zl
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File Edit View Search i e
root@osboxes:~§ ping -c4 192.168.2
PING 192.168.2 68.2.1

64 bytes from 192.168.2.1

64 bytes from 192.168.2.1:

64 bytes
64 bytes from 192.168.2.1: icmp_seq=4 ttl=63 time=2

-~ 192.168.2.1 ping statistics
4 packets transmitted, 4 received, % packet loss, time 3006ms
rtt min/avg/max/mdev = 2.408/5.734/9.569/3.106 ms

#1

root@osboxes:

EridzD  ON
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root@osbores: ~
File Edit Ve

rootgosboxes

PING 192.168.2.16 of data

64 bytes from 192.168.2.10:

64 bytes from 192.168.2.10: icmp seq=2 tt 5
64 bytes from 192.168.2.10: icmp seq=3 ttl=62 time=1.45 ms
64 bytes from 192.168.2.10: icmp seq=4 ttl=62 time=5.76 ms

--- 192.168.2.10 ping statistics -
4 packets transmitted, 4 received, 0

packet loss, time 3006ms

Tt nin/ave/max/ndev = 1.453/4.325/6.759/1.892 ns
rooteosboxes:~4 |
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root@osboxes:~# nmap -A 192.168.1.1 -oN T2_NMAP_SDC. txt
Starting Nmap 7.80 ( https://nmap.org ) at 2026-04-10 11:34 EDT
Nmap scan report for 192.168.1.1

Host is up (0.00053s latency).

Not shown: 979 closed ports

PORT  STATE SERVICE VERSION

7/tcp open echo

9/tcp  open discard?

13/tcp  open daytime Microsoft Windows USA daytime
17/tcp  open qotd Windows qotd (English)

19/tcp  open chargen

21/tcp  open ftp Microsoft ftpd

| ftp-anon: Anonymous FTP login allowed (FTP code 230)

| 09-25-25 02:52pM 67 acch6000. txt

| 09-25-25 03:08PM 10 important file.txt

| 09-25-25 03:11PM 10 new_important_file.txt
|_09-25-25 12:39PM 32 test.txt

| ftp-syst

|_ SYST: Windows NT

53/tcp open domain?

| fingerprint-strings:
|
|
|
8
|
|
|

DNSVersionBindReqTcp
version
bind
0/tcp  open http
http-methods.
Potentially risky methods: TRACE
http-server-header: Microsoft-115/10.0
| _http-title: Site doesn't have a title (text/html).
88/tcp  open kerberos-sec Microsoft Windows Kerberos (server time:

Microsoft IIS httpd 10.0

Eridz0ON

135/tcp open msrpc Microsoft Windows RPC
139/tcp open netbios-ssn Microsoft Windows netbios-ssn

389/tcp open ldap Microsoft Windows Active Directory LDAP (Domain: swansea.acca@., Site: Default-First-Site-Name)
443/tcp open ssl/http  Microsoft IIS httpd 10.6

| http-auth:

| HTTP/1.1 401 Unauthorized\xoD
| Digest charset=utf-8 algorith
| MNegotiate

| NTLw

| http-ntim-info

| Target Name: SWANSEA

| NetBIOS Domain Name: SWANSEA
| NetBIOS Computer Name: S-DC
|

|

|

|

|

ID5-sess nonce=+Upgraded+v1fa29e7b6cabedocel105 bcde9ad3dofs7161d61543codco101cB2baT701300c557ae36e3632e46ddbbB70cacd890CT04ca2708642745600 realn=Digest gop=auth

DNS_Domain_Name: swansea.acca
DNS_Computer_Name: S-DC.swansea.acca
DNS_Tree_Name: swansea.acca
Product_Version: 10.0.20348

http-server-header: Microsoft-115/10.0
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|_http-server-header: Microsoft-II5/10.0
| http-title: Site doesn't have a title
| ssl-cert: Subject: commonName=S-DC
| Not valid before: 2025-09-23T15:56:55
| Not valid after: 2026-03-25T15:56:55
| ssl-date: 2026-04-10T23:38:36+00:00; +7h59m575 from scanner time.
| tis-alpn:
|_ http/1.1
435/tcp open microsoft-ds Windows Server 2022 Datacenter 20348 microsoft-ds (workgroup: SWANSEA)
464/tcp open  kpasswds?
515/tcp open printer microsoft 1pd
593/tcp open ncacn_http Microsoft Windows RPC over HTTP 1.0
636/tcp open  tcpurapped
3268/tcp open ldap Microsoft Windows Active Directory LDAP (Domain
3269/tcp open tcpurapped
5357/tcp open http Microsoft HTTPAPT httpd 2.6 (SSOP/UPNP)
|_http-server-header: Microsoft-HTTPAP/2.0
| Thttp-title: Service Unavailable
1 service unrecognized despite returning data. If you know the service/version, please submit the following fingerprint at https://nmap.org/cgi-bin/submit.cgiZnew-service
SF-POTt53-TCP:V=7.80%I=74D=4/10%Tine=69D918B2%P=x86_64-pc-inux-gnusr (DNSV
SF:ersionBindReqTCP, 20, "\0\X1e\D\XB6\XB1\x64\0\x01\0\0\D\0\D\O\x67version\
SF:x04bind\0\O\X10\0\x63") ;
MAC Address: 08:00:27:80:11:55 (Oracle VirtualBox virtual NIC)
No_exact 05 matches for host (If you know what 05 is running on it, see https://nmap.org/submit/ ).
TCP/IP fingerprint:

%D=4/10%0T=7%CT=1%CU=32570%

swansea.acca0., Site: Default-First-Site-Name)

E-0z20 ON

) IE (R=YSDFI=N%T=80%CD=2)

Network Distance: 1 hop
Service Info: Host: $-DC; 0S: Windows; CPE: cpe:/o:microsoft:windows

Host script results:

|_clock-skew: mean: 9h23m36s, deviation: 3ho8mi2s, median: 7h5omses

| nbstat: NetBIOS name: S-DC, NetBIOS user: <unknown>, NetBIOS MAC: 08:00:27:b0:11:55 (Oracle VirtualBox virtual NIC)
smb-os-discovery:

|

| 0s: Windows Server 2022 Datacenter 20348 (Windows Server 2022 Datacenter 6.3)
| Computer name: 5-DC

|
|

NetBIOS computer name: 5-DC\x00
Domain name: swansea.acca
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fost script results
| Clock-skew: mean: Shz3n3os, deviation: 3homizs, median: 7hsomses
| nbstat: NetBIOS name: S-DC, NetBIOS user: <unknown>, NetBIOS MAC: 08:00:27:b0:11:55 (Oracle VirtualBox virtual NIC)
| smb-os-discovery

| 0S: Windows Server 2022 Datacenter 20348 (Windows Server 2022 Datacenter 6.3)

| Computer name: S-DC

|  NetBIOS computer name: S-DC\x00

| Domain name: swansea.acca

| Forest name: swansea.acca

| FaON: S-DC.swansea.acca

| System time: 2026-04-10T16:38:08-07:00

| snb-security-node

| account_used: guest

| authentication level: user

| challenge_response: supported

| message signing: required

| smb2-security-mode:

\

I
\

\

]

2.02
Message signing enabled and required
smb2-time:
date: 2026-04-10T23:36:08
start_date: N/A
TRACEROUTE
0P RTT  ADDRESS

1 .53 ms 192.168.1.1

05 and Service detection performed. Please report any incorrect results at https://nmap.org/submit/
nap done: 1 IP address (1 host up) scanned in 231.05 seconds
root@osboxes :~# [
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root@oshoxes:—# nnap -A 192.168.1.10 -oN T2_NMAP_Clientsl.txt
Starting Nmap 7.80 ( https://nmap.org ) at 2626-04-10 11:22 EDT
Nmap scan report for 192.168.1.10
Host is up (0.00064s latency)
Not shown: 996 closed ports
PORT  STATE SERVICE VERSTON
135/tcp open msrpc Microsoft Windows RPC
139/tcp open netbios-ssn  Microsoft Windows netbios-ssn
445/tcp open microsoft-ds?
5357/tcp open http Microsoft HTTPAPT httpd 2.6 (SSDP/UPNP)
| _http-server-header: Microsoft-HTTPAPI/2.0
| http-title: Service Unavailable
MAC Address: 08:00:27:A2:98:28 (Oracle VirtualBox virtual NIC)
No_exact 05 matches for host (If you know what 05 is running on it, see https://nmap.org/submit/ )
TCP/IP fingerprint
BO%E=430=4/10%0T=135%CT=1%CU=34452%PV=YD:
86_64-pc- Linux-gnu) SEQ(SP=101%GC!
) 0PS (01=HSBANWBNNSSO:
MSBANWBNNSs06=NSBANNS ) WIN (W1:

Network Distance: 1 hop
service Info: 0S: Windows; CPE: cpe:/o:microsoft:windows

Host script results
|_clock-skew: -35

| nbstat: NetBIOS name: CLIENTS1, NetBIOS user: <unknown>, NetBIOS MAC: ©8:00:27:a2:9b:2b (Oracle VirtualBox virtual NIC)
| smb2-security-mode

| 2.02
|
|
|
|

|
L]
L)
L
o
-~
]

Message signing enabled but not required
smb2-tine:

date: 2026-04-10T15:23:05

start_date: N/A

TRACEROUTE
HOP RTT ADDRESS
1 0.64 ns 192.168.1.10

05 and Service detection performed. Please report any incorrect results at https://nnap.org/subnit/
Nnap done: 1 TP address (1 host up) scanned in 41.02 seconds
rootosboxes:~# |
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00tGoshoxas:~# nMap -A 192.168.2.1 -oN T2_NMAP_LDC. txt
tarting Nnap 7.80 ( https://nmap.org ) at 2026-04-16 12:59 EDT
map scan report for 192.168.2.1

o5t is up (6.00375 latency)

ot _shown: 997 closed ports

ORT  STATE SERVICE VERSION

1/tcp open ftp vsftpd 3.0.5

ftp-anon: Anonymous FTP login allowed (FTP code 230)
“ftp-syst

| sTaT:

| FTP server status

| Connected to ::ffff:192.168.1.50

| Logged in as ftp

\ TYPE: ASCIT

| No session bandwidth limit

| Session timeout in seconds is 300

| Control connection is plain text

| Data connections will be plain text

| At session startup, client count was 1

| VSFTPd 3.0.5 - secure, fast, stable

_End of status

2/tcp open  ssh OpenssH 10.0p2 Debian 7 (protocol 2.0)
/tcp open http  Apache httpd

_http-server-header: Apache

“http-title: Apache2 Debian Default Page: It works
o exact 05 matches for host (If you know what 05 is
CP/1P fingerprint
S : SCAN(V=7 . 80%E 4/16%0T
86_64-pc-Linux-gnu) SEQ(SP=1074GCD:
(5B4ST11NW7%02=M5B45T11NW703=MSBANNT L1INW7%04=M5B4ST11NW 0"

RA0=RD=0%0: YADF=YAT. 04S=Z%A=5 441
$T=40%IPL=1643UN=0%RIP RIPCK=GARUCK=G4RI

s)

letwork Distance: 2 hops
ervice Info: 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

RACEROUTE (using port 3389/tcp)
0P RTT ADDRESS

' 1.36 ms 192.168.1.1

, 1.93 ms 192.168.2.1

S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/
map done: 1 1P address (1 host up) scanned in 39.68 seconds
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rootGoshoxes:~# nmap -A 192.168.2.10 -oN T2_NMAP_ClientLl. txt
Starting Nmap 7.80 ( https://nmap.org ) at 2026-04-16 13:01 EDT
Nmap scan report for 192.168.2.10
Host is up (0.0681s latency)
Not shown: 998 closed ports
PORT  STATE SERVICE VERSION
22/tcp open ssh  OpenssH 9.2p1 Debian 2+debl2us (protocol 2.6)
86/tcp open http  Apache httpd 2.4.62 ((Debian))
|_http-server-header: Apache/2.4.62 (Debian)
|_http-title: Apache2 Debian Default Page: It works
No exact 05 matches for host (If you know what 05 is running on it, see https://nmap.org/submit/ )
TCP/TP fingerprint:
05:SCAN (V=7 . BO%E=4%D=4/16%0T=22%CT=1%CU=31550%PV=Y%DS=34DC=T4G=Y*TH=69E1161
%P=x86_64-pC- Linux-gnu) SEQ(SP=106%

0.
£ INW7%06=N5B4ST11) WIN (W1=FEBBW2=FEBBW3=FEBBANA=FEBBU5=FEBBING=FEBS) ECN

Network Distance: 3 hops
service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

TRACEROUTE (using port 1720/tcp)
HOP RTT  ADDRESS

1 1.27 ms 192.168.1.1

2 4.86 ms 20.0.6.2

3 7.46 ms 192.168.2.10

05 and Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 30.44 seconds
root@osboxes:~#
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=[ metasploit v5.0.41-dev

1914 exploits - 1074 auxiliary - 330 post
[ 556 payloads - 45 encoders - 10 nops

. =[ 4 evasion

nsf5 > use auxiliary/scanner/ftp/anonymous
nsf5 auxiliary(scanner/ftp/anonynous) > set RHOSTS 192.168.1.1
RHOSTS => 192.168.1.1

nsfs auxiliary(scanner/ftp/anonynous) > run

[+] 192.168.1. 192.168.1.1:21 - Anonymous READ/WRITE (220-Microsoft FTP Service
226 Welcome to SWANSEA.ACCA Network!!l!) T

[+] 192.168.1.1:21 Scanned 1 of 1 hosts (106% complete)

[+] Auxiliary module execution completed

nsfs auxiliary(scanner/ftp/anonymous) > ftp 192.168.1.1
[*] exec: ftp 192.168.1.1 e

Connected to 192.168.1.1. =
220-Microsoft FTP Service

220 Welcome to SWANSEA.ACCA Network!!!!

Name (192.168.1.1:root): anonymous —

331 Anonymous access allowed, send identity (e-mail name) as password.
Password: =

230-Share your work files here!!!

230 User logged in. e

Remote system type is Windows NT.

ftp> 1s

200 PORT command successful.

125 Data connection already open/ Transfer starting

09-25-25 02:52PH 67 accb60ee. txt

09-25-25 03:08PH 10 important_file.txt
09-25-25 03:11PH 10 new_important_file.txt
09-25-25 12:39PH 32 test.txt

226 Transfer complete

ftp> get acch60eo. txt

local: acch6000.txt remote: accb600e.txt

200 PORT command successful

125 Data connection already open; Transfer starting

226 Transfer complete

67 bytes received in .01 secs (10.9726 kB/s)

ftp> get important file.txt

local: important_file.txt remote: important_file.txt

200 PORT command successful

125 Data connection already open; Transfer starting

226 Transfer complete. o
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msf5 auxiliary(scanner/ftp/anonymous) > ftp 192.168.1.1
[+] exec: ftp 192.168.1.1

Connected to 192.168.1.1.
220-Microsoft FTP Service

220 Welcome to SWANSEA.ACCA Network!!!!
Name (192.168.1.1:root): anonymous

331 Anonymous access allowed, send identity (e-mail name) as password.
Password

230-Share your work files here!!!

230 User logged in

Remote system type is Windows NT.

ftp> put hacked.txt s

local: hacked.txt remote: hacked.txt

200 PORT command successful

125 Data connection already ope
226 Transfer complete.
22 bytes sent in 0.00 secs (740.8405 kB/s)

ftp> s

200 PORT command successful

125 Data connection already open; Transfer starting

> my File !

Transfer starting.

04-10-26 06:58PH 22 hacked. txt
09-25-25 03:08PM 10 important file.txt
09-25-25 03:11PM 10 new_inportant_file.txt
09-25-25 12:39PM 32 test.txt

226 Transfer complete.
ftp> Il
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root@oshoxes:~# cat hacked.txt
iploaded by Andrey
root@oshoxes :~# [
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auxiliary(scanner/ftp/anonymous) > use auxiliary/scanner/ftp/anonymous
1575 auxiliary(scanner/ftp/anonymous) > set RHOSTS 192.168.2.1

15216621
% suciiiary (scansar/EtRIanIRID LTt

(41 192.168.2.1:21 - 192.168.2.1:21 (Anonynous READ (226 (vsFTPd 3.6.5)) [ e @Y '

(4] 192.166.2.1:21 Seanned 1 of 1 hSveidage complere) !

o1 AUxiliaryimoate Rt IR Tt

15f5 auxiliary(scanner/ftp/anonymous) > ftp 192.168.2.1
[*] exec: ftp 192.168.2.1

Connected to 192.168.2.1
220 (vsFTPd 3.0.5)

Name (192.168.2.1:ro0t): anonymous e

331 Please specify the password.

Password: -

230 Login successful.

Remote system type is UNIX.

jsing binary mode to transfer files

ftp> s

200 PORT command successful. Consider using PASV
150 Here comes the directory listing

226 Directory send OK.

ftp> put hacked.txt ==

local: hacked.txt remote: hacked.txt

200 PORT command successful. Consider using PASV
550 Permission der

fep> I

11
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Tabs Hi

root@osboxes: ~

1sf5 auxiliary(scanner/ftp/anonynous) > curl -X TRACE http://192.168.1.1
] exec: curl -X TRACE NTEP://192.168.1.1 -V e

' Trying 192.168.1.1:80
' TCP_NODELAY set

' Connected to 192.168.1.1 (192.168.1.1) port 80 (#0)
- TRACE / HTTP/1.1

- Host: 192.168.1.1

- User-Agent: curl/7.65.3

- Accept: */*

' Mark bundle as not supporting multiuse

HTTP/1.1 561 Not Implemented

Content-Type: text/html

server: Microsoft-115/10.0

< X-Powered-By: ASP.NET
Date: Sat, 11 Apr 2026 0:

Content-Length: 1508

DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtmll-strict.dtd">
html xmlns="http://www.u3.0rg/1999/xhtmL">

ead>

eta http-equiv="Content-Type" content="text/html; charset=is0-8859-1"/>

itle>501 - Header values specify a method that is not implemented.</title>

style type="text/css">

ody{nargin:0; font-size: .7en; font-fanily:Verdana, Arial, Helvetica, sans-serif;background:#EEEEEE;}
rieldset{padding:0 15px 10px 15px;}

11{font-size:2.4em;margin
2{font-size:1.7en;margin:o;
13{font-size:1.2en;margin: 10
header {width: 96; 60 0 6;padding:6px 2% 6px 2
ackground-color: #555555; }

scontent{nargin:0 © 0 2%;position: relative;}

content- container{background: #FFF;width: 96%;margin-top:8px;padding: 10px;position: relative;}

ont-family: "trebuchet Ms®, Verdana, sans-serif;color:#FFF;

<fieldset>
<h2>501 - Header values specify a method that is not implemented.</h2> “=
<h3>The page you are looking for cannot be displayed because a header value in the

request does not match certain configuration settings on the Web server. For example, a request header might specify a Po|
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root@osboxes: ~

File Edit arch Terminal Tabs Help

root@osboxes: ~

nsf5 auxiliary(scanner/ftp/anonynous) > use auxiliary/scanner/smb/smb2
msf5 auxiliary(scanner/smb/smb2) > set RHOSTS 192.168.1.10

RHOSTS => 192.168.1.10

nsf5 auxiliary(scanner/smnb/snb2) > run

[+] 192.168.1.10:445 - 192.168.1.10 supports SMB 2 [dialect 255.2] and has been online for 3727865 hours
192.168.1.10:445 - Scanned 1 of 1 hosts (100% complete)
Auxiliary module execution completed

nsf5 auxiliary(scanner/smb/smb2) >

L @€
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