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ABSTRACT
Moda House was developed as a full-stack fashion e-commerce prototype. The purpose of the project was to examine how a customer application, an administrator application and a personalised recommendation feature could work through the same application data. The submitted system uses separate React and TypeScript interfaces, an Express API, JSON persistence and local image uploads. Its main functions include product search and filtering, image galleries, wishlist and basket features, size-level stock, test checkout, order tracking and administration. The recommendation service builds a profile for the signed-in user and starts after a small amount of interaction data has been collected. It ranks locally eligible products and can use OpenAI as an optional reranking step, with a local fallback when the external service is unavailable. Evaluation was based on the supplied source, TypeScript checks and isolated HTTP scenarios. The review confirmed that the main workflows are connected, but it also found important prototype limits, including SHA-256 password storage, non-expiring custom tokens, direct JSON writes, weak upload validation, incomplete stock recovery and recommendation score saturation. The project is therefore presented as a substantial academic prototype rather than a commercial system.
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[bookmark: _Toc236271198][bookmark: _Toc236272866]1.0 INTRODUCTION
[bookmark: _Toc236271199][bookmark: _Toc236272867]1.1 Background
Buying clothing online removes the chance to inspect a product physically. Images, size options, price and availability therefore need to be clear and consistent from the product page to checkout. Research shows that online-shopping behaviour is influenced by perceived benefit, risk and previous experience [1]. In Moda House, visual design was treated as part of the system, but not as proof that the underlying workflow was correct.
Personalised recommendations can make a catalogue easier to browse, but they depend on user data. This creates privacy and transparency concerns. Research on GDPR and e-commerce analytics shows that useful data services can also bring compliance and trust costs [2]. Moda House therefore keeps the main filtering and scoring on the server and treats the external reranker as optional.
The project also needed to work on smaller screens and survive more than a normal demonstration. Mobile usability research stresses clear structure and useful content [3]. Work on evolving REST APIs supports testing failed and repeated requests [4], while accessibility research shows that a visually complete page may still exclude blind or low-vision users [5].
[bookmark: _Toc236271200][bookmark: _Toc236272868]1.2 Problem Statement and Research Question
The technical problem was keeping the customer interface, administrator interface, API and JSON data consistent. The server had to use its own price, protect administrator routes and avoid unsuitable recommendations. Source inspection also revealed weaker cases: missing sizes can fall back to total stock, duplicate lines can reuse the same quantity, and rejected orders do not restore stock. These issues were included in the evaluation.
The research question was: How can a final-year full-stack fashion e-commerce prototype integrate customer and administrator workflows with explainable per-user recommendations when interaction data, infrastructure and evaluation time are limited?
[bookmark: _Toc236271201][bookmark: _Toc236272869]1.3 Aim and Objectives
The aim was to design, implement and critically evaluate Moda House as a full-stack fashion e-commerce prototype with role-specific interfaces, size-based stock and explainable personalised recommendations. Table 1 lists the objectives used to assess the final system.

[bookmark: _Toc236273753]Table 1 Project objectives
	ID
	Objective

	1
	Review recent work on e-commerce usability, accessibility, recommendations, privacy and software assurance, and relate it to the project.

	2
	Develop responsive customer and administrator interfaces for the main shopping and management tasks.

	3
	Implement a TypeScript and Express API with validation, authentication, role checks and JSON persistence.

	4
	Connect the catalogue, wishlist, basket, size stock, test checkout, order tracking and rewards.

	5
	Implement a per-user recommendation service with a readiness threshold, local reasons, optional OpenAI reranking and fallback.

	6
	Evaluate the final repository through source inspection, repeatable HTTP checks and a clear account of the remaining weaknesses.



[bookmark: _Toc236271202][bookmark: _Toc236272870]1.4 Scope of the Project
The customer application covers registration, login, product discovery, search, filtering, galleries, wishlist, basket, checkout, account details, addresses, order history, rewards and vouchers. The administrator application covers product maintenance, image uploads, stock by size, order status, tracking and summary views. Cash on delivery is available as a test checkout method. Card and PayPal screens are demonstrations only because no payment gateway is connected.
The project remains an academic prototype. Data are stored in one JSON file, images remain on the server, and some customer state is kept in localStorage. Smart Description and the Order Assistant are rule-based. The administrator login also displays demo credentials for marking. These would have to be removed before deployment. All catalogue, account and order records discussed here are demonstration data.
[bookmark: _Toc236271203][bookmark: _Toc236272871]1.5 Dissertation Structure
Chapter 2 reviews the research and defines the project gap. Chapter 3 explains the development approach, technologies, requirements, architecture and data handling. Chapter 4 discusses the implementation and remaining weaknesses. Chapter 5 presents the verification results. Chapter 6 gives conclusions and priorities for further work, while Chapter 7 reflects on the development process.
[bookmark: _Toc236271204][bookmark: _Toc236272872]2.0 LITERATURE REVIEW
[bookmark: _Toc236271205][bookmark: _Toc236272873]2.1 Review of Existing Research and Related Work
Cold start occurs when a new user has little interaction history. Wang et al. address it by transferring information from another domain [6]. That approach needs linked browsing data and model training, which were outside this project. Moda House instead waits for a small amount of wishlist or order activity and then uses attributes already stored in the catalogue.
Complexity alone does not improve a recommender. Green AI research considers performance alongside resource use [7], Zanon et al. examine accuracy against diversity [8], and Subahi treats sustainability as a software requirement [9]. These studies supported a local-first approach instead of adding a trained model mainly for appearance.
Bucko et al. discuss authentication that goes beyond a basic signed token [10]. Moda House reloads the user and applies server-side role checks, but passwords still use unsalted SHA-256, tokens do not expire and raw identifiers remain compatible. The literature is therefore used as a benchmark for what is missing, not as evidence of production security.
Fashion inventory becomes more difficult when colour and size create separate stock units [11]. Moda House uses stockBySize and server-side prices. However, a missing size key falls back to total product stock instead of being rejected. The API follows a client-server pattern [12], but centralising a rule does not help if that rule is incomplete.
Trust and satisfaction are closely linked in e-commerce [13], and privacy decisions can affect the wider supply chain [14]. Prices, stock and the first recommendation filter remain local in Moda House. The optional external call receives a derived profile and selected candidates rather than passwords or addresses. This reduces exposure, but it is not a full privacy assessment.
Fashion recommendation research covers content-based, collaborative, visual and hybrid methods [15], [16]. Privacy-preserving work also shows that protecting user information may reduce recommendation utility [17]. Moda House uses a simpler hybrid arrangement. The local stage is attribute-based and deterministic, while the external service may rerank the already accepted candidates. This is practical for a small catalogue, but it cannot learn the deeper visual or behavioural relationships reported in larger studies.
Recommendation explanations should reflect the actual ranking. Fashion-retail research links usability with satisfaction and purchase intention [18], while Oncioiu connects transparency with user control [19]. Multimodal systems can learn from both image and text [20]. Moda House uses simpler stored attributes, so its reasons are easier to trace but limited by manual weights.
Mobile-commerce research emphasises usefulness and clear flow [21]. Masri and Al-Jabi present a fuller hybrid fashion recommender but also note simulated-data limits [22]. Research on explanation paths [23] and inventory uncertainty [24] further positions Moda House as a smaller engineering prototype, not a comparable commercial system.
Felfernig et al. broaden recommender evaluation to environmental, social and economic measures [25]. Li et al. connect clothing attributes to explanations [26], while Markchom et al. offer an image-aware alternative [27]. Moda House can test category constraints, exclusions and fallback, but not whether users find results relevant, diverse or sustainable.
Incremental development suits projects where understanding changes through working code [28]. React state choices should also match application scale [29]. Local state helped early development, but both main entry files became large and harder to test. B2C user-experience research further supports evaluating a complete shopping path rather than one page [30].

[bookmark: _Toc236273754]Table 2 Comparison with selected related work
	Study
	Approach
	How it informed Moda House
	Limit of the comparison

	Wang et al. [6]
	Cross-domain deep recommendation
	Cold start needs an explicit strategy
	Requires external browsing data and model training

	Chakraborty et al. [16]
	Review of fashion recommenders
	Supports a hybrid and attribute-aware comparison
	Does not validate this implementation

	Masri and Al-Jabi [22]
	Hybrid fashion system with ranking metrics
	Shows how hybrid systems can be evaluated
	Uses a different algorithm and simulated closets

	Li et al. [26]
	Attribute-aware clothing explanations
	Links attributes to recommendation reasons
	Targets outfit compatibility, not this product-ranking task

	Markchom et al. [27]
	Visually aware explainable recommender
	Shows an advanced image-based alternative
	No comparable image-training dataset exists here

	Sartaj et al. [4]
	REST regression testing study
	Supports negative and evolving API tests
	Different domain and substantially larger system



[bookmark: _Toc236271206][bookmark: _Toc236272874]2.2 Rationale and Research Gap
The reviewed literature contains advanced work on recommendations, usability, accessibility, privacy and inventory. Much of it assumes larger datasets, trained models, formal user studies or commercial infrastructure. Those assumptions do not match a final-year prototype. The gap addressed by Moda House is therefore practical: how far can these ideas be combined in one inspectable system when the data and infrastructure are limited?
The project does not introduce a new retail idea or algorithm. Its contribution is practical integration: two interfaces, one API, size stock, a synthetic order flow and per-user recommendations with fallback. The evaluation also focuses on weak connections, because a polished screen can hide inconsistent stock, permissive authentication or misleading scores.
[bookmark: _Toc236271207][bookmark: _Toc236272875]3.0 METHODOLOGY
[bookmark: _Toc236271208][bookmark: _Toc236272876]3.1 System Development Approach
Development was iterative and loosely based on Agile principles, but it was not formal Scrum. The work was completed individually, without team roles or measured sprints. The system grew from catalogue and authentication to wishlist, basket, checkout, administration, images and recommendations. Requirements changed when full workflows exposed issues, particularly around stock by size.
The GitHub archive was used as the main implementation evidence. Claims were traced to source files and checked, where possible, through HTTP scenarios using a copied JSON database. This was necessary because earlier drafts described some planned improvements as completed work. The final evaluation therefore records failed cases as well as successful demonstrations.
[bookmark: _Toc236271209][bookmark: _Toc236272877]3.2 Tools and Technologies
Both interfaces use React, TypeScript and Vite. React suited repeated cards and forms, TypeScript helped catch data-shape mistakes, and Vite kept local development simple. The drawback is that much of the customer and administrator logic remains in two large main.tsx files. This was quick to build but now makes reuse and isolated testing harder.
The server uses Node.js, Express and Zod. Express keeps route and middleware code relatively easy to follow, and Zod checks the main request bodies before business logic runs. Helmet, CORS and rate limiting add basic defensive controls. Data are stored in JSON because the file is portable and easy to inspect during a demonstration. That choice also creates clear limits. There are no transactions, foreign keys or protection against separate server processes writing at the same time.
The recommendation service ranks products locally and can call the OpenAI Responses API when configured. An eight-second timeout returns the system to local results if the request fails. This keeps the shopping page independent from a paid service and leaves the core logic visible. Live relevance, latency and cost of the external path were not tested.
[bookmark: _Toc236271210][bookmark: _Toc236272878]3.3 System Requirements

[bookmark: _Toc236273755]Table 3 Requirements and verification basis
	ID
	Requirement
	Evidence used

	FR1
	Register, log in and separate customer and administrator access
	Source inspection and positive/negative HTTP checks

	FR2
	Browse, search, filter and inspect products with several images
	Customer source and illustrative interface evidence

	FR3
	Maintain products, categories, images, sizes and stock
	Administrator and protected product routes

	FR4
	Check item quantity against variation stock and calculate the price on the server.
	Checkout source, isolated stock cases and the unsupported-size fallback found in code.

	FR5
	Create and track synthetic orders and award rewards on completion
	Order routes and status checks

	FR6
	Create a separate recommendation profile for the signed-in user
	Recommendation source, cold-start and four-signal cases

	NFR1
	Reject invalid input and protect administrator routes
	Zod validation, auth middleware and HTTP 400/401/403 results

	NFR2
	Remain usable when optional OpenAI is not configured
	Observed local mode and code-level fallback

	NFR3
	Present clear prototype limits and synthetic data provenance
	Claim audit, report wording and appendices



[bookmark: _Toc236271211][bookmark: _Toc236272879]3.4 System Architecture and Design
Figure 1 shows the two interfaces sharing one Express API. The API handles authentication, product validation, checkout, status changes and recommendations. Images come from a local uploads folder and state is stored in db.json. The administrator page displays demo login details for assessment, which is convenient locally but unsuitable for deployment.
[image: ]
[bookmark: _Toc236272904]Figure 1
Verified Moda House system architecture
The main relationships are shown in Figure 2. Users, products, wishlist entries and orders are stored as arrays inside one JSON object. Order items copy product details such as title, selected size, quantity and server price at the time of checkout. This helps preserve what the synthetic order contained, although the model does not enforce relational integrity. A product can still be deleted while an order refers to it, because the JSON layer has no foreign-key rule.
[image: ]
[bookmark: _Toc236272905]Figure 2
Final JSON data relationships
[bookmark: _Toc236271212][bookmark: _Toc236272880]3.5 Data Collection and Processing
No real customer, payment, sales or revenue data were collected. The accounts, addresses, products and orders used during development are demonstration records. The report therefore discusses how the code processes them rather than how many records exist. Before public sharing, the JSON file should use clearly fictional contact details, such as reserved test email domains and non-personal addresses, because realistic-looking data can still create unnecessary privacy concerns.
Five comments were provided as informal formative feedback and were anonymised as P1-P5. They helped identify themes such as image inspection, stock visibility and cash on delivery. They were not gathered through a controlled sample or validated questionnaire, so no percentages, task times or demographic claims are made. The work does not present the comments as formal participant research.
[bookmark: _Toc236271213][bookmark: _Toc236272881]4.0 IMPLEMENTATION AND DEVELOPMENT
[bookmark: _Toc236271214][bookmark: _Toc236272882]4.1 Customer, Administrator and Persistence Layers
The customer application maps routes to catalogue, search, product, wishlist, bag, checkout, authentication and account views. Products come from GET /api/products, so both interfaces use the same catalogue. Basket, theme and reviews are browser-local, while wishlist, account and orders use the API. This is simple for a prototype but does not support a cross-device basket.
The administrator application supports product maintenance, images, size stock, order status, tracking and reports. Smart Description is part of the product form. The login page and README expose demonstration administrator details to simplify assessment. A deployed system would need protected administrator provisioning and removal of all visible default credentials.
[bookmark: _Toc236271215][bookmark: _Toc236272883]4.2 Authentication and Access Control
Registration checks the email and password pattern, removes angle brackets from the name and stores the password with a sha256$ prefix. The verification function also accepts a legacy plaintext value. This allows older demo accounts to continue working, but it is not safe password storage. SHA-256 is fast, unsalted and unsuitable for resisting password guessing. A password-specific method such as Argon2id, scrypt or bcrypt would be required before deployment.
Authentication uses a custom HMAC-SHA256 token containing the user identifier, role and issue time. The middleware checks the signature, reloads the user and takes the role from server data. However, the token has no expiry or revocation, and a raw user identifier can be accepted as a bearer token. The HTTP test confirmed this weakness.
Helmet, CORS and rate limiting provide useful protection around the routes. The general limiter reduces repeated requests and the stricter limiter covers login and registration. These measures do not solve the password and token weaknesses described above. The signature is also compared as a normal string, and malformed token handling could be more defensive. The controls are suitable for a local prototype only when the application is not exposed as a real service.
[bookmark: _Toc236271216][bookmark: _Toc236272884]4.3 Product Information, Images and Interface Behaviour
A product record stores its name, slug, category, colour, price, previous price, sizes, stockBySize, total stock, description, image URLs, flags, rating and demonstration ranking fields. The product page shows thumbnails, a main image, the selected size and quantity controls. Figure 3 presents this view. Keeping the variation data in the product record made it possible to show size availability and to edit the same values from administration.
[image: ]
[bookmark: _Toc236272906]Figure 3
Product gallery, selected size and enlarged-image entry point

The enlarged image overlay improves visual inspection and provides previous, next and close controls. It is not a complete accessible dialog. Focus is not moved or trapped, Escape and arrow keys are unsupported, and focus is not returned to the trigger. Some image alternative text also needs improvement.
Uploads use Multer with a 10 MB limit and a server-generated filename. The filter allows a file when either the MIME type or the filename extension appears in the accepted list. It does not read the file content. During verification, text presented as a JPEG was accepted. This demonstrates why browser metadata is not enough. A stronger implementation would decode the image, reject malformed content and store transformed files in managed object storage.
[bookmark: _Toc236271217][bookmark: _Toc236272885]4.4 Size-Level Stock, Checkout and Order Lifecycle
Checkout validates the request with Zod and reloads each product. It copies the server price, so a modified browser price is ignored. The stock check uses stockBySize when the submitted key exists, but otherwise falls back to total stock. An unsupported size can therefore pass when aggregate stock is positive and should instead be rejected.
Repeated lines for the same product and size are checked separately, so each can pass against the same available quantity. The route also uses direct read-modify-write JSON operations. Without a transaction or lock, closely timed requests may act on stale stock. These problems are easy to miss in a single-user demo but matter in an order system.
Administrators can set pending, accepted, rejected or completed status. Acceptance requires a tracking number, and completion awards reward points once. The implementation does not define a strict transition graph. A completed order can later be marked rejected, and rejecting an order does not restore the stock reduced during checkout. Products referenced by active orders can also be removed. The interface presents an order lifecycle, but the server does not fully enforce it.
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[bookmark: _Toc236272907]Figure 4
Implemented test checkout and order-state flow

Demo cards are checked with the Luhn algorithm and stored only as provider, brand, last four digits and expiry. No payment is processed. Cash on delivery is the only option reflected in order timing. Rewards and vouchers are present, although vouchers are not used at checkout. These are prototype features rather than payment or loyalty integrations.
[bookmark: _Toc236271218][bookmark: _Toc236272886]4.5 Rule-Based Helpers, Postcode Verification and Reports
Smart Description builds a fixed sentence from the title, colour and category, which the administrator can edit. The Order Assistant also follows rules and returns stored order information. Neither feature sends a generative AI request, so both are described as helpers rather than AI systems.
Postcode verification calls postcodes.io from the server. A successful response can return the postcode, city, county and country. Provider failure is handled as an HTTP 500 response. In the isolated environment the external request did not complete successfully, so only the dependency and error path could be confirmed. Adding a timeout and a clear unavailable state would prevent a temporary provider problem from blocking address entry.
The reports screen derives totals and a low-stock view from the same JSON products and orders used elsewhere. These demonstration values are excluded from the findings and do not represent revenue, customer demand or business performance.
[bookmark: _Toc236271219][bookmark: _Toc236272887]4.6 Hybrid Explainable Recommendation Service
GET /api/recommendations/me builds a profile for the authenticated user. It reads that user's wishlist and every stored order, then calculates category, colour, size, average price, sale and new-item preferences. Purchased and wishlisted product identifiers are kept so they can be excluded from the result. The per-user separation worked in source inspection and HTTP verification.
Personalisation starts when itemCount reaches four. This is not limited to four unique successful choices. Order quantity contributes to the count and orders are not filtered by status, so rejected or pending activity can influence the profile. The threshold avoids an empty profile, but the evidence used to reach it needs stronger rules.

[bookmark: _Toc236273756]Table 4 Implemented local recommendation score
	Component
	Implementation

	Base
	Every eligible product starts at 20.

	Category
	Stored category weight multiplied by 12.

	Colour
	Stored colour weight multiplied by 6.

	Size
	Highest matching preferred-size weight multiplied by 2.

	Price
	Closeness to average observed price contributes up to 8.

	Sale and new
	Affinity ratios contribute up to 6 and 4 respectively.

	Popularity and rating
	Synthetic popularity multiplied by 0.8 and rating multiplied by 2.

	Output
	The total is rounded and clamped between 0 and 100; up to three signal phrases form the local reason.



The local score begins with a base value and then adds category, colour, size, price, sale, new-item, popularity and rating contributions. Category receives the strongest weight. This helps keep the result inside the learned category, but the scale reaches its maximum too easily. In the focused test, all returned products received 100. The displayed percentage therefore looks more precise than the ranking really is. Rescaling the components would make the score more useful to the customer.
With an API key, the service sends a derived profile and locally eligible candidates to OpenAI. It requests structured JSON and uses an eight-second timeout. Failure returns the local result. The response can reorder approved products and change scores or reasons, but cannot introduce a new product. Live quality and cost were not evaluated.
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[bookmark: _Toc236272908]Figure 5
Implemented recommendation workflow and fallback

[bookmark: _Toc236271220][bookmark: _Toc236272888]5.0 TESTING AND EVALUATION
[bookmark: _Toc236271221][bookmark: _Toc236272889]5.1 Verification Strategy and Environment
Evaluation combined source inspection, TypeScript checks and isolated HTTP verification. The GitHub archive and JSON data were copied before testing. Temporary users, products, wishlist entries and orders were created only in that copy. This made the checks repeatable, although they were not part of a maintained test suite in the repository.
The GitHub download contains package manifests and lock files but does not contain node_modules. Dependencies were restored in an isolated environment using the supplied package information, after which the TypeScript compiler completed for the server, customer and administrator sources without diagnostics. The server was then started against disposable data. The repository itself has no test script, CI workflow or browser automation, so the verification files used for this report are external to the submitted source.

[bookmark: _Toc236273757]Table 5 Build and runtime verification
	Area
	Action
	Observed result
	What the result shows

	Server source type-check
	Restore dependencies from lock file and run TypeScript compiler.
	Exit 0; no diagnostics.
	The server source type-checked in the isolated environment.

	Customer source type-check
	Restore dependencies from lock file and run TypeScript compiler.
	Exit 0; no diagnostics.
	The customer source type-checked in the isolated environment.

	Administrator source type-check
	Restore dependencies from lock file and run TypeScript compiler.
	Exit 0; no diagnostics.
	The administrator source type-checked in the isolated environment.

	Runtime verification
	Start the compiled API against a disposable JSON copy.
	Health route returned HTTP 200
	Confirms the local runtime only; it is not a production deployment test.

	HTTP verification
	Run 29 isolated positive, negative and repeated scenarios
	22 expected behaviours; 7 issues
	Shows the observed API behaviour, including seven issues.



[bookmark: _Toc236271222][bookmark: _Toc236272890]5.2 Authentication, Catalogue and Order Results
Authentication checks covered registration, duplicate email, incorrect login and customer/administrator access. Public responses did not expose stored passwords, and a customer was denied the administrator summary. The raw-identifier test failed: the identifier was accepted as a bearer token and returned the profile, confirming the middleware weakness.
Catalogue and wishlist scenarios retrieved products, created a temporary administrator product, added wishlist signals and prevented a duplicate wishlist row. The recommendation endpoint stayed in cold-start mode before the threshold and changed to local personalised mode afterwards. Checkout rejected a quantity above the available size and used the server price for a valid synthetic order. These results show that the principal workflow is connected under normal input.
Negative and repeated cases exposed the main integrity problems. Rejection did not restore stock, duplicate lines could exceed availability, completed status could become rejected, and products in pending orders could be deleted. Upload validation accepted text labelled as an image. Source inspection also found the unsupported-size fallback, which was not included in the original 29-request matrix.

[bookmark: _Toc236273758]Table 6 Selected HTTP verification results
	ID
	Case
	Expected or intended result
	Observed result
	Outcome

	T03
	Weak registration
	HTTP 400
	HTTP 400
	Pass

	T04
	Valid registration
	Customer created; password omitted
	HTTP 201; password omitted
	Pass

	T08
	Raw user ID as bearer token
	HTTP 401
	HTTP 200 and user returned
	Issue

	T09
	Customer opens admin summary
	HTTP 403
	HTTP 403
	Pass

	T11
	Recommendation with no signals
	Not ready; no products
	Not ready; no products
	Pass

	T14
	Four same-category wishlist items
	Focused local recommendations
	Women focus; known products excluded
	Pass with score limitation

	T16
	Quantity above selected-size stock
	HTTP 409
	HTTP 409
	Pass

	T17
	Valid synthetic checkout
	Pending order using server price
	HTTP 201; pending; server price
	Pass

	T19
	Reject pending order
	Restore reserved quantity
	Status rejected; stock remained zero
	Issue

	T20
	Duplicate lines against one unit
	Reject combined quantity
	HTTP 201 record for a quantity above; stock zero
	Issue

	T21
	Accept without tracking
	HTTP 400
	HTTP 400
	Pass

	T24
	Completed to rejected
	Reject invalid transition
	HTTP 200; status changed
	Issue

	T25
	Delete product in pending order
	Block deletion
	HTTP 200; product deleted
	Issue

	T26
	Text file named .jpg
	Reject upload
	HTTP 201; URL returned
	Issue

	T28
	Valid demonstration card
	Store masked metadata only
	Visa and last four digits stored
	Pass

	T29
	Postcode provider unavailable
	Clear bounded failure
	HTTP 500; no graceful fallback
	Issue



[bookmark: _Toc236271223][bookmark: _Toc236272891]5.3 Recommendation Evaluation
With no wishlist or order evidence, the recommendation response correctly reported that the profile was not ready. After the configured wishlist threshold was reached, the result focused on the expected category, removed known products and returned local reasons. A separate user produced a separate profile. These checks support the basic per-user and exclusion behaviour.
The score was less convincing than the filtering. All twelve same-category results reached 100, so the percentage did not distinguish them. A rejected higher-quantity order could also make the profile ready. The code is working as written, but the chosen evidence and weighting do not yet form a strong preference model.

[bookmark: _Toc236273759]Table 7 Recommendation findings
	Scenario
	Observed behaviour
	What this means

	No wishlist or orders
	isReady false and empty product list
	Cold-start state is visible rather than disguised as personalisation.

	Configured same-category wishlist threshold
	Women focus; known items excluded; local mode
	Category and exclusion constraints work.

	Displayed scores
	All twelve results scored 100
	Score scale is saturated and not calibrated.

	Rejected higher-quantity test record
	Profile becomes ready and uses Men evidence
	Order status and quantity can create misleading preference evidence.

	OpenAI absent
	Local result returned
	Fallback is implemented.

	OpenAI live quality
	Not executed in this evaluation
	No claim can be made about relevance, latency or cost benefit.



There was no labelled relevance set, real interaction history, A/B test or independent judgement of which products a user should prefer. Measures such as precision, recall and NDCG were not calculated. The evaluation can show whether the implemented constraints and fallback behave consistently. It cannot show that the recommendation order is accurate or that it improves shopping decisions.
[bookmark: _Toc236271224][bookmark: _Toc236272892]5.4 Interface and Accessibility Evaluation
The interface review confirmed responsive customer pages, product thumbnails, size information, search, filtering, checkout choices and a separate administrator area. At narrow widths, the customer layout adapts reasonably well. The administrator sidebar disappears without a full replacement navigation control, so some management views would be difficult to reach on a phone.
Accessibility was reviewed from the source and rendered interface rather than through a formal assistive-technology study. The overlay lacks dialog semantics and keyboard focus management, some image descriptions are limited, and several dynamic messages rely mainly on visual change. These observations are useful, but they do not establish WCAG conformance or the experience of a screen-reader user. Manual keyboard, zoom and screen-reader tasks are still required.
[bookmark: _Toc236271225][bookmark: _Toc236272893]5.5 Formative Feedback, Objectives and Threats to Validity

[bookmark: _Toc236273760]Table 8 Informal formative feedback and response
	ID
	Comment theme
	Response visible in the project
	Limit of the feedback

	P1
	Clarify differentiation and novelty
	Research gap focuses on integration and explainable low-data personalisation
	No claim of a new algorithm or new retail domain.

	P2
	Make product images easier to inspect
	Thumbnails, larger overlay, previous/next controls and counter
	No controlled visual-usability or accessibility study.

	P3
	Show stock and low-stock conditions
	stockBySize, checkout validation and administrator low-stock report
	No automatic alert; rejected stock is not restored.

	P4
	Add cash on delivery
	Cash is available at checkout
	Card and PayPal remain simulations.

	P5
	Positive reaction to appearance
	Retained as contextual feedback
	Not evidence of production readiness or general usability.



The objectives were met at different levels. The interfaces, API and recommendation path exist, and the normal flows were confirmed. Several rules remain unsafe or incomplete. The same person developed the project, selected the checks and interpreted the results, which may introduce bias. Synthetic data and a local runtime also provide little evidence about scale, real preferences or accessibility in use.
[bookmark: _Toc236271226][bookmark: _Toc236272894]6.0 CONCLUSION AND RECOMMENDATIONS
[bookmark: _Toc236271227][bookmark: _Toc236272895]6.1 Conclusion
Moda House shows that a final-year project can connect customer and administrator functions, server-side prices, stock by size and per-user recommendations in one prototype. The recommendation path is understandable from the source and still works without OpenAI. Both interfaces use the same product and order data, which was a central project aim.
The evaluation also shows why the system is not ready for public deployment. Password storage, token handling, direct JSON writes, unsupported-size fallback, duplicate-line stock checks, unrestricted status changes and metadata-only uploads require further work. Recommendation scores are saturated and order evidence lacks enough status filtering. These issues affect security, consistency and personalisation, so the foundations should be improved before more visible features are added.
[bookmark: _Toc236271228][bookmark: _Toc236272896]6.2 Prioritised Recommendations

[bookmark: _Toc236273761]Table 9 Prioritised future work
	Priority
	Current limitation
	Recommended next step

	1
	SHA-256 passwords, non-expiring custom tokens and raw-identifier compatibility
	Use Argon2id or scrypt, mandatory secrets, expiring sessions and verifiable reset tokens.

	2
	Direct JSON persistence without transactions or constraints
	Migrate to PostgreSQL with schema migrations and transactional stock updates.

	3
	Unsupported-size fallback, duplicate-line overselling, unrestricted status changes and no stock reversal
	Reject sizes not declared by the product, aggregate repeated lines, define valid transitions and restore stock once.

	4
	Metadata-only upload filter and local file storage
	Inspect decoded file content, transform images and use managed object storage.

	5
	No in-repository automated test suite
	Add unit, API integration and browser regression tests with a pinned CI environment.

	6
	Recommendation score saturation and unfiltered order evidence
	Rescale components, filter valid positive states and evaluate against labelled relevance tasks.

	7
	Source-only accessibility assessment
	Perform keyboard, screen-reader, zoom and task-based accessibility evaluation.

	8
	Dependencies are not stored in the GitHub archive and the repository has no CI test workflow
	Pin versions, install from lock files and verify the server and both Vite applications in CI.



[bookmark: _Toc236271229][bookmark: _Toc236272897]7.0 REFLECTION
The biggest lesson from the project was that completing a page is not the same as completing a workflow. I first thought stock by size would mainly affect the product page and the administrator form. It also affected basket data, checkout, saved order items and what should happen after rejection. Looking through the whole path showed problems that were not obvious while testing one screen at a time.
Authentication produced a similar change in my thinking. The login worked and the administrator route had a role check, so the feature initially felt finished. Reading the final middleware more carefully showed that passwords were still using SHA-256, tokens never expired and a raw identifier could be accepted. I learned that a feature can be functional for a demonstration and still have a weak security design.
The recommendation service was the part I found most interesting. It builds a separate profile and does more than show random products. At the same time, the tests showed that all focused results could reach 100 and that rejected order data could influence the profile. This was useful because it separated two questions: whether the feature runs, and whether its scoring is meaningful. I would now design the evidence rules and evaluation method before adjusting the weights.
I also became more careful about the wording used in the report. Earlier versions described some planned improvements more confidently than the source allowed. Checking each statement against the GitHub files took longer, but it made the final discussion more honest. It also gave me a better understanding of the code, because I had to follow the data rather than rely on how the interface looked.
If I restarted the project, I would introduce a relational database, API tests and a clearer frontend structure much earlier. I would remove demo credentials from the normal interface and use obviously fictional public data from the start. Accessibility checks would also begin with the gallery and forms, not near the end. The project improved both my technical confidence and my judgement about what counts as complete.
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[bookmark: _Toc236271232][bookmark: _Toc236272900]Appendix A - Source Code Map
Table A.1 identifies the source files used during the final verification. The customer and administrator entry files are too large to reproduce in full, so the following appendix includes selected sections that support the main technical discussion.

Table A. 1 Source code map
	Location
	Verified responsibility

	client/src/main.tsx
	Customer routes, catalogue, gallery, local reviews, wishlist, basket, checkout, account, recommendations and Order Assistant.

	client/src/styles/main.css
	Customer layout, gallery, modal and responsive breakpoints.

	admin/src/main.tsx
	Product form, deterministic description helper, image upload loop, size stock, orders, customers and reports.

	admin/src/styles/admin.css
	Administrator layout and mobile breakpoint.

	server/src/index.ts
	Express construction, Helmet, CORS, rate limits, static uploads and route registration.

	server/src/models/db.ts
	Types, SHA-256/plaintext password compatibility, JSON normalisation and direct file persistence.

	server/src/middleware/auth.ts
	Custom HMAC token issue/verification, raw-ID compatibility and administrator role check.

	server/src/routes/auth.routes.ts
	Registration, login, password reset, account data, vouchers, demonstration cards, addresses and postcode calls.

	server/src/routes/products.routes.ts
	Product validation, CRUD and metadata-based upload filter.

	server/src/routes/orders.routes.ts
	Selected-size stock checks, server price, stock decrement, status, tracking and rewards.

	server/src/routes/wishlist.routes.ts
	Per-user wishlist add, list and remove.

	server/src/services/aiRecommendations.ts
	Per-user profile, readiness, focus, local score, optional OpenAI request and fallback.

	server/data/db.json
	Demonstration catalogue and synthetic operational state.
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[bookmark: _Toc236271233][bookmark: _Toc236272901]Appendix B - Selected Source Code Listings
The project contains more source code than would be useful in a written report. The listings below were selected because they show the mechanisms and limitations discussed in Chapters 4 and 5. Github 
Source: server/src/models/db.ts; reproduced from the supplied repository. Relevance: This listing shows the actual SHA-256 prefix, plaintext compatibility and synchronous JSON read/write behaviour. It supports the security and persistence limitations discussed in Chapters 4 and 5.
	 138  export function hashPassword(password: string) {
 139    return 'sha256$' + crypto.createHash('sha256').update(password).digest('hex');
 140  }
 141  
 142  export function verifyPassword(password: string, stored: string) {
 143    if (stored.startsWith('sha256$')) return hashPassword(password) === stored;
 144    return stored === password;
 145  }



	 185  export function loadDB(): DB {
 186    if (!fs.existsSync(dataDir)) fs.mkdirSync(dataDir);
 187  
 188    if (!fs.existsSync(dbPath)) {
 189      fs.writeFileSync(dbPath, JSON.stringify(seed,null,2));
 190    }
 191  
 192    return normalizeDB(JSON.parse(fs.readFileSync(dbPath,'utf8')));
 193  }
 194  
 195  export function saveDB(db: DB) {
 196    fs.writeFileSync(dbPath, JSON.stringify(normalizeDB(db),null,2));
 197  }




Listing B.2 Custom token verification and role middleware
Source: server/src/middleware/auth.ts; reproduced from the supplied repository. Relevance: The listing shows the development-secret fallback, absence of expiry and explicit raw-user-identifier compatibility. It also shows that the current role is reloaded before adminOnly is applied.
	   7  const secret = process.env.JWT_SECRET || 'moda-house-dev-secret';
   8  const b64 = (input: string | Buffer) => Buffer.from(input).toString('base64url');
   9  
  10  export function signToken(user: User) {
  11    const header = b64(JSON.stringify({ alg:'HS256', typ:'JWT' }));
  12    const payload = b64(JSON.stringify({ sub:user.id, role:user.role, iat:Math.floor(Date.now()/1000) }));
  13    const signature = crypto.createHmac('sha256', secret).update(`${header}.${payload}`).digest('base64url');
  14    return `${header}.${payload}.${signature}`;
  15  }
  16  
  17  function verifyToken(token: string) {
  18    if (!token.includes('.')) return { sub: token }; // backwards compatibility with old user-id tokens
  19    const [header, payload, signature] = token.split('.');
  20    const expected = crypto.createHmac('sha256', secret).update(`${header}.${payload}`).digest('base64url');
  21    if (signature !== expected) return null;
  22    return JSON.parse(Buffer.from(payload, 'base64url').toString('utf8')) as { sub: string };
  23  }
  24  
  25  export function auth(req: Request, res: Response, next: NextFunction) {
  26    const token = req.headers.authorization?.replace('Bearer ', '');
  27    if (!token) return res.status(401).json({ message: 'Missing token' });
  28    const payload = verifyToken(token);
  29    if (!payload?.sub) return res.status(401).json({ message: 'Invalid token' });
  30    const user = loadDB().users.find(u => u.id === payload.sub);
  31    if (!user) return res.status(401).json({ message: 'Invalid token' });
  32    req.user = user;
  33    next();
  34  }
  35  
  36  export function adminOnly(req: Request, res: Response, next: NextFunction) {
  37    if (req.user?.role !== 'admin') return res.status(403).json({ message: 'Admin only' });
  38    next();
  39  }




Listing B.3 API security middleware and route registration
Source: server/src/index.ts; reproduced from the supplied repository. Relevance: This section supports the claims about Helmet, CORS and rate limiting and shows the single Express API used by both interfaces.
	  32  const generalLimiter = rateLimit({
  33    windowMs: 15 * 60 * 1000,
  34    max: Number(process.env.RATE_LIMIT_MAX || 1200),
  35    message: { message: 'Too many requests. Please try again later.' }
  36  });
  37  
  38  const authLimiter = rateLimit({
  39    windowMs: 10 * 60 * 1000,
  40    max: Number(process.env.AUTH_RATE_LIMIT_MAX || 8),
  41    message: { message: 'Too many login attempts. Please try again later.' }
  42  });
  43  
  44  app.use(helmet({
  45    crossOriginResourcePolicy: false
  46  }));
  47  
  48  app.use(cors({
  49    origin: [
  50      process.env.CLIENT_URL || 'http://localhost:5173',
  51      process.env.ADMIN_URL || 'http://localhost:5174'
  52    ],
  53    credentials: true
  54  }));
  55  
  56  app.use(morgan('dev'));
  57  app.use(express.json({ limit: '2mb' }));
  58  
  59  app.use('/uploads', express.static(uploadsPath));
  60  
  61  app.use(generalLimiter);
  62  
  63  app.get('/api/health', (_req, res) => {
  64    res.json({ ok: true, service: 'fashion-store-api' });
  65  });
  66  
  67  app.use('/api/auth/login', authLimiter);
  68  app.use('/api/auth/register', authLimiter);
  69  
  70  app.use('/api/auth', authRouter);
  71  app.use('/api/products', productsRouter);
  72  app.use('/api/wishlist', wishlistRouter);
  73  app.use('/api/categories', categoriesRouter);
  74  app.use('/api/recommendations', recommendationsRouter);
  75  app.use('/api/orders', ordersRouter);
  76  app.use('/api/admin', adminRouter);





Listing B.4 Checkout validation, stock decrement and order creation
Source: server/src/routes/orders.routes.ts; reproduced from the supplied repository. Relevance: The code demonstrates server-side price copying. It uses stockBySize when the submitted key exists, but otherwise falls back to aggregate stock. It also shows why unsupported sizes, duplicate lines and direct read-modify-write persistence can create consistency problems.

	  25  router.post('/checkout', auth, (req, res) => {
  26    const parsed = checkoutSchema.safeParse(req.body);
  27  
  28    if (!parsed.success) {
  29      return res.status(400).json({ errors: parsed.error.flatten() });
  30    }
  31  
  32    const db = loadDB();
  33    const orderItems = [];
  34  
  35    for (const item of parsed.data.items) {
  36      const product = db.products.find((p: any) => p.id === item.productId);
  37  
  38      if (!product) {
  39        return res.status(404).json({
  40          message: `Product not found: ${item.productId}`
  41        });
  42      }
  43  
  44      const stockBySize = product.stockBySize || {};
  45      const sizeStock =
  46        stockBySize[item.size] !== undefined
  47          ? Number(stockBySize[item.size])
  48          : Number(product.stock || 0);
  49  
  50      if (sizeStock < item.quantity) {
  51        return res.status(409).json({
  52          message: `Not enough stock for ${product.title}, size ${item.size}. Available: ${sizeStock}`
  53        });
  54      }
  55  
  56      orderItems.push({
  57        productId: product.id,
  58        title: product.title,
  59        image: product.image,
  60        images: product.images || [product.image],
  61        size: item.size,
  62        quantity: item.quantity,
  63        price: product.price
  64      });
  65    }
  66  
  67    for (const item of parsed.data.items) {
  68      const product = db.products.find((p: any) => p.id === item.productId)!;
  69  
  70      if (!product.stockBySize) {
  71        product.stockBySize = {};
  72      }
  73  
  74      if (product.stockBySize[item.size] !== undefined) {
  75        product.stockBySize[item.size] = Math.max(
  76          0,
  77          Number(product.stockBySize[item.size]) - item.quantity
  78        );
  79      }
  80  
  81      product.stock = Object.values(product.stockBySize).length
  82        ? Object.values(product.stockBySize).reduce(
  83            (sum: number, value: any) => sum + Number(value || 0),
  84            0
  85          )
  86        : Math.max(0, Number(product.stock || 0) - item.quantity);
  87  
  88      product.soldCount = Number(product.soldCount || 0) + item.quantity;
  89      product.salesCount = Number(product.salesCount || 0) + item.quantity;
  90      product.ordersCount = Number(product.ordersCount || 0) + 1;
  91    }
  92  
  93    const total = orderItems.reduce(
  94      (sum, item) => sum + item.price * item.quantity,
  95      0
  96    );
  97  
  98    const order = {
  99      id: uid(),
 100      userId: req.user!.id,
 101      customer: parsed.data.customer,
 102      items: orderItems,
 103      total,
 104      paymentMethod: parsed.data.paymentMethod,
 105      paymentStatus: parsed.data.paymentMethod === 'cash' ? 'pending' : 'unpaid',
 106      trackingNumber: '',
 107      rewardPointsAwarded: false,
 108      status: 'pending' as const,
 109      createdAt: new Date().toISOString()
 110    };
 111  
 112    db.orders.unshift(order);
 113    saveDB(db);
 114  
 115    res.status(201).json(order);




Listing B.5 Administrator status update and reward allocation
Source: server/src/routes/orders.routes.ts; reproduced from the supplied repository. Relevance: Acceptance requires tracking and reward allocation is protected by a flag. No transition graph or stock-restoration branch is present.
	 126  router.patch('/:id/status', auth, adminOnly, (req, res) => {
 127    const db = loadDB();
 128    const order = db.orders.find((o: any) => o.id === req.params.id);
 129  
 130    if (!order) {
 131      return res.status(404).json({ message: 'Order not found' });
 132    }
 133  
 134    const schema = z.object({
 135      status: z.enum(['pending', 'accepted', 'rejected', 'completed']),
 136      trackingNumber: z.string().trim().min(3).optional()
 137    });
 138  
 139    const parsed = schema.safeParse(req.body);
 140  
 141    if (!parsed.success) {
 142      return res.status(400).json({ message: 'Invalid status data' });
 143    }
 144  
 145    if (parsed.data.status === 'accepted' && !parsed.data.trackingNumber && !order.trackingNumber) {
 146      return res.status(400).json({
 147        message: 'Tracking number is required when accepting an order'
 148      });
 149    }
 150  
 151    order.status = parsed.data.status;
 152  
 153    if (parsed.data.trackingNumber) {
 154      order.trackingNumber = parsed.data.trackingNumber;
 155      order.trackingUpdatedAt = new Date().toISOString();
 156    }
 157  
 158    if (parsed.data.status === 'completed' && !order.rewardPointsAwarded) {
 159      const user = db.users.find((u: any) => u.id === order.userId);
 160  
 161      if (user) {
 162        const points = Math.floor(Number(order.total || 0));
 163  
 164        user.rewardPoints = Number(user.rewardPoints || 0) + points;
 165        order.rewardPointsAwarded = true;
 166        order.rewardPoints = points;
 167      }
 168    }
 169  
 170    saveDB(db);
 171    res.json(order);




Listing B.6 Image upload filter and URL response
Source: server/src/routes/products.routes.ts; reproduced from the supplied repository. Relevance: The logical OR between MIME value and filename extension explains why a renamed non-image payload was accepted during verification.
	  73  const storage = multer.diskStorage({
  74    destination: (_req, _file, cb) => {
  75      cb(null, uploadsDir);
  76    },
  77    filename: (_req, file, cb) => {
  78      const safeExt = path.extname(file.originalname).toLowerCase();
  79      cb(null, `${Date.now()}-${uid()}${safeExt}`);
  80    }
  81  });
  82  
  83  const upload = multer({
  84    storage,
  85    limits: {
  86      fileSize: 10 * 1024 * 1024
  87    },
  88    fileFilter: (_req, file, cb) => {
  89      const ext = path.extname(file.originalname).toLowerCase();
  90      const hasAllowedMime = ALLOWED_IMAGE_TYPES.includes(file.mimetype);
  91      const hasAllowedExtension = ALLOWED_IMAGE_EXTENSIONS.includes(ext);
  92  
  93      if (!hasAllowedMime && !hasAllowedExtension) {
  94        return cb(new Error('Only image files are allowed: JPG, PNG, WEBP, AVIF, GIF, HEIC or HEIF.'));
  95      }
  96  
  97      cb(null, true);
  98    }
  99  });



	 125  router.post('/upload', auth, adminOnly, (req, res) => {
 126    uploadProductImage(req, res, error => {
 127      if (error) {
 128        const message =
 129          error instanceof multer.MulterError && error.code === 'LIMIT_FILE_SIZE'
 130            ? 'Image is too large. Upload an image up to 10MB.'
 131            : error instanceof Error
 132              ? error.message
 133              : 'Image upload failed.';
 134  
 135        return res.status(400).json({ message });
 136      }
 137  
 138      if (!req.file) {
 139        return res.status(400).json({ message: 'Upload at least one image' });
 140      }
 141  
 142      const baseUrl = `${req.protocol}://${req.get('host')}`;
 143  
 144      return res.status(201).json({
 145        url: `${baseUrl}/uploads/${req.file.filename}`
 146      });
 147    });




Listing B.7 Recommendation profile and readiness
Source: server/src/services/aiRecommendations.ts; reproduced from the supplied repository. Relevance: Every stored order status and the full submitted quantity contribute to itemCount, category weights and recommendation readiness.
	 120  function buildUserPreferenceProfile(db: DB, userId: string): UserPreferenceProfile {
 121    const categoryScores = new Map<string, number>();
 122    const colourScores = new Map<string, number>();
 123    const sizeScores = new Map<string, number>();
 124    const priceSamples: number[] = [];
 125    const wishlistItems = db.wishlist.filter(item => item.userId === userId);
 126    const orders = db.orders.filter(order => order.userId === userId);
 127    const boughtProductIds = new Set<string>();
 128    const wishlistProductIds = new Set(wishlistItems.map(item => item.productId));
 129    const recentWishlistItems = [...wishlistItems]
 130      .sort((a, b) => Date.parse(b.createdAt || '') - Date.parse(a.createdAt || ''))
 131      .slice(0, MIN_PERSONALIZATION_SIGNALS);
 132    const focusCategoryScores = new Map<string, number>();
 133  
 134    let saleSignals = 0;
 135    let newSignals = 0;
 136    let itemCount = 0;
 137  
 138    for (const item of recentWishlistItems) {
 139      const product = db.products.find(candidate => candidate.id === item.productId);
 140      if (!product) continue;
 141  
 142      addScore(focusCategoryScores, product.category, 1);
 143    }
 144  
 145    for (const item of wishlistItems) {
 146      const product = db.products.find(candidate => candidate.id === item.productId);
 147      if (!product) continue;
 148  
 149      itemCount += 1;
 150      addScore(categoryScores, product.category, 5);
 151      addScore(colourScores, product.colour, 2);
 152      product.sizes?.forEach(size => addScore(sizeScores, size, 0.5));
 153      priceSamples.push(Number(product.price || 0));
 154      if (product.isSale) saleSignals += 1;
 155      if (product.isNew) newSignals += 1;
 156    }
 157  
 158    for (const order of orders) {
 159      for (const item of order.items || []) {
 160        const product = db.products.find(candidate => candidate.id === item.productId);
 161        const quantity = Number(item.quantity || 1);
 162  
 163        boughtProductIds.add(item.productId);
 164        itemCount += quantity;
 165  
 166        if (!product) continue;
 167  
 168        addScore(categoryScores, product.category, 12 * quantity);
 169        addScore(colourScores, product.colour, 4 * quantity);
 170        addScore(sizeScores, item.size, 5 * quantity);
 171        priceSamples.push(Number(item.price || product.price || 0));
 172        if (product.isSale) saleSignals += quantity;
 173        if (product.isNew) newSignals += quantity;
 174      }
 175    }
 176  
 177    const topCategories = topEntries(categoryScores);
 178    const focusCategories = recentWishlistItems.length >= MIN_PERSONALIZATION_SIGNALS
 179      ? topEntries(focusCategoryScores)
 180      : topCategories;
 181    const isReady = itemCount >= MIN_PERSONALIZATION_SIGNALS;
 182  
 183    const profileBase = {
 184      userId,
 185      topCategories,
 186      topColours: topEntries(colourScores),
 187      topSizes: topEntries(sizeScores),
 188      focusedCategories: getFocusedCategories(focusCategories, itemCount),
 189      averagePrice: average(priceSamples),
 190      saleAffinity: itemCount ? saleSignals / itemCount : 0,
 191      newAffinity: itemCount ? newSignals / itemCount : 0,
 192      wishlistCount: wishlistItems.length,
 193      orderCount: orders.length,
 194      itemCount,
 195      minimumSignals: MIN_PERSONALIZATION_SIGNALS,
 196      isReady,
 197      boughtProductIds,
 198      wishlistProductIds
 199    };
 200  
 201    return {
 202      ...profileBase,
 203      summary: buildProfileSummary(profileBase)
 204    };
 205  }




Listing B.8 Local recommendation filtering and scoring
Source: server/src/services/aiRecommendations.ts; reproduced from the supplied repository. Relevance: The eligibility constraints and local explanation are visible here. The category multiplier and final clamp explain the observed score saturation.
	 220  function scoreProduct(product: Product, profile: UserPreferenceProfile): ScoredRecommendation {
 221    const signals: string[] = [];
 222  
 223    if (!profile.isReady) {
 224      return {
 225        product,
 226        matchScore: 0,
 227        reason: 'Profile needs more favourite items before personalised recommendations start.',
 228        signals: []
 229      };
 230    }
 231  
 232    if (Number(product.stock || 0) <= 0) {
 233      return {
 234        product,
 235        matchScore: 0,
 236        reason: 'Out of stock.',
 237        signals: []
 238      };
 239    }
 240  
 241    if (profile.boughtProductIds.has(product.id) || profile.wishlistProductIds.has(product.id)) {
 242      return {
 243        product,
 244        matchScore: 0,
 245        reason: 'Already known to this customer.',
 246        signals: []
 247      };
 248    }
 249  
 250    if (!isFocusedCategory(product, profile)) {
 251      return {
 252        product,
 253        matchScore: 0,
 254        reason: 'Outside the customer category focus.',
 255        signals: []
 256      };
 257    }
 258  
 259    const categoryScore = getPreferenceScore(profile.topCategories, product.category);
 260    const colourScore = getPreferenceScore(profile.topColours, product.colour);
 261    const sizeScore = Math.max(...(product.sizes || []).map(size => getPreferenceScore(profile.topSizes, size)), 0);
 262    const popularity = Number(product.salesCount || product.soldCount || product.ordersCount || 0);
 263    const rating = Number(product.rating || 0);
 264    let score = 20;
 265  
 266    if (profile.itemCount === 0) {
 267      score += popularity * 6;
 268      score += rating * 5;
 269      if (product.isNew) {
 270        score += 10;
 271        signals.push('new arrival');
 272      }
 273      if (product.isSale) {
 274        score += 6;
 275        signals.push('sale pick');
 276      }
 277      if (popularity > 0) signals.push('popular product');
 278    } else {
 279      if (categoryScore > 0) {
 280        score += categoryScore * 12;
 281        signals.push(`stays in ${product.category}`);
 282      }
 283  
 284      if (colourScore > 0) {
 285        score += colourScore * 6;
 286        signals.push(`matches ${product.colour}`);
 287      }
 288  
 289      if (sizeScore > 0) {
 290        score += sizeScore * 2;
 291        signals.push('available in preferred sizes');
 292      }
 293  
 294      if (profile.averagePrice !== null) {
 295        const distance = Math.abs(product.price - profile.averagePrice);
 296        const closeness = 1 - Math.min(distance / Math.max(profile.averagePrice, 1), 1);
 297        score += closeness * 8;
 298        if (closeness > 0.65) signals.push('fits usual price range');
 299      }
 300  
 301      if (product.isSale && profile.saleAffinity > 0) {
 302        score += profile.saleAffinity * 6;
 303        signals.push('sale preference');
 304      }
 305  
 306      if (product.isNew && profile.newAffinity > 0) {
 307        score += profile.newAffinity * 4;
 308        signals.push('new-season preference');
 309      }
 310  
 311      score += popularity * 0.8;
 312      score += rating * 2;
 313    }
 314  
 315    const reason = signals.length
 316      ? `Recommended because it ${signals.slice(0, 3).join(', ')}.`
 317      : 'Recommended from current store trends while the profile gathers more signals.';
 318  
 319    return {
 320      product,
 321      matchScore: normalizeScore(score),
 322      reason,
 323      signals
 324    };
 325  }
 326  
 327  function getLocalRecommendations(db: DB, profile: UserPreferenceProfile) {
 328    if (!profile.isReady) return [];
 329  
 330    return db.products
 331      .filter(product => isFocusedCategory(product, profile))
 332      .map(product => scoreProduct(product, profile))
 333      .filter(item => item.matchScore > 0)
 334      .sort((a, b) => b.matchScore - a.matchScore)
 335      .slice(0, Math.max(MAX_RECOMMENDATIONS, 20));




Listing B.9 Optional OpenAI request, fallback and reconciliation
Source: server/src/services/aiRecommendations.ts; reproduced from the supplied repository. Relevance: The listing shows the requested schema, timeout, catch-based fallback and reconciliation with local identifiers. It also shows that an accepted external response may replace score and reason.
	 352  async function requestOpenAIRerank(
 353    profile: UserPreferenceProfile,
 354    recommendations: ScoredRecommendation[]
 355  ): Promise<OpenAIRecommendationResponse | null> {
 356    const apiKey = process.env.OPENAI_API_KEY;
 357    if (!apiKey || !profile.isReady || recommendations.length === 0) return null;
 358  
 359    const controller = new AbortController();
 360    const timeout = setTimeout(() => controller.abort(), 8000);
 361  
 362    try {
 363      const response = await fetch(OPENAI_RESPONSES_URL, {
 364        method: 'POST',
 365        signal: controller.signal,
 366        headers: {
 367          Authorization: `Bearer ${apiKey}`,
 368          'Content-Type': 'application/json'
 369        },
 370        body: JSON.stringify({
 371          model: process.env.OPENAI_RECOMMENDER_MODEL || DEFAULT_RECOMMENDER_MODEL,
 372          reasoning: { effort: 'low' },
 373          text: {
 374            verbosity: 'low',
 375            format: {
 376              type: 'json_schema',
 377              name: 'fashion_recommendations',
 378              strict: true,
 379              schema: {
 380                type: 'object',
 381                additionalProperties: false,
 382                properties: {
 383                  summary: { type: 'string' },
 384                  recommendations: {
 385                    type: 'array',
 386                    items: {
 387                      type: 'object',
 388                      additionalProperties: false,
 389                      properties: {
 390                        productId: { type: 'string' },
 391                        score: { type: 'number' },
 392                        reason: { type: 'string' }
 393                      },
 394                      required: ['productId', 'score', 'reason']
 395                    }
 396                  }
 397                },
 398                required: ['summary', 'recommendations']
 399              }



	 443      if (!response.ok) {
 444        throw new Error(`OpenAI recommendation request failed with ${response.status}`);
 445      }
 446  
 447      const data = await response.json();
 448      const text = extractResponseText(data);
 449      if (!text) return null;
 450  
 451      return JSON.parse(text) as OpenAIRecommendationResponse;
 452    } catch (error) {
 453      console.warn('AI recommendation fallback used:', error);
 454      return null;
 455    } finally {
 456      clearTimeout(timeout);
 457    }
 458  }
 459  
 460  function applyOpenAIRerank(
 461    localRecommendations: ScoredRecommendation[],
 462    openAIResponse: OpenAIRecommendationResponse | null
 463  ) {
 464    if (!openAIResponse?.recommendations?.length) return localRecommendations.slice(0, MAX_RECOMMENDATIONS);
 465  
 466    const byId = new Map(localRecommendations.map(item => [item.product.id, item]));
 467    const usedIds = new Set<string>();
 468    const reranked: ScoredRecommendation[] = [];
 469  
 470    for (const aiItem of openAIResponse.recommendations) {
 471      const localItem = byId.get(aiItem.productId);
 472      if (!localItem || usedIds.has(aiItem.productId)) continue;
 473  
 474      usedIds.add(aiItem.productId);
 475      reranked.push({
 476        ...localItem,
 477        matchScore: normalizeScore(aiItem.score || localItem.matchScore),
 478        reason: aiItem.reason || localItem.reason,
 479        signals: [...localItem.signals, 'AI reranked']
 480      });
 481    }
 482  
 483    for (const localItem of localRecommendations) {
 484      if (!usedIds.has(localItem.product.id)) reranked.push(localItem);
 485    }
 486  
 487    return reranked.slice(0, MAX_RECOMMENDATIONS);




Listing B.10 Postcode verification and address dependency
Source: server/src/routes/auth.routes.ts; reproduced from the supplied repository. Relevance: Both routes call postcodes.io directly. Provider failure returns an error rather than a bounded unavailable state.
	 328  router.get('/postcode/:postcode', auth, async (req, res) => {
 329    try {
 330      const postcode = encodeURIComponent(String(req.params.postcode));
 331      const response = await fetch(`https://api.postcodes.io/postcodes/${postcode}`);
 332      const data: any = await response.json();
 333  
 334      if (!data.result) {
 335        return res.status(404).json({ message: 'Postcode not found' });
 336      }
 337  
 338      res.json({
 339        postcode: data.result.postcode,
 340        postcodeVerified: true,
 341        city: data.result.admin_district || data.result.parish || '',
 342        county: data.result.admin_county || data.result.region || '',
 343        country: data.result.country || 'United Kingdom'
 344      });
 345    } catch {
 346      res.status(500).json({ message: 'Postcode lookup failed' });
 347    }
 348  });
 349  
 350  router.post('/addresses', auth, async (req, res) => {
 351    const schema = z.object({
 352      label: z.string().min(2).max(40),
 353      fullName: z.string().min(2).max(80),
 354      phone: z.string().min(5).max(30),
 355      line1: z.string().min(3).max(120),
 356      line2: z.string().max(120).optional(),
 357      city: z.string().min(2).max(80),
 358      county: z.string().max(80).optional(),
 359      postcode: z.string().min(2).max(20),
 360      country: z.string().min(2).max(80),
 361      isDefault: z.boolean().optional(),
 362      postcodeVerified: z.boolean()
 363    });
 364  
 365    const parsed = schema.safeParse(req.body);
 366  
 367    if (!parsed.success) {
 368      return res.status(400).json({
 369        message: 'Invalid address details',
 370        errors: parsed.error.flatten()
 371      });
 372    }
 373  
 374    if (!parsed.data.postcodeVerified) {
 375      return res.status(400).json({
 376        message: 'Postcode must be verified before saving address.'
 377      });
 378    }
 379  
 380    try {
 381      const postcode = encodeURIComponent(String(parsed.data.postcode));
 382      const response = await fetch(`https://api.postcodes.io/postcodes/${postcode}`);
 383      const postcodeData: any = await response.json();
 384  
 385      if (!postcodeData.result) {
 386        return res.status(400).json({
 387          message: 'This postcode could not be verified.'
 388        });
 389      }
 390    } catch {
 391      return res.status(500).json({
 392        message: 'Postcode verification failed. Please try again.'
 393      });
 394    }




Listing B.11 Rule-based description helper
Source: admin/src/main.tsx; reproduced from the supplied repository. Relevance: This excerpt confirms that Smart Description uses a fixed template.
	 188  function generateSmartDescription() {
 189    const title = form.title.trim() || 'This product';
 190    const colour = form.colour.trim() || 'stylish';
 191    const category = form.category;
 192  
 193    const text = `${title} is a ${colour.toLowerCase()} ${category.toLowerCase()} item designed for everyday style and comfort. It features a modern look, easy-to-wear fit and versatile design, making it a great choice for casual outfits, special occasions or seasonal wardrobe updates.`;
 194  
 195    setForm({
 196      ...form,
 197      description: text
 198    });
 199  }




Listing B.12 Image overlay controls
Source: client/src/main.tsx; reproduced from the supplied repository. Relevance: This is the implemented enlarged-image overlay. The absence of dialog semantics, focus management and keyboard handling is visible in the source.
	 644        {zoomOpen && (
 645          <div className="zoom-modal" onClick={() => setZoomOpen(false)}>
 646            <button className="zoom-close" onClick={() => setZoomOpen(false)}><X/></button>
 647  
 648            {imgs.length > 1 && (
 649              <button className="zoom-arrow zoom-arrow-left" onClick={showPrevImage}>
 650                ‹
 651              </button>
 652            )}
 653  
 654            <img src={productImage(activeImage)} onClick={e => e.stopPropagation()}/>
 655  
 656            {imgs.length > 1 && (
 657              <button className="zoom-arrow zoom-arrow-right" onClick={showNextImage}>
 658                ›
 659              </button>
 660            )}
 661  
 662            {imgs.length > 1 && (
 663              <div className="zoom-counter">
 664                {activeImageIndex + 1} / {imgs.length}
 665              </div>
 666            )}
 667          </div>
 668        )}




Listing B.13 Rule-based Order Assistant response logic
Source: client/src/main.tsx; reproduced from the supplied repository. Relevance: The assistant matches stored identifiers and keywords to fixed response branches and does not call an AI service.
	1040    function answer(order:any) {
1041      return `${getOrderStatusMessage(order.status)} Order #${order.id.slice(0,8)} is currently ${order.status}. Payment method: ${order.paymentMethod || 'cash'}. ${order.trackingNumber ? `Tracking number: ${order.trackingNumber}. ` : ''}Total: ${money(order.total)}. Items: ${order.items.map((i:any)=>`${i.quantity}x ${i.title}`).join(', ')}.`;
1042    }
1043  
1044    function ask(order:any) {
1045      setSelected(order);
1046  
1047      setMessages(prev => [
1048        ...prev,
1049        { from:'user', text:`I want information about order #${order.id.slice(0,8)}` },
1050        { from:'bot', text:answer(order) }
1051      ]);
1052    }
1053  
1054    function send(e?:React.FormEvent) {
1055      e?.preventDefault();
1056  
1057      const text = input.trim();
1058      if (!text) return;
1059  
1060      const q = text.toLowerCase();
1061  
1062      let order = selected || orders[0];
1063      const found = orders.find(o => q.includes(o.id.slice(0,8).toLowerCase()));
1064      if (found) order = found;
1065  
1066      let reply = 'I could not find that order. You can select an order below or type the first 8 characters of the order number.';
1067  
1068      if (orders.length === 0) {
1069        reply = 'You do not have any orders yet.';
1070      }
1071      else if (
1072        q.includes('latest') ||
1073        q.includes('last') ||
1074        q.includes('where') ||
1075        q.includes('status') ||
1076        q.includes('accepted') ||
1077        q.includes('order')
1078      ) {
1079        reply = answer(order);
1080      }
1081      else {
1082        reply = `I can help with order status, payment method, total amount and purchased items. ${answer(order)}`;
1083      }
1084  
1085      setMessages(prev => [
1086        ...prev,
1087        { from:'user', text },
1088        { from:'bot', text: reply }
1089      ]);
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[bookmark: _Toc236271234][bookmark: _Toc236272902]Appendix C - Verification Evidence
Dependencies were restored from the supplied package manifests and lock files in an isolated environment. TypeScript checks were then completed for the server, customer and administrator applications. The HTTP scenarios were executed against a disposable copy of the JSON data. The repository did not contain an automated test suite, browser automation or a CI workflow.
Listing C.1 Source-level TypeScript check results
Server
	Server source check
node node_modules/typescript/bin/tsc
Result: exit 0; no compiler diagnostics.


Customer
	Customer source check
node node_modules/typescript/bin/tsc
Result: exit 0; no compiler diagnostics.


Administrator
	Administrator source check
node node_modules/typescript/bin/tsc
Result: exit 0; no compiler diagnostics.



Table C. 1 Complete isolated HTTP verification matrix
	ID
	Function
	Expected
	HTTP
	Observed summary
	Result

	T01
	Server health
	200
	200
	ok=True; service=fashion-store-api
	Pass

	T02
	Administrator login
	200
	200
	role=admin
	Pass

	T03
	Weak registration rejected
	400
	400
	Please check your registration details
	Pass

	T04
	Valid registration
	201
	201
	role=customer; password_exposed=False
	Pass

	T05
	Duplicate registration rejected
	409
	409
	Email already exists
	Pass

	T06
	Invalid login rejected
	401
	401
	Wrong email or password
	Pass

	T07
	Valid customer login
	200
	200
	role=customer
	Pass

	T08
	Raw user identifier used as bearer token
	401
	200
	accepted=True
	Issue observed

	T09
	Customer denied administrator summary
	403
	403
	Admin only
	Pass

	T10
	Public product retrieval
	200
	200
	returned_list=True; non_empty=True
	Pass

	T11
	Recommendation cold start
	200
	200
	isReady=False; products=0
	Pass

	T12
	Wishlist add and retrieval
	200
	200
	contains_four_signals=True
	Pass

	T13
	Wishlist duplicate prevention
	201
	201
	duplicates_for_item=1
	Pass

	T14
	Local recommendation after four wishlist signals
	200
	200
	isReady=True; mode=local; focusedCategories=['Women']; returned=12; all_in_focus=True; known_items_excluded=True; scores=[100]
	Pass

	T15
	Administrator product creation
	201
	201
	created=True
	Pass

	T16
	Insufficient selected-size stock rejected
	409
	409
	Not enough stock for Audit Product d24d3e7c A, size S. Available: 1
	Pass

	T17
	Valid synthetic checkout
	201
	201
	status=pending; paymentStatus=pending; server_price=12.5
	Pass

	T18
	Stock decremented after checkout
	200
	200
	stock=0; sizeS=0
	Pass

	T19
	Rejected order stock restoration
	200
	200
	order_status=rejected; stock_after_reject=0
	Issue observed

	T20
	Duplicate cart lines against one available unit
	409
	201
	order_created_for_two_units=True; remaining_stock=0
	Issue observed

	T21
	Accept order without tracking rejected
	400
	400
	Tracking number is required when accepting an order
	Pass

	T22
	Accept order with tracking
	200
	200
	status=accepted; tracking=AUDIT-TRACK-1
	Pass

	T23
	Complete order and award points
	200
	200
	status=completed; rewardPointsAwarded=True
	Pass

	T24
	Invalid completed-to-rejected transition blocked
	400
	200
	actual_status=rejected; message=None
	Issue observed

	T25
	Delete product referenced by pending order
	409
	200
	deleted=True
	Issue observed

	T26
	MIME-spoofed text file upload rejected
	400
	201
	url_returned=True; message=None
	Issue observed

	T27
	Invalid demo card rejected
	400
	400
	Card number is not valid.
	Pass

	T28
	Valid demo card stored as masked metadata
	201
	201
	provider=demo; brand=Visa; last4=1111; full_number_returned=False
	Pass

	T29
	External postcode lookup
	200
	500
	postcodeVerified=None; message=Postcode lookup failed
	Issue observed



Summary: 29 focused HTTP checks were recorded. Twenty-two produced the intended behaviour and seven exposed implementation issues. Recommendation-score saturation and failed-order preference evidence were evaluated separately because they concern the meaning of a successful response rather than only its HTTP status.
[bookmark: _Toc236271235][bookmark: _Toc236272903]Appendix D - Evidence Provenance and Ethics
All operational records used in this report are developer-created test data. They are not real customers, payments or commercial results. The report does not use catalogue size, transaction totals, revenue, conversion rates or popularity counters as evidence of project success.
P1-P5 are informal formative comments used during development. They are anonymised and are not presented as a representative sample, formal usability experiment or approved participant study. No demographic details, task times, percentages or invented quotations are included.
The optional OpenAI branch was reviewed in source but was not called with a live paid service during the verification described in this report. Environment files and secret values are not reproduced. Product images are demonstration materials, and the report does not claim ownership or permission for commercial publication.
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