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[bookmark: _Toc42710824]1.0 Introduction
This report is based on a Project proposal which is a smart business cyber security application called Cerberus. The report includes the background of research in the cyber security techniques which will be used to develop Cerberus. The whole idea of the research is to bring the latest AI and machine learning code together to create an efficient solution to save companies money by implementing an application instead of relying on hardware which they would need to hire specialists to implement and keep said hardware running. Cerberus takes the point of a Purple team position and when implemented will be a able to defend systems just like Blue team and also take an ethical approach to taking any potential threats like a rouge Black hat hacker like Red team would perform when needed{1]. Cerberus name is based on the three headed mythical dog due to its three heads and due to it taking on the role of a Blue, Purple and red team the name seems appropriate. This report includes everything in depth about the development of Cerberus.

















[bookmark: _Toc42710825]2.0 Background of Proposed Research
For Cerberus to work as planned four different programming languages need to be implemented. Also due to there being so many different types of devices and new exploits being found daily Cerberus needs to be cross platform so another Language will need to implement for it to be fully effective which is React. The four Languages to make Cerberus work are C#, C++, Python and Julia, the reason for this is because of the different tasks that it will be required to perform.
As stated previously Cerberus will have multiple tasks to do which are the following:
· Blue Team: The job of a blue team is to protect the internal structure on an operational IT infrastructure, these are normally people employed by the companies themselves.
· Purple Team: The job of purple team is to do both the jobs of a blue team and red team, just like blue teams they are normally employed internally {2}.
· Red team: Red teams are normally paid penetration testers (ethical hackers) who are not employed by the company but are normally brought in externally to try and find any vulnerabilities.
As stated previously new exploits are found almost every day and if a company or even people using their own systems personally at home don’t update or fix the exploit it can cost companies and people a lot of money [3].
There have been similar studies to this project but not as in depth as this. The closest studies I could find to this is Kaspersky Total Security however, Kaspersky only takes on a point from a blue team scenario {4}. Another case study that I have found is Sysnet Global Solutions [5] however this mainly aimed at businesses being PCI compliant and focuses more on the internal hardware than the network.  By implementing a red team scenario in Cerberus, it will be unique as it can counter any attack or reconnaissance made by anyone and submit a full report to the victim in real-time. Due to my main area of study being in Networking and Cybersecurity I believe that I have the skillset to implement Cerberus. The research needed to develop Cerberus is worth researching as it will provide an all in one smart cybersecurity system which can be built off the other two applications mentioned if the companies wanted to. The National Cyber Security Centre are also helping businesses move all their paperwork digital and are currently making the UK a safer place online to allow people to work from home and I believe that Cerberus can help them do this [6]. 
The main aim of this research is to provide an alternative solution to the cyber security skill gap and make it safer for people and companies online [7]. There is no better way than to catch a criminal than to catch them red handed.
[bookmark: _Toc42710826]2.1 Objectives
The following are the main objectives that Cerberus need to meet:
2.1.1 AI Database
· Develop an Artificial Intelligent database which will be updated from trusted sources on the internet by looking for new exploits and automatically applying a patch for said exploits, this will be developed in C++, Razor and C# linked to a SQL Server database [8]. Basically, what this part of the program will do is automatically search through Google collect links by dates relating to exploits regarding any devices connected to the user and then search for patches. I learnt this technique from MOJ (Ministry of Justice) when I did the NHS hackathon in February 2020.
2.1.2 Machine learning algorithm threat detection
· Use Python and Julia to create a machine leaning algorithm to detect and report any attacks or reconnaissance being used to infiltrate network or system and create a report to analyze in real-time and send to relevant database. By having this part of the program in place it will allow for a more secure network and personal system security, this is necessary because Windows have stopped support for certain Operating Systems and some companies just simply cannot afford the cost to replace their infrastructure[9].  Also implement code from Wireshark to allow for constant network monitoring [10].
2.1.3 Graphical User Interface
· Develop an application in React to allow user to see reports on any device they want in real time. The application will need to be built as GUI (Graphical user interface) to allow the end user to easily navigate to different reports and manage their accounts [11]. 
2.1.4 Counter Measures
· Research a unique Penetration testing tool to catch any attackers and lock their device with something like ransomware using C++, Julia and Python. Just like other crimes the best way to catch the person responsible is in the act and by implementing this part of the program it will ensure that any data that the attacker has found or downloaded will be useless thus solving the current problem with black hat hackers. Admittedly this is going to be very time consuming however there are already tools that currently do this which are open source so it shouldn’t take that long as the foundations will already be there for example Nmap is an excellent reconnaissance tool [12].
[bookmark: _Toc42710827]2.2 Expected Deliverables
At the end of the study it is expected the Cerberus will be fully operational with hopefully no errors. As stated previously this project will greatly help companies and people working from home whilst also filling the Cyber security skills gap. The project will also help me advance my skills in the Network programming field something I have had an interest in since College.
I also think that by the end of the project the cross-platform application is React should also be finished which will allow the user to see threats in real time on any device they have. Once the application is fully operational it will provide its users with piece of mind and it will make any potential attackers think twice.
Cerberus will be unique and will work differently to a honeypot which is commonly used at the present time which isn’t effective due to proxied ip addresses [13].
[bookmark: _Toc42710828]3.0 Research and development methods
[bookmark: _Toc42710829]3.1 Research Strategy
In order to provide real results of the tools working a virtual lab will need to be implemented using different types of virtual machines these will include virtual windows pc’s, virtual Linux pc’s and virtual smartphones using Xamarin in Visual studio [14-15]. One main computer which isn’t a virtual machine will keep running whilst a virtual machine running Kali Linux will try and penetrate the others. This is the only safe way to test the system as the tools being used can cause a lot of damage externally thus the lab will not be connected to the internet at any given time.
[bookmark: _Toc42710830]3.2 Reliability and validity
In order to prove that Cerberus is working as it should a test plan in Excel will be carried out at each stage of development and screenshots will be taken of all results including failed tests. When failed test are found a following test will be done until the problem is fixed. Once the problem is fixed a full report will be written to explain what it was wrong and how it was fixed. The test report will be in four separate pages one for each stage of the program.
[bookmark: _Toc42710831]3.3 Data Collection
During the development of Cerberus, the only data being stored is the information from the attacking computer. All results will be stored on Wireshark at the start however, further into the development stages screenshots will be taken and stored separately in an excel file along with a full report. No customer will be stored throughout development as it will only be in testing stage.
[bookmark: _Toc42710832]3.4 Development Methods
Throughout the development process waterfall model will be used [16]. Story boards will also be used for GUI (Graphical User Interface) and an online web application for results on how many votes from anonymous users for the layout of the GUI, the only data that will be stored is the amount of votes and no personal data about individuals will be included. Ideally Cerberus will be broken down into three prototypes, the first being all stages working, second getting from data from each part to correspond with another and third the GUI will be fully operational, and the program will be running as planned.
[bookmark: _Toc42710833]3.5 Identifiable Risks
The biggest risk to the project is time. Time cannot be wasted on just one problem therefore I have chosen to use the waterfall model so I can do a bit of each part at a time move on to another part then come back to the problem. A time management plan will be written alongside a Gantt Chart to help deal with this problem.
Another issue of course will be legal issues with implementing such a system however, duet to it not being on a live network and being developed in a safe environment there shouldn’t be problem due to it being for educational purposes. I will speak with my project supervisor about this problem should there be one.
[bookmark: _Toc42710834]4.0 Resources and Planning
The following is a list of Resources and Planning needed to carry out this project.
[bookmark: _Toc42710835]4.1 Resources
IDE (Integrated development environment)
All code will be written in Visual Code and Visual studio as it has all the libraries, I need to complete this project.
Tools
The following tools are what are going to be used throughout the development:
· Virtual Machines windows and Linux
· Virtual Android Smart phone this will allow me to test the application on any android device connected to the network.
· Virtual iPhone this will allow me to test any iPhone connected to the network.
· Linux Kali this will allow me to penetration test any devices on the network.
· Xamarin to build virtual smart phones.
· Visual Studio Code to develop the program.
· Unity
· Wireshark to monitor Network traffic.
· Nmap to show me all information on network such as which devices are connected and the device operating system.
· Laptop x2 to run multiple virtual machines.
· Windows 10 professional to run the virtual machines.
· Mouse
· Keyboard
· Metasploit this is for Android penetration testing.
· Swift this is for iPhone Penetration testing.
· WAMPP server
Programming Languages
The following programming languages are the languages I intend to use to develop Cerberus and explanation why to each individual language as each is unique in their separate ways:
C#
I have decided to use C# mainly because it is the first programming language I was taught in however, I have also decided to use it as it is compatible with Xamarin which I will be using to create the virtual mobile devices. C# is also compatible with web applications so this will help me gather the relevant intel needed for the GUI and it also the ideal language for creating windows applications thus making it an asset throughout the development of Cerberus [18]. C# can also work alongside C++ and Python.
C++
I have decided to use C++ because this language is well known for its use when AI programs. C++ is also very good for Network programming. C++ is also an excellent language used with MySQL thus giving unlimited capabilities once connected to a database [19]. C++ can also be called from a Python library thus giving unlimited possibilities if any problems should occur throughout the development of Cerberus. I have rarely use C++ in the past so this language could be challenging to learn at first however, as it is will be working with conjunction with Python there really shouldn’t be a problem.
Python
I have decided to use Python because it is the most used language available and is the most secure [20]. Python is also used in many penetration tools thus making it the perfect language to use in this project. Python is compatible with C languages. I have experience with Python, and it is by far the easiest language to learn.
Julia
I have decided to use Julia because it is faster at solving mathematical equations than Python. It is also argued that Julia is better than C so I have decided that I will implement this language where it is needed only for example if it completes a task faster than the other languages thus making the application run move efficient. I personally haven’t had any experience with Julia so this will be the first time I will be using it [21].
Razor
I have decided to use Razor because it will work in conjunction with C# to produce server-based code into web pages [22]. I used Razor in the past to create my work-based project during my foundation degree and found it very useful at the time so I have decided to implement it once again if needed.
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