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Introduction 
In this document I will be discussing different encryption standards. The encryption standards which I will be talking about include; AES, SHA, DES and RSA. Within the document I will be taking about the different encryption standers and I will be outlining the advantages and disadvantages each one provides. 
AES 
Advanced Encryption Standard (AES) is a symmetric block cipher which was chosen by the U.S. government to protect classified information. AES is [1] ‘implemented in software and hardware throughout the world to encrypt sensitive data.’ Which shows that it’s a trusted encryption method as it used all around the world. This encryption method uses an algorithm which defines a number of transformations, these transformations are then used in a data store within an array. The transformations are then repeated for the amount of encryption rounds. The amount of rounds are determined by the length of the key for example [1] ‘  with 10 rounds for 128-bit keys, 12 rounds for 192-bit keys and 14 rounds for 256-bit keys.’  
Advantages 
· Can be implemented on both hardware and software.
· It’s the most common security protocol and it’s used in a wide range of applications. Like [2] ‘wireless communication, financial transactions, e-business, encrypted data storage.’ 
· It’s accessible worldwide and open source.  
Disadvantages      
· Hard to implement on software. 
· AES uses a very simple algebraic structure.
· Every block [2] ‘is always encrypted in the same way.’
SHA 
SHA stands for Secure Hashing Algorithm. There are two different version of the SHA-1 and SHA-2 algorithm. These versions differ in the construction, how the resulting hash is created form the original set of data entered as well as the bit-length of the signature. SHA-1 is a 160-bit hash, while SHA-2 [3] ‘is actually a “family” of hashes and comes in a variety of lengths, the most popular being 256-bit.’ 
Advantages
· Collison resistance. 
· Fast computation. 
· Is used worldwide. 
Disadvantages      
· Has known security flaws and vulnerabilities. 
DES
DES stands for Data Encryption Standers, this is a block which encrypts data in block sizes of 64 bits. 64 bits of text gets inputted into DES, which is then produces a 62 bit of cipher text. The same algorithm and key are used to decrypt and encrypt but they have a subtle difference. Both the encryption and decryption converts the 64 blocks into [4] ‘ciphertext using keys of 48 bits’ when encrypting and decrypting data. However, DES has now become outdated and it has been [5] ‘found vulnerable against very powerful attacks’ because of this DES popularity has been found slightly on the decline. 
Advantages 
· DES was designed the IBM. 
· DES involves 16 rounds of identical operations. 
· The DES structure is based in feistal network. 
Disadvantages  
· Attacks again DES include;  [6] ‘Brute-force, Linear crypt-analysis and Differential crypt-analysis.’ 
· Can only encrypt plain text. 
· Des can be broken easily as it has known vulnerabilities. 
RSA 
RSA encryption is a public-key encryption technology which was developed by RSA Data Security. The algorithm used in RSA is based on the difficulty in factoring very large numbers. The RSA encryption algorithm uses prime factorization as the trap door for encryption, this means that it takes a lot power and resources in to decrypt the information without a key. RSA is the standard [7] ‘encryption method for important data, especially data that's transmitted over the Internet.’ RSA Data Security sells licenses and development kits to the public.  RSA is also built into many common software products, [7] ‘Microsoft’s Internet Explorer’.  Anyone who uses RSA encryption finds the product two large numbers these are kept confidential, with additional mathematical operations with the two sets of numbers public and private keys are developed. 
Advantages 
· RSA algorithm is hard to crack as it involves [8] ‘factorization of prime numbers which are difficult to factorize’. 
· RSA algorithm is a safe and secure for its users through the use of complex mathematics. 
· RSA algorithm uses public key to encrypt and the key is known to everyone, [8] ‘therefore, it is easy to share the public key.’ 
Disadvantages  
· The RSA algorithm can be very slow [8] ‘in cases where large data needs to be encrypted by the same computer.’ 
· RSA algorithm could be compromised [8] ‘through middlemen who might temper with the public key system.’ 
Conclusion 
[bookmark: _GoBack]This document has outlined the different encryption methods, I have also included some of the advantages and disadvantages of each encryption type. Each encryption has both advantages as well as having some negatives.     	Comment by Ian Lewis: Good document, a little brief due to number of types mentioned and not really any comparison.  Be sure sources are credible.
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