


Abstract
This report covers different types of Malware, specifically Trojans and viruses, what they are, and how they can affect your computer. It discusses ransomware in more detail, with guidance on what to do if affected. The CryptoWall Trojan is considered, exploring methods of recovering data from its attack. It ends in a section on Good Practice on how to avoid ransomware and Malware in general.
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What would you do if all your company’s data was held to ransom by cyber-criminals? This report is designed to inform you about what ransomware is, how to protect against it, how to recognise it and what to do should you get it.
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Malicious Software, or more commonly known as Malware, is a software program or file that can cause harm to a computer by accessing a person’s computer to steal, encrypt or delete important data [1]. Viruses and Trojans are common examples of Malware. Viruses are pieces of code that infiltrate programs and become a part of it, from which it can then spread to other devices either via a network connection, sharing files via external storage devices, or through email attachments. Virus attack can be from as little as damaging data to causing Denial-Of-Service conditions, or DOSing, to the user.  Trojans, such as CryptoWall which will be a main focus of the report later on, are malicious pieces of code that often hide within innocent looking files, and are implanted onto the PC via a ZIP file. Trojans do not reproduce on their own, and instead spread themselves with the aid of user interaction such as opening emails or running files downloaded from the internet.
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Ransomware is a method used by malware hackers that in which the victim’s data is threatened to be published online or is blocked from the victim, and to undo this the victim must pay the hackers a set ransom in bitcoins. In simpler terms, lock and encrypt a victim’s computer or device data, then demand a ransom to restore access [2]. 43% of small businesses have been involved with ransomware breaches according to an investigation made by Verizon this year [3], and ransomware will be more of an issue to companies rather than individuals as most companies will often be holding personal data of other people, such as customers, particularly if the company is holding data such as bank details.
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In terms of protecting against ransomware, many of the standard procedures for protecting against other types of cyber-attacks apply. A major point is insuring that you have an up-to-date backup of all your data stored completely disconnected to the network, so that the ransomware cannot access it. This means that should you get infected with ransomware, you have a secure backup of data ready once you have removed the ransomware program from the system. It will now be important to ensure that this backup is updated regularly so as to reduce as much data loss as possible. It is also important that your device, along with anti-virus software and firewalls, are all kept up to date, as out of date software will be easier for hackers to break through [4]. You should ensure that you and all employees are familiar with the safe browsing habits  [5].
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Should your company fall victim to a ransomware attacks, there are still ways to recover data without having to pay the ransom. Decrypting the files will not be an option, as it is most likely that the hackers will have used military grade encryption to encrypt the files on your device. The main way to restore data is to make use of the backup previously mentioned above. Ensure you have removed all encrypted files and traces of the ransomware before connecting the storage device to the system, as ransomware can also infect data on external devices if they are connected to the device, and this would result in the encryption of your backup data as well. Other methods of recovering your data should you not have a backup is to use data recovery tools or try and recover data from Shadow Volume Copies, which can be used as a recovery method, however ransomware knows this and will attempt to clear all Shadow Volume Copies from your device during its infiltration [6].
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The CryptoWall Trojan is a ransomware that was first released in April 2014, and has been gradually evolving over the years to become more dangerous to companies. CryptoWall will access a device via a compressed ZIP file sent over email. The Trojan itself will be disguised as a PDF file, and once the PDF is attempted to be opened, the Trojan can then install itself onto the computer, placing itself within the %Appdata% or %Temp% folders and proceed to scan the folders for data files to encrypt. The CryptoWall, once it has infected the device, will encrypt the data on the device with RSA encryption resulting in the file no longer being openable [6]. CryptoWall can even go as far as encrypting files on DropBox or external devices, as long as there is a drive letter for it stored on the device.

Options of removal

As stated earlier, you should ensure that you have a regularly updated backup separate from the main system with all your data on so that you have next to no data loss and the ransomware attack won’t affect you as a company too much. Should your files on DropBox have been encrypted, it is possible to access previous versions of files which should allow access to the files before they were encrypted, allowing you re-access to the files [6]. It is also possible to access previous versions of files with Windows by accessing the Previous versions tab via the properties menu for each individual file. If you intend to restore files using Shadow Volume copies, if you were lucky enough to not lose them, there is a program that can be used to do this called ShadowExplorer, which will allow you to export entire files back onto your device.
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There are many examples of good practice to help initially avoid falling victim to a ransomware attack. A lot of these are covered in the aforementioned Safe Browsing Habits [5], some of which include: Use and regularly update anti-virus and anti-malware software, don’t respond to spam emails, don’t open email attachments from people you don’t know, and avoid using Peer to Peer (P2P) networks. Following these rules will greatly reduce the likelihood of the ransomware accessing your files and data. 

Backing up correctly

When it comes to backing up data, and are many things you need to make sure that ensure the method of backing up is effective. It is important that you have more than one up-to-date backup stored in separate locations. It is often common practice to store a backup off-site to your main server, whether it be digitally via a cloud service, or physically with a portable hard drive or NAS unit in a secure location, with the best solution being to do both. How often you back up your data will depend on the size of your company and how much data you generally intake daily. If you are a reasonably large company who will intake data from multiple customers each day, it is highly recommended you update your backups daily each night, however with a smaller company who may only get customer data a few times a week, they probably will only need to do weekly or bi-weekly updates.
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To conclude, viruses and trojans, such as the CryptoWall Trojan, present a big threat to the computer Networks and therefore the functionality of small businesses. If allowed to access a computer system, they have the ability to encrypt all company data which may not be possible to be retrieved, and this can prove very costly to a business. This highlights the need for both the need for robust backing up of data and putting in place as many precautions as possible against potential attacks.
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