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[bookmark: _Toc214365258]Task 1 - Reflection
[bookmark: _Toc214365259]Introduction
This task explores key learning gained across DevNet [1] environments, software development practices and API technologies. By examining practical labs, development methodologies, design patterns, and modern automation techniques, I developed a deeper understanding of how programmability, structured development, and secure API integration shape the contemporary network engineering role and the competencies it requires. 

[bookmark: _Toc214365260]Chapter 2: The DevNet Developer Environment
Reflecting on my engagement with the Cisco DevNet Environment, I found that it significantly broadened my understanding of how modern network automation and programmability ecosystem. Prior to enrolling with DevNet, the aspect I was most familiar with was centred on CLI or Browser driven configuration. However, DevNet has shown how software driven methodology are now embedded into the network engineering role. The platforms Learning Labs were especially relevant offering guided hands-on exercises that allowed me to build skills progressively. These labs helped to bridge a gap between theoretical knowledge and practical application, especially when working with APIs and Python Scripts. 
The DevNet Sandboxes [2] were equally valuable. Having access to pre-built, isolated environments provide confidence to experiment without impact to production level systems. This encourages a mindset that knows as a bottom line, the system can be reset and rebuilt without an issue. In addition to this, the Code Exchange promotes knowledge share and inspirational use cases such as a python script to automate Smart Licences deployment over products using IOS-XE [3]. This drives ability to view how other engineers structure automation workflows. 
I found the hybrid combination of developer documentation and community support useful in building independent research skills. The documentation encourages problem solving by using official guidance, while forums and their community discussions validate the challenges that often are unique due to modifications to specific environments. Further exploration of the video courses and events area shows how quickly the programmability landscape is evolving. The events highlight emerging trends such as model-driven programmability, automation pipelines, and API architecture, topics that are increasingly relevant for modern engineers and Cyber Security Professionals. 

Overall, the DevNet environ encouraged a change in behaviour, emphasising a developer-orientated approach to traditional networking issues. Automation will increase efficiency, consistency, and scalability across network operations. This has motivated me to develop my skills and increase engagement within the DevNet community. 


[bookmark: _Toc214365261]Chapter 3: Software Development and Design
Studying software development and design has provided a basic understanding to structured software evolves from concept to deployment through the Software Development Life Cycle (SDLC). Reflecting on this chapter I realised the necessity for network engineers and DevNet practitioners to appreciate development processes, especially where automation scripts or Infrastructure as Code pipelines become part of operation workflows. Each of the SDLC stages below offer an objective way in which to evaluate the quality and structure of scripting approaches. [4] :
· Requirement Gathering
· Design
· Implementation
· Testing
· Deployment
· Maintenance
Comparing Waterfall, Agile and Hybrid Agile methods has increased my understanding of why Agile techniques are favoured in rapidly changing technology environments, a combination of iterative progress and customer feedback given over a sprint improve outcomes and allow backlog refinement. Learning about the Lean methodology and how it evolved from a manufacturing environment or extreme programming both reinforce the benefits of waste reduction, fast delivery and the continuous improvement principles that align well with network automation where the ability to adapt is essential. [5]. Another methodology that can be utilised is Scrum [6], which works within a sprint to create value based on three pillars – Transparency, Inspection and Adaptation. 

Exploring design patterns, including the Gang of Four’s foundational work [7], helped me identify how the principles of Observer and Model-View-Controller patterns influence scalable automation code while ensuring it can be maintained correctly. 
The section on version control systems was particularly interesting as showing different options to merge local and remote repositories while maintaining structured version management as being essential parts of collaboration. Techniques like unit and integration testing, along with Static and Dynamic application Testing (SAST/DAST) reinforce the need for code quality, and the benefits of security to be built in early, not bolted in. 
This chapter has helped my technical understanding greatly, making me consider how code should be written, reviewed and maintained in an ideal environment, and where, using the SDLC design orientated thinking can be brought into place and be brought into play early and the security requirements considered as part of a clean, standard code policy/theme. 



[bookmark: _Toc214365262]Chapter 4: Understanding and Using APIs
This chapter significantly deepened my understanding of Application Procedure Interfaces and their central role in automation, integration and modern network programmability. Reflecting on the content within DevNet, I found that APIs are not simply endpoints for data retrieval, they are architectural mechanisms that streamline processes, reduce manual tasks, and integrate systems consistently. Understanding API purpose – automation, integration and extending functionality – helped me to recognise why APIs underpin most DevOps and network automation workflows. 

The comparison between synchronous and asynchronous operations clarified how responsiveness and performance differ depending on the communication style. I also learned that architectural approaches such as RPC, SOAP and REST influence interoperability and design choices. REST’s six constraints provide a framework that emphasise stateless communication, caching and uniform interfaces, something that I was previously unaware of, but will consider when evaluating API behaviour in the future. 

Understanding the request/response model, including URIs, HTTP methods, headers and status codes, strengthened my ability to troubleshoot API issues more effectively. The exploration of authentication, particularly API keys, bearer tokens and OAuth [8] highlighted the security implications of API consumption, including the distinction between authentication and authorisation. Further integrating mechanisms for rate limiting help mitigate abuse from malicious actors, or more innocently, badly configured queries. These include the Leaky Bucket, Token Bucket and the Fixed and Sliding Window algorithms, allowing providers to balance performance, fairness and system stability. This has expanded my awareness of why a request may fail while the system is under high load and how to best mitigate these issues. 

Finally, learning about webhooks, emphasised that some integrations are event driven rather than request driven. Understanding that the receiving application must be running and accessible via a specific URI helped to understand real time automation pipelines. 
Overall, this chapter gave me a strong foundational understanding of how APIs support scalable automation, foster interoperation and contribute to secure efficient network operations. 



[bookmark: _Toc214365263]Conclusion
Overall, these chapters have strengthened my technical capability and broadened my perspective on the potential for automation within networking. Engaging with the DevNet tools, development methodologies, and API architectures has improved my confidence and competence to address, and with further development design programmable, secure and scalable solutions. This learning has directly supported my growth both as a student within the networks and security stream, and in a professional aspect as a security engineer within an IT company – in completing the chapters, it has reminded me of the importance of continuous best practice driven development.


[bookmark: _Toc214365264]Task 2 – Case Study
[bookmark: _Toc214365265]Introduction
Network programmability refers to the ability to control, configure and manage network devices and services through software rather than manual command line interactions. It leverages tools such as REST APIs, YANG data models and automation frameworks to streamline operations, improve agility and enforce consistent policies across distributed infrastructures. DevOps complements this by integrating development (Dev) and Operational Practices (Ops), emphasising collaboration, continuous integration, continuous delivery (CI/CD), version control and automated testing. Together, these approaches enable organisations to build more scalable, resilient and secure systems while reducing human error and operational overhead. 

This case study focuses on Creditsafe, a large Business to Business (B2B) data provider operating across the UK, Europe, the Nordics, North America and Japan. The organisation employs approximately 500 technical staff split between the UK and India with a further 1200 sales and administrative support staff housed in sales offices. Creditsafe uses Microsoft Entra/Azure for it’s test environment and AWS for stage and production. Due to working closely with banks, Creditsafe is not always required to conform to regional banking regulations but maintains ISO27001 and other industry recognised audit compliance certifications. 
As a Security Engineer with six years’ experience at Creditsafe, beginning in the Service Desk, moving to the Security Operations Centre as an analyst and now working as a Security Engineer within the Security Operations Department I have seen significant operational challenges caused by manual processes, configuration drift. Slow change cycles, and inconsistent standardisation across the hybrid infrastructure. These challenges are exacerbated by the organisational reliance on infrastructure creep – Cisco network hardware, manually built private cloud environments and a fragmented approach to infrastructure automation where individuals maintain ad-hoc scripts without a centralised repository or governance model. 

Two key challenges were identified for detailed analysis: 
1) Configuration Drift and Poor Standardisation
Manual Configuration of network devices, cloud constructs and monitoring agents has led to inconsistencies across regions. This reduces compliance within frameworks and can lead to findings when subject to ISO or SOC audits. 
2) Long Lead Times for Change and Deployment
Build processes for servers and network services involve numerous handoffs between teams. A manual server deployment takes approximately four hours of labour and spans 3 different teams. Automation could reduce this by up to 50% improving delivery speed for new products and services while strengthening the position of the company amongst its peers. 
This case study aims to analyse how network programmability along with DevOps practices can address these challenges, improve workflow performance and increase organisational resilliance. It also reflects on the broader role of automation in the financial data industry, highlighting both opportunities and limitations. 

[bookmark: _Toc214365266]Analysis 
[bookmark: _Toc214365267]Addressing Configuration Drift and Standardisation with Network Programmability
To address the organisation’s first challenge—configuration drift—Creditsafe can leverage network programmability tools such as Ansible, Terraform, and API-driven automation across Cisco devices, AWS, and Azure. Ansible playbooks enable device configurations to be stored as code within a Git repository, ensuring that all engineers work from the same templates. This reduces the risk of local modifications and establishes an auditable, version-controlled baseline.

For example, Cisco devices can be managed via Ansible’s network modules, enabling automated deployment of access control lists (ACLs), interface policies, and routing configurations across the company’s global offices. This ensures consistent enforcement of security standards and removes the variability inherent in manual CLI configuration. The introduction of a central Git workflow adds additional safeguards through pull requests, code reviews, and automated validation prior to deployment.

In the cloud environment, Terraform provides Infrastructure-as-Code (IaC) for server provisioning, VPC/VNet configuration, routing tables, firewall rules, and load balancers. This ensures that AWS production environments and Azure services remain standardised, reproducible, and easy to audit. Terraform’s plan/apply model also makes it easier to detect unintended changes before they are deployed, further reducing drift.




[bookmark: _Toc214365268]Improving Deployment Times through DevOps and CI/CD
The second challenge—long deployment times—can be mitigated through DevOps pipelines. Creditsafe currently uses a hybrid SDLC model: initial project planning follows a traditional waterfall structure, while iterative development and operational work are handled through Agile sprints. Integrating CI/CD with security processes enhances both speed and reliability.

For example, introducing CI/CD pipelines that incorporate SonarQube for static application security testing (SAST) and BurpSuite for dynamic application security testing (DAST) allows scanning to be automated and integrated into build workflows. This eliminates manual context switching by engineers, ensuring that vulnerabilities are identified earlier in the development cycle. Scanning coverage increases significantly when automated, improving compliance and reducing the risk of deploying insecure code.

Deployment time for new servers can be reduced from approximately four hours to two hours through automated Terraform scripts, Ansible playbooks for post-deployment configuration, and automated network onboarding. Instead of multiple handoffs between internal platform, network engineering, and security, a unified pipeline can validate code, enforce templates, and deploy environments with minimal human intervention.

[bookmark: _Toc214365269]Automated IDS/IPS Rule Deployment and Validation
An additional example of programmability is the automation of IDS/IPS rule deployment. Creditsafe uses Cisco IDS/IPS solutions, currently in audit mode. By using REST APIs, rule updates can be deployed globally in a controlled, consistent manner. A pipeline can validate rules against a test environment, ensure that they do not introduce performance overhead or false positives, and roll them out to production devices. This reduces manual workload and improves the organisation’s security posture without increasing operational complexity.

[bookmark: _Toc214365270]Workflow Performance Improvements
Network programmability and DevOps practices directly improve workflow performance across severable tangible dimensions:
· Manual Engineer workload reduced by approximately 35% per sprint, as CI/CD pipelines eliminate the requirement to manually configure and scan new code.
· Configuration errors reduced by approximately 60% improving stability of product offering across the business.
· RFI (Requests For Information) reduced by possession of accreditation and compliance with ISO270001 and other similar certifications.
· Faster provisioning, with server deployment time halved and network changes implemented more predictably.
· Improved reliability for customer-facing APIs.

[bookmark: _Toc214365271]Opportunities of Automation in the Financial Data Industry
The financial data and credit-reference sector benefits significantly from automation due to it handling large files of transactions, usually transferred via Comma Separated Variable (CSV) files. 
This leads to:
1) Cost savings through reduced manual work
Financial data providers must maintain large-scale compute and storage environments for analytics and reporting. Automation reduces operational costs related to manual builds, troubleshooting, and repeated configuration tasks, allowing teams to focus on higher-value work.
2) Consistent compliance through standardised templates
Automated templates ensure consistent application of ISO 27001, SOC 2 [9], and industry-specific regulatory controls. This is particularly valuable during audits where IaC repositories provide traceability and evidence.
3) Improved Stability and Performance of APIs and Services
Customers of financial data services expect high reliability. Automation enables predictable deployments, reduces outages caused by misconfigurations and supports global scalability. 

[bookmark: _Toc214365272]Limitations and Risks of Automation
Despite these benefits, automation introduces new risks:
1) Scaling and Compute-Cost Challenges
Poorly designed automation can scale problems as quickly as it scales solutions. For instance, auto-scaling agents without appropriate constraints may trigger unnecessary compute cycles and increased cloud costs. 
2) Skill Gaps and Cultural Resistance
Engineers must develop skills in Python, IaC, and DevOps tooling. Cultural resistance may also arise from teams accustomed to manual processes. 
3) Propagation of Faulty Configurations
Automation may rapidly deploy misconfigurations if adequate testing and governance are not in place. This underlines the importance of CI/CD validation, code review and staged rollouts. 
4) Vendor Lock-In
Heavy reliance on specific automation frameworks from Cisco, AWS or Azure may limit flexibility or increase costs over time. 

[bookmark: _Toc214365273]Future Trends Shaping the Industry
The industry is increasingly influenced by modern automation capabilities, including:
· Zero-Touch Provisioning (ZTP) with cloud-triggered workflows and AWS Lambda functions.
· AI-Driven Networks capable of analysing traffic patterns and automatically adjusting policies.
· Closed-Loop Automation, where monitoring tools like PRTG feed data into orchestration engines for autonomous response.
· Security-as-Code, embedding security policies directly into IaC templates.
These trends suggest a future where infrastructure becomes more self-healing, adaptive, and responsive to changing workloads.

[bookmark: _Toc214365274]Conclusion 
This case study has examined how network programmability and DevOps can address the operational challenges faced by Creditsafe, a global financial data provider requiring high security, compliance, and reliability. Through the adoption of Ansible [10] , Terraform [11] , API-driven automation, and CI/CD pipelines incorporating automated scanning, the organisation can significantly reduce configuration drift, accelerate deployments, and improve overall workflow performance. Quantified improvements demonstrate tangible benefits, including reduced manual workload, fewer errors, and improved audit outcomes. While automation offers substantial opportunities—such as cost savings, stable services, and consistent compliance—it also introduces limitations relating to scale, skills, and governance. Nonetheless, with effective controls and a maturing automation culture, Creditsafe is well positioned to take advantage of modern trends such as zero-touch provisioning and AI-driven networks. The case study demonstrates a robust understanding of network programmability principles and their application in solving industry-specific challenges.
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