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[bookmark: _Toc119533901]Introduction
For two applications or systems to interact an Application Programming Interface (API), or in specific cases a web service, needs to be in place for the transfer of information. An API is an established collection of rules that describe how programmes or computers communicate with each other. An API sits between an application and the web server handling data transfer between systems [1]. Web services are a type of API. Web services connect two or more software applications using a network such as the internet and are only accessible to approved receivers. Whereas an API may transfer data online or offline. This report aims to look into different standards of web services such as REST, SOAP, and GraphQL, and provide a comparison of each.   
[bookmark: _Toc119533902]SOAP Web Services
There are three areas that make up the Web Services Framework: Communication Protocols, Service Descriptions, and Service Discovery. The specifications that were developed for these areas include the Simple Object Access Protocol (SOAP) to enable communication between web services; the Universal Description, Discovery, and Integration directory (UDDI) which acts as a registry for web services; and the Web Services Description Language (WSDL) which a provides a computer-readable description of web services. 
Communication across the internet needed to be platform-independent, secure, and lightweight. Thus, building upon the XML protocol was the sought-after solution for web services. SOAP was developed by Microsoft in 1998 as an evolution of the remote procedure call XML-RPC. It is an XML-based messaging protocol developed upon the existing HTTP transport [3]. It can also be used with other transport protocols such as SHTTP, TCP, POP, and SMTP [4].  
A SOAP message is constructed of XML elements in which the message structure is enclosed in a ‘SOAP envelope’. The SOAP envelope acts as the container for all of the message elements. The other elements that make up a SOAP message include: a header element that contains application-specific information, a body element that contains the message call and response information, and a fault element that contains error and status information. SOAP messages hold a lot of data, of which is not always needed in the response. 
The advantages of using the SOAP web service are that it is platform independent and language independent. This allows the sending and receiving systems of the service to be using different operating systems and programming languages, but still be able to communicate and transfer data through standardisation. SOAP has support from other standards such as WSDL and provides extensibility to developers. It has been the prevailing standard for web services. 
The disadvantages of SOAP are that due to the complexity of the protocol it is hard to develop. It is more verbose and conceptually harder than other web services such as the REST web service[4]. The message holds a lot of data which can cause over-fetching and requires more processing power and network payload.
[bookmark: _Toc119533903]REST Web Services
Representational State Transfer (REST) was developed as an alternative to SOAP web services and was introduced by Roy Fielding in his doctoral dissertation in 2000 [7]. REST is an architectural style and defines a set of principles to be followed while designing a service for data exchange and communication between two applications. When these principles are applied to designing web services for client to server interactions, it is known as a RESTful web service. 
In a RESTful web service, any information or data can be defined as a resource. These resources can be accessed by a Uniform Resource Identifier (URI). Each resource can have one or more representations such as XML, JSON, or HTML. RESTful web services make explicit use of defined HTTP methods such as GET, POST, PUT, PATCH, and DELETE for CRUD operations to communicate and transfer data. According to Fielding [7], the defined list of architectural constraints for a RESTful web service comprises of: 
· The Client-Server Model, which aims to separate responsibilities. While the server maintains data and provides services to clients, the client is in charge of the user interface. By making the server simpler, this model improves scalability, and client and server development may be done independently [7].
· Stateless. In RESTful architecture all client-server communications are stateless, meaning that the server does not maintain any state of the session and so the client must send an independent request [5].
· Cache. The use of cache enables using previously saved responses to address similar queries. Cache enhances scalability, lowers latency, and uses less network bandwidth. Data freshness must be guaranteed when using cached answers, for instance through a Cache-Control header [7].
· A Uniform Interface enables a more straightforward system architecture and the separation of component implementation from the services they provide. The interface design is forced to incorporate a few extra needs, including "resource identification, resource manipulation through representations, self-descriptive messages, and hypermedia as the engine of application state" (HATEOAS) [7].
· A Layered System consists of hierarchical layers, and only the components on the immediate layers can directly communicate with one another. System complexity is decreased via layered architecture, while latency and overhead are increased. Message content transformation and load balancing are both possible with intermediary components [7].
· Code On Demand is the only option constraint and enables a client to download and execute code from the server [7]. 
The advantages of REST web services are that they are platform independent and language independent. It is much simpler to develop than SOAP as it requires less reliance on tools and is closer in design to the web. REST is concise and does not require an additional message layer.
The disadvantages of REST are that it’s not usable for a distributed computing environment as it is tied to the HTTP transport model. There is also a lack of standards support for REST regarding security. 
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GraphQL is a query language created by Facebook in 2012. It is a server-side runtime for APIs that provides only the exact data requested by the client. Although relatively new in comparison to SOAP and REST, GraphQL has been adopted by many large companies such as Netflix, Twitter, GitHub, and Airbnb due to its improved optimisation for fetching data to mobile devices [8]. In addition to the request-response architecture, GraphQL includes subscriptions, which are frequently implemented with WebSocket’s, allowing the server to push data to clients.
In accordance with the GraphQL specification, the main design principles for the query language are:
· Hierarchical. Following the structure of the application, the queries of GraphQL are hierarchical [8].
· Product-centric. GraphQL has been developed with front-end developers in mind as it is built for the needs of the application [8].
· Strong-Typing. The server is able to validate queries because the data structures and types are specifically defined. This allows for utilization in the development phase as queries can be tested before being implemented by a server [8].
· Client-Specified Response. As previously highlighted, a client will define and request the data it needs within the query and the server will return a response following the structure of the query, with only the requested information [8].
· Introspective. It is possible to query the GraphQL type system, which enables introspection. For query execution and schema introspection, a browser-based Integrated Development Environment (IDE) called GraphiQL is available [8].
Developers of APIs use GraphQL to build a schema that specifies all the potential data that users of the service may query. Object types make up a GraphQL schema and specify the kinds of objects that can be requested as well as their fields. GraphQL checks the queries against the schema as they come in. The verified requests are then executed [9].
The advantages of GraphQL are that it allows an organisation to singly source its API, whilst its calls are handled in a single trip without over-fetching. Because data types are clearly defined then there are no miscommunication errors between the server and the client. GraphQL is introspective and allows for the API to evolve without breaking existing queries [9]. 
The disadvantages of GraphQL are that it is relatively new and so presents a new learning curve for developers who are more familiar with REST APIs. Caching becomes more complex with GraphQL, and API maintainers have to write a maintainable GraphQL schema [9]
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Each API project will have a different set of requirements. The architecture type that is best suited for these web services will depend on the needs of the service and the willingness towards certain trade-offs. Below are specific comparisons between the APIs that can be used to help decide what is best use for a project’s requirements. 
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Both APIs are platform and language independent, although REST requires the use of HTTP. The benefits that SOAP provides over REST is that it works well in distributed enterprise environments and is standardized. It has built in error handling and can be automated when used with certain language products [11]. 
REST is more flexible and easier to use than SOAP. REST uses standards such as OpenAPI Specification 3.0 and Swagger and offers a smaller learning curve than SOAP. Where SOAP is constrained to using XML for all messages, REST also allows for smaller formats such as JSON. Because these messages are smaller, the processing time is quicker thus providing better performance times. The REST design is closer to other web technologies and is more widely used by developers [11].
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The client-server architecture and request-response communication model are both used by REST. GraphQL offers a request-response model and subscriptions that allow clients to request updates of particular objects and for the server to push the subscribed updates to the client. The subscriptions are useful for industrial communication when there are continuous updates required from multiple machines. REST and GraphQL are both used with HTTP in practice although GraphQL can be used with other protocols. REST bounds to CRUD operations and uses GET,POST,PUT, PATCH, and DELETE methods; whilst GraphQL uses only GET and POST methods for querying data. REST has the benefit of caching data because requests are sent to specific URL’s and the cache can be linked to these identifiers. GraphQL does not define any caching strategies in its specification, however it is possible through creating global identifiers for objects that are unique. Because caching is more difficult for GraphQL than REST, it makes the scalability of the server’s ability to handle an increasing number of clients poorer than REST. When a single resource is fetched, REST and GraphQL both perform similarly. But when retrieving several resources, GraphQL outperforms REST because it only needs one request, whereas REST has to necessitate multiple queries [8].
[bookmark: _Toc119533908]SOAP vs GraphQL
SOAP and GraphQL are similar in the sense that they lack caching strategies. Single URL endpoints are used to retrieve data by both APIs,  but because GraphQL is must more lightweight than a SOAP message and only requests and returns the necessary information reducing over-fetching. This in turn reduces network payload and offers better performance in comparison to SOAP [12]. Although GraphQL can enhance performance it can be overkill for smaller applications, and so is better suited for large enterprise applications. 
[bookmark: _Toc119533909]Application Video Presentation 
The following link provides a video presentation for the Authors built application:
https://youtu.be/rnrm2LcICp0
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