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As corporate infrastructures transition from isolated legacy systems to universal IP-based architectures, the precise configuration of interdependent network functions - such as routing, addressing, and domain naming - becomes critically paramount. Driven by the proliferation of connected devices, modern enterprise networks demand uncompromising continuous availability. This report critically investigates the design and secure implementation of a dual-site enterprise network for NOSS2027. By evaluating hybrid server environments (Windows Server 2025 and Debian Linux) alongside essential services, the research proposes a scalable, fault-tolerant topology fortified by strict access controls and centralised logging to safeguard mission-critical telecommunications and future operational growth.

Introduction
The primary objective of modern corporate cloud networks and virtualisation is to minimise reliance on physical hardware, thereby reducing capital expenditure, lowering carbon footprints through decreased energy consumption, and streamlining the integration of diverse devices. Virtual machines (VMs) - software-based emulations of physical computers - allow administrators to deploy isolated, fully functional operating systems without affecting the underlying host machine. Managing these environments requires a foundational understanding of key network components: a Server stores critical data, hosts applications, and manages users; a Domain systematically organises device and user access rights; and Active Directory (AD) serves as the central system for governing these entities within the network. Furthermore, cloud storage provides remote, internet-accessible data repositories essential for modern distributed workflows.
Interacting with these virtualised systems necessitates specific command-line interfaces, such as the Terminal for Linux environments and CMD or PowerShell for Windows. In this context, this research report investigates the design and implementation of an enterprise network for NOSS2027, a multinational organisation operating across dual sites in Swansea and London. Interconnecting such geographically dispersed branches requires a robust Virtual Private Network (VPN) leveraging IPsec protocols to ensure the cryptographic protection of all inter-branch data transmitted over the public internet. Additionally, to ensure successful implementation, the network must be intrinsically engineered for scalability and elasticity, utilising redundant hardware and automated failover clustering to guarantee uninterrupted access to critical resources.
To support the practical build in Component 2, this report will critically evaluate the required technologies. Firstly, it will compare Windows Server 2025 and Debian Linux (CLI-only) to understand their respective advantages, limitations, and operational paradigms. Secondly, it will explore fundamental network services essential for enterprise operations, including DNS and DHCP. It is crucial to note that misconfigured DNS can lead to severe enterprise-wide operational failures, highlighting the need for precise service deployment. Finally, as the proliferation of cloud computing and the Internet of Things (IoT) exposes networks to both internal and external vulnerabilities, the report will address fundamental corporate information security systems required to safeguard the proposed infrastructure.

[bookmark: _Toc243497517]1. Enterprise Network Requirements and Future Growth
The fundamental requirement for the NOSS2027 enterprise network is to establish a secure, highly available, and resilient infrastructure interconnecting the geographically dispersed dual-site operations in Swansea and London. Currently, this topology necessitates the deployment of a robust Site-to-Site Virtual Private Network (VPN) and advanced routing protocols (such as RRAS) to ensure that inter-branch data transit remains cryptographically secured across public networks. Architecturally, the network demands a centralised identity management system—driven by Active Directory Domain Services (AD DS)—to unify authentication and enforce consistent access policies across both the Windows Server and the CLI-based Debian Linux environments.
To accommodate future growth, the network design must prioritise scalability, elasticity, and uncompromising application service availability. As the organisation expands, the infrastructure must seamlessly support additional users and an increasing influx of end-user devices without requiring foundational physical redesigns. To achieve this, the enterprise should adopt dynamic virtual machine (VM) placement strategies. Implementing multi-objective VM placement algorithms allows the network to dynamically reallocate computing resources between the Windows and Linux environments, mitigating hardware failures and ensuring robust resilience without constant manual intervention. Such dynamic reconfiguration modules proactively handle scale-up or scale-out requests, preventing service disruptions and maintaining high availability for critical business applications when additional users join the network [1].
Furthermore, scaling the hybrid workforce will inevitably expose the limitations of traditional perimeter-based security architectures. While the network currently relies on Remote Desktop Services (RDS) and client-to-site VPNs for remote access, future iterations must transition towards a Zero-Trust Network Access (ZTNA) model. By adopting a strict "never trust, always verify" principle, ZTNA dynamically evaluates both user identity and device security posture for every individual access request, thereby effectively mitigating insider threats and securing complex, decentralised environments. ZTNA operates by continuously monitoring device health and enforcing granular, policy-based access controls at the workload level, which prevents the lateral movement of potential attackers across the Swansea and London subnets [2].
Resilience and maintainability represent the final critical requirements for long-term operational stability. Future network iterations must incorporate robust fault-tolerance mechanisms, such as Windows Server Failover Clustering (WSFC), to mitigate single points of failure. From a maintainability perspective, leveraging centralised management tools and Group Policy Objects (GPOs) will allow IT administrators to streamline user provisioning and efficiently manage cross-platform configurations, thereby significantly reducing administrative overhead within the growing multinational enterprise.

[bookmark: _Toc243497518]2. Server operating systems comparison
Windows Server 2025 operates on a centralised administrative model primarily driven by Active Directory Domain Services (AD DS) and Group Policy. Administration is executed through PowerShell, Windows Admin Centre, and Hyper-V for robust virtualisation management. Its security framework leverages Virtualization-Based Security (VBS), Credential Guard, and hypervisor-protected code integrity to isolate sensitive credentials in memory before threats reach corporate data. For data transit, the operating system introduces advanced transport security via SMB over QUIC, enabling secure, encrypted remote file sharing over port 443 without traditional VPNs. Seamless hybrid cloud integration with Microsoft Azure enables monitoring of performance, identity, and security posture without context switching. Windows Server 2025 significantly reduces downtime by supporting hotpatching: in-memory updates without reboots and accelerates storage workloads via native NVMe-over-Fabrics optimisation. However, it incurs high capital expenditure through commercial per-core licensing and Client Access Licenses (CALs), alongside demanding hardware requirements (requiring substantial RAM and CPU overhead) [3].
Debian GNU/Linux provides a contrasting open-source model licensed under the GNU GPL, eliminating software acquisition and licensing costs. In a headless, CLI-only deployment, administration is strictly executed via the terminal, remote Secure Shell (SSH), and text configuration files, bypassing the overhead of desktop environments such as GNOME, KDE, or Xfce. This minimalistic footprint ensures rapid performance, high resource efficiency, and broad hardware compatibility across diverse server architectures. Software management is facilitated through extensive official repositories using APT and sudo, with straightforward automation achieved via shell scripting #!/bin/bash and package pinning to enforce version priority. The Debian Security Team and Long-Term Support (LTS) initiatives continuously audit and patch vulnerabilities. By default, excluding graphical subsystems sharply curtails the attack surface, delivering an inherently hardened security posture. However, Debian relies on a decentralised management structure, demanding high technical expertise in command-line administration and third-party configuration tools to achieve equivalent enterprise-wide automation [4].
Comparative Evaluation
For the NOSS2027 enterprise scenario, each operating system exhibits clear trade-offs:

	Feature / Metric
	Windows Server 2025
	Debian Linux 

	Administrative Model
	Centralised (AD DS, GPO, Windows Admin Centre)
	Decentralised (CLI, SSH, configuration files)

	Licensing / Cost
	Commercial (per-core + CALs; high CapEx)
	Open source (GNU GPL; zero license fee)

	Hardware Overhead
	High (substantial CPU/RAM baseline)
	Extremely low (minimal memory footprint)

	Security Architecture
	VBS, Credential Guard, SMB over QUIC, hotpatching
	Minimal attack surface, granular sudo/PAM, LTS

	Automation
	PowerShell scripting, DSC, Azure Arc
	Bash scripting, APT automation, Ansible/Cron

	Enterprise Suitability
	Directory services, identity, IIS web hosting, hybrid Azure workloads
	Lightweight routing, centralised logging (syslog), supplementary file services



Conversely, Debian Linux (CLI) excels in peripheral corporate roles. Its lightweight, zero-cost architecture makes it well suited to routing boundaries, centralised logging nodes and supplementary file services without draining virtual hardware resources. Web hosting remains on Windows Server through IIS, which integrates natively with AD DS authentication and the Windows certificate infrastructure [5].

[bookmark: _Toc243497519]3. Network Services and Roles
To support the distributed NOSS2027 enterprise architecture across Swansea and London, a cohesive deployment of core network services is required. Each service fulfils a specific operational role, balancing performance, scalability, and security constraints within a hybrid environment.
DHCP and DNS: The Dynamic Host Configuration Protocol (DHCP) automates IP address management, allocating addresses for a specified lease duration and recycling them upon expiration. Operating via the four-step DORA (Discovery, Offer, Request, and Acknowledgement) process, DHCP provisions client devices with essential network parameters, including subnet masks, default gateways, and DNS servers, thereby eliminating the necessity for manual configuration. Concurrently, the Domain Name System (DNS) acts as a fundamental network directory, resolving human-readable domain names into numerical IP addresses. It stores vital records-such as A (IPv4), AAAA (IPv6), and CNAME aliases - and utilises caching mechanisms on both clients and servers to ensure instantaneous query resolution and improved overall network performance.
Despite its simplicity, DHCP presents operational limitations: a rogue DHCP server can distribute incorrect configuration parameters, whilst misconfigured scopes can cause duplicate IP address assignments, which is particularly disruptive in larger enterprise networks. For NOSS2027, this justifies restricting DHCP authorisation to the Windows Server and monitoring for unauthorised servers.
As most network applications depend on DNS to initiate communication, a DNS failure can make otherwise healthy services unreachable. Resilience is therefore improved by configuring primary and secondary DNS servers at host level [6].
Directory/Domain Services and File Sharing: Active Directory Domain Services (AD DS) serves as the central authority for enterprise identity management, providing unified authentication and authorisation across the corporate fleet. It seamlessly integrates with secure file-sharing protocols (such as SMB) to facilitate departmental data collaboration, enforcing granular NTFS permissions to safeguard sensitive corporate assets [7].
Web Services (IIS): Internet Information Services (IIS) provides a scalable, reliable, and easily manageable web server environment for hosting corporate applications. It facilitates secure communication between the web server and corporate firewalls, executing data exchange using standard protocols such as HTTP, HTTPS, FTP, FTPS [8].
Remote Access (RDS) and VPN: Remote Desktop Services (RDS) facilitates remote access to corporate computers over TCP port 3389. However, traditional RDS possesses inherent limitations, such as restricted session concurrency, the inability to execute remote hardware reboots, and remote screen lock vulnerabilities. To secure this access, a Virtual Private Network (VPN) is essential. The VPN acts as a secure intermediary, authenticating the client application and establishing an encrypted tunnel that masks the user's original IP address with that of the VPN server. This encryption prevents accidental data interception, whilst its routing capabilities ensure secure packet forwarding between the remote user, the VPN server, and the designated destination subnets.
Routing, Certificates, and Logging/Monitoring: Routing protocols are critical for dynamically determining the most efficient data transmission paths between the Swansea and London sites. To guarantee the cryptographic integrity of these communications, Public Key Infrastructure (PKI) certificates are deployed to encrypt internal traffic and verify device identities. Finally, comprehensive logging and monitoring services aggregate network activity, providing the forensic audit trails required to proactively identify security anomalies and maintain operational resilience [9].
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Figure 1: Enterprise network service interaction flow for NOSS2027
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Establishing a robust security baseline for the NOSS2027 enterprise network across the Swansea and London sites requires a cohesive defence-in-depth framework. Securing this hybrid architecture-encompassing Windows Server, Windows clients, and a headless Debian Linux server-demands strict alignment between access control, boundary filtering, and administrative lifecycle management.
Authentication and Authorisation
Identity security forms the primary line of defence. Authentication verifies the claimed identity of a principal attempting network access, whereas authorisation defines the explicit resources and actions permitted to that authenticated entity. In the simulated infrastructure, Active Directory Domain Services (AD DS) serves as the central identity authority, enforcing Kerberos v5 for Windows environments while integrating with Linux systems via PAM or LDAP/Kerberos. To prevent unauthorised lateral movement across sites, authorisation must strictly adhere to the Principle of Least Privilege (PoLP) and Role-Based Access Control (RBAC). System users, automated services, and IT administrators must only receive the minimum privileges required to execute designated business roles. For example, routine administrative tasks should be delegated through targeted built-in groups, such as DHCP Administrators, rather than assigning persistent Domain Administrator privileges, whilst Linux administration should use granular sudo permissions rather than unrestricted root sessions.
Password Policies and Boundary Protection
Cryptographic password enforcement must mitigate credential-stuffing and brute-force vulnerabilities. Network policies must mandate high entropy: minimum length, character complexity, and passphrases, alongside automated account lockout thresholds following repeated failed logon attempts. At the network boundary, stateful firewall rules regulate traffic flowing across local subnets and the inter-site WAN tunnel. Both Windows Defender Firewall and Linux nftables or iptables must operate under a default-deny posture: all inbound traffic is dropped unless explicitly permitted by validated administrative rules, such as those permitting encrypted HTTPS and IPsec encapsulation whilst dropping untrusted ICMP and remote execution ports.
Patching and Safe Operation
Maintaining safe ongoing operations requires proactive vulnerability and lifecycle management. Unpatched operating systems and peripheral network roles leave endpoints vulnerable to known Common Vulnerabilities and Exposures (CVEs) and zero-day exploits. An automated patch management pipeline must be established:
I. Windows Ecosystem: Governed centrally via Windows Server Update Services (WSUS) or Group Policy to schedule disciplined update rollouts and in-memory hotpatching.
II. Debian Linux Environment: Maintained using automated security repositories and the unattended-upgrades package, together with package verification, to apply critical patches without introducing operational disruption [10].
Routing, Certificates, and Centralised Logging (SIEM). 
Should the security mechanisms prove insufficiently effective, this supplementary protection framework can be introduced to further fortify the infrastructure. Routing protocols are critical for dynamically determining the most efficient data transmission paths between the Swansea and London sites. To guarantee the cryptographic integrity of these communications, Public Key Infrastructure (PKI) certificates are deployed to encrypt internal traffic and verify device identities. Furthermore, as the enterprise architecture scales, traditional fragmented log management becomes inadequate. Therefore, comprehensive logging and monitoring services must be elevated by implementing a Security Information and Event Management (SIEM) system. Centralised logging aggregates vast quantities of forensic audit trails - such as Windows Event Viewer logs and Debian Syslog data - into a single, searchable repository. According to recent cybersecurity frameworks, deploying automated event logging is crucial for proactive threat detection in complex hybrid networks; it empowers IT administrators to establish behavioural baselines, instantly identify security anomalies (such as repeated failed authentication attempts or abnormal inter-branch data routing), and execute rapid incident response. Consequently, continuous monitoring not only maintains operational resilience but also ensures strict compliance with enterprise security policies [11].
Collectively, these foundational controls - least privilege, rigorous access validation, stateful perimeter filtering, and consistent patching - form an integrated security baseline that directly prepares the enterprise for the advanced threat modelling and collaborative security discussions scheduled in Component 2.

[bookmark: _Toc243497521]5. Conclusion.
To successfully address the current and future operational requirements of the NOSS2027 enterprise network across the Swansea and London sites, a hybrid infrastructure deployment. The preceding analysis demonstrates that relying on a homogeneous operating system environment is sub-optimal for modern, distributed enterprise demands.
Instead, the network topology should strategically distribute roles based on platform strengths. Windows Server 2025 must be provisioned for core, identity-driven infrastructure services. By hosting Active Directory Domain Services, DNS, DHCP and IIS web services exclusively on the Windows platform, the enterprise can leverage its unparalleled native integration with Group Policy to maintain centralised, robust administrative control over the entire corporate fleet.
Conversely, the CLI-only Debian Linux server should be deployed for peripheral, edge-facing, or modular network roles - such as secure routing boundaries, dedicated web services, and centralised logging. This targeted deployment effectively exploits Debian’s zero-cost licensing, extreme hardware resource efficiency, and inherently minimised attack surface.
Ultimately, integrating this hybrid server architecture with dynamic resource scaling and strict security baselines - specifically the Principle of Least Privilege and default-deny stateful packet filtering will construct a highly secure, scalable, and resilient enterprise network capable of supporting a growing remote workforce.
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