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[bookmark: __RefHeading___Toc30880_2976422455]1. Introduction

My experience in software engineering, Unix / Linux, networking, incident management and applications support, gives me a unique blend of skills that directly align with the challenges and opportunities presented in the cyber security issues pertaining to the DVLA ‘mobile office’ project. 
This deep understanding of the technology stack gives an excellent perspective; from software engineering I can utilise analysis, optimisation, and debugging; from networking, protocol knowledge, routing and firewall setup,  and topology design will be crucial for understanding, analysing, and implementing the various texts, previous research, and possible new techniques; my Application Support and Incident Management has seen many attacks, mitigations, and patches implemented, it has also given me the first hand experience in how general users act and deal with IT and the challenges of security from a user perspective; A lot of research and applications that deal with security are based in and tested with Unix and Linux systems, my background in using Unix and Linux command line throughout my career eliminates the learning curve when setting up and understanding the application of security systems.
Using a combination of the knowledge I have built academically and through practical application I expect to bring strong problem solving, analysis, and adaptability to real world problems that face the ‘mobile office’ and end-point security, therefore I believe my strengths can be summarised: -
· Endpoint Security Tools Evaluation: Assess the effectiveness of existing endpoint security solutions and recommend improvements.
· Implementation of Security Best Practices: Develop and implement security policies and procedures to protect endpoints in a mobile work environment.
· Emerging Threats Awareness: Stay updated on the latest security threats and trends to ensure proactive protection.
· Training and Accessibility of Security: Develop and deliver training programs to educate employees about security best practices due to the ability to effectively communicate complex technical concepts to non-technical stakeholders
· Incident Response: Contribute to the methods of incident response planning and execution to minimize the impact of security breaches as part of the flow of the solution.
My combination of technical expertise, problem-solving skills, and practical experience make you a strong candidate for this project. My ability to understand the unique challenges of the mobile office and develop effective solutions will be invaluable in enhancing endpoint security at the DVLA.


[bookmark: __RefHeading___Toc30882_2976422455]2. Background to the Proposed Research

The increasing adoption of remote work have significantly altered the traditional workplace landscape. This shift has introduced new challenges and opportunities for cybersecurity. This literature review explores the key factors influencing endpoint security in a mobile office environment, identifies existing research gaps, and highlights potential solutions.
Endpoint security refers to the protection of devices, such as but not limited to laptops, smartphones, and tablets, that connect to a network. When employees work from home or other places away from the internal network, their endpoints become a critical part of the corporate network, thus making it essential to implement robust security measures.
Of course all the standard security is important and should not be over looked, however some are more concerning than others from the perspective of the devices external to the network that are to be allowed access.
Virtual Private Networks (VPN)
It has become a standard in recent years that when you connect to an office network you will use a VPN to access resources located inside the office’s physical network via an encrypted tunnel (pathway across the Internet in most cases). The importance of having a secure connection is discussed by many researchers [2] [5], however it comes at the cost of traffic load and speed [4], This is not seen as a downside compared to the risks of connecting to the office network without this security considering the popularity of the ‘man in the middle attack’, otherwise known as sniffing [9] which makes data breaches as a high risk.  [1] S. Hardikar et al, also highlight the importance of being able to filter inappropriate and dangerous sites from being visited when connected to the VPN further increasing security. 
Remote access to machines to perform the tasks within the network are commonly used as they are internal resources and can have stricter policies upon them, this means that less software is required on external devices meaning less vulnerabilities. However, remote desktop protocol (RDP) is not secure, VPN’s provide the means to facilitate a secure connection. [7] 
Disk Encryption
Restricting the rights and usage of devices via user accounts / policy is effective against misuse, accidental, and opportunistic data breaches via the operating system [4] [8], however as the hardware out of sight a user has the ability to remove the data storage from the device and alter it in another device. This is widely used in corporate computers and laptops to mitigate the threats posed from theft which is a high risk when the devices frequently leave the physical security location. [3]
Detection and Prevention
A basic firewall to protect against unauthorised connections to devices is a must and a tried and tested way to provide a certain level of security and is required, however it the real powers fall to intrusion detection and prevention systems (IDPS) [4]. Typically these are located on the boundaries of the corporate network, and even though they provide security against suspicious network activity from devices that would connect to the network they are not really aimed at end-point device security, rather that they are to protect against the end-point devices. Never the less these systems can be trained and given rules to detect connection anomalies, user login anomalies, known malware / virus / ransomware signatures and can also in complex applications be used to detect zero day versions of said malware / virus / ransomware. [8]
Virus and malware detection software on end-point devices will be required in order to protect data where encryption fails. Usually this is controlled from a central point and devices are updated from a trusted source located on the network after establishing a VPN connection. [10]

It is also very important to maintain the security of the operating system and the software installed with regular patching issued from the trusted resource on the corporate network to increase the risk that an unknown virus will exploit the system. 

The users themselves are usually the weakest point in the chain when it comes to general security, some of which can be mitigated by enforcing screen locking timeouts for inactivity, password expiry, multi-factor authentication, wiping devices upon certain conditions such as failed logins or on report of loss or theft, strict password policies and training to recognise phishing scams.[4] [9] [10]

Multi factor authentication can be facilitated in a few ways, fobs and applications can be used to generate codes for an additional password prompt, but certificates can also be used to provide a fast and secure method of verifying a valid connection attempt from an authorised device and user. [8]

By implementing these measures, organizations can significantly enhance the security of their endpoints and protect their sensitive data in a remote work environment.
Conclusion of Existing Research
Previous research has explored various aspects of endpoint security in a mobile office environment, including:
· Endpoint Security Threats: Researchers have identified a wide range of threats targeting endpoints, such as malware, phishing attacks, and data breaches.
· Factors Influencing Security Behaviour: Studies have examined factors that influence employee behaviour regarding endpoint security, including awareness, training, and organizational culture.
· Endpoint Security Technologies: Research has evaluated the effectiveness of various endpoint security technologies, such as antivirus software, intrusion detection systems, and device management through encryption, software, and account control.
· Challenges of Remote Work: Researchers have explored the unique challenges associated with securing endpoints in a remote work environment, such as increased attack surfaces and difficulty in monitoring and managing devices.
Regarding the hardening of resources current research shows that there is a gap regarding the storage of what is know as shadow data / IT. The methods described above all deal with making data stored where it should be hard to access or destroy. However it is in fact the data that is stored where it should not be that is truly at risk and could be used to render techniques described as irrelevant. Consider the cookies from the Google searches or other sites, or the rogue company data stored in a spreadsheet or text file that was a temporary location for formatting in a location viewable by less authorised staff, or even the data you emailed home / to a third party. As you can imagine this falls into the remit of human security which is fallible and very hard manage consistently.
One such solution maybe to create a software defined network specific to each VPN connection design to section the network by user role, or a strict policy on internet usage installed onto the machine to deny all access to the internet unless connected via VPN to enforce regulation of viewable sites.


[bookmark: __RefHeading___Toc30884_2976422455]3. Aim & Objectives

[bookmark: __RefHeading___Toc30886_2976422455]Aim:
To develop a comprehensive framework for enhancing endpoint security in a mobile office environment, addressing the challenges presented by the increased adoption of remote work and therefore identify what is missing from the current security model presented.
[bookmark: __RefHeading___Toc30888_2976422455]Objectives:
1. Conduct a thorough analysis of existing endpoint security threats and vulnerabilities specific to mobile office environments. 
- This will involve identifying common attack vectors, emerging threats, and potential vulnerabilities in mobile devices and applications. 

2. Evaluate the effectiveness of current endpoint security technologies and practices in mitigating these threats. 
- This will include assessing the strengths and weaknesses of antivirus software, intrusion detection systems, mobile device management solutions, and other relevant technologies as listed in the introduction. 

3. Develop a framework for implementing a robust endpoint security strategy tailored to the unique requirements of mobile office environments. 
- This framework will incorporate best practices, industry standards, and emerging technologies. 

4. Identify and address the human factors that influence employee behaviour regarding endpoint security. 
- This will involve exploring factors such as awareness, training, and organizational culture, and developing strategies to improve employee compliance with security policies or removing the ability to perform certain tasks to increase security at the cost of usability. 

5. Evaluate the potential impact of emerging technologies, such as AI and machine learning, on endpoint security in a mobile office environment. 
- This will involve exploring how these technologies can be used to enhance threat detection, response, and prevention.



[bookmark: __RefHeading___Toc30890_2976422455]4. Methodology

[bookmark: __RefHeading___Toc30892_2976422455]4.1 Research Methodology

[bookmark: __RefHeading___Toc30894_2976422455]Research Design
A mixed-methods research design will be employed to combine both quantitative and qualitative approaches. This will provide a comprehensive understanding of endpoint security challenges and potential solutions.
[bookmark: __RefHeading___Toc30896_2976422455]Data Collection Methods
· Quantitative Data:
· Analysis of current security framework via secondary data collection: The current systems used must be scored against the current industry standards.
Existing data from industry reports, academic research, and security databases will be analysed based on end-point device security data protection. 

· Qualitative Data:
· Surveys: Current IT professionals will need to share real life pit falls that have been encountered to uncover the current working practices of staff. Professionals to include Support groups, resolution teams, and incident management. 
· Case Studies: Case studies of organisations with successful endpoint security programs will be analysed to identify key factors contributing to their effectiveness. 
[bookmark: __RefHeading___Toc30898_2976422455]Data Analysis
· Quantitative Data: Statistical analysis techniques, such as descriptive statistics, correlation analysis, and regression analysis, will be used to analyse survey data and identify patterns and relationships of the scores and threats and the relationship between favouring security in one area over another.

· Qualitative Data: Thematic analysis will be employed to identify common themes and patterns within the interview and case study data. 
[bookmark: __RefHeading___Toc30900_2976422455]Ethical Considerations
· Informed Consent: Participants will be informed about the research objectives, data collection methods, and their right to withdraw from the study. 
· Data Privacy: Measures will be taken to ensure the confidentiality and anonymity of participant data. 
· Ethical Guidelines: Company and individuals names will be omitted from the study so that what we learn from their mistakes will not condemn them so that we can benefit and that they might also benefit from the future of the research.
[bookmark: __RefHeading___Toc30902_2976422455]Timeframe and Resources
A detailed project timeline will be developed to outline the key activities and their estimated duration. Necessary resources, including human resources, equipment, and software, will be identified and allocated.

[bookmark: __RefHeading___Toc30904_2976422455]4.1.1 Philosophy

Positivism is a philosophical approach that emphasizes objectivity and empirical evidence, and so it will be employed to discover and verify relationships between the systems used and the threat / risk scoring by quantitative data analysis.
Justification:
· Objectivity: Positivism aligns with the goal of providing objective and measurable evidence to support endpoint security recommendations.
Qualitative data (interviews, case studies) will be compared to see if the concerns and known security gaps match the findings from the scoring analysis.
· Empirical Evidence: The research will rely on quantitative data (secondary data compared with current system data). The use of statistical analysis and rigorous research design will ensure the reliability and validity of the findings.

Advantages and Disadvantages:
· Advantages:
· Provides a structured and systematic approach to research.
· Enables the identification of cause-and-effect relationships.
· Facilitates the generalisation of findings to a wider population.
· Disadvantages:
· Can be limited by the availability or bias of quantitative data based on organisation type.

The qualitative data received from interviews will used as a factor to decide whether or not the quantitative data could be bias or a mistake has been made in the weighting of the value of different risks.

[bookmark: __RefHeading___Toc30906_2976422455]4.1.2 Approach

Upon deducing a weighted scoring system for various aspects of security methods based upon the number of threats created from or mitigated by said methods, the final scores and trends of case studies and test scenarios will be used inductively to formulate the ideal framework design to determine the most effective use of technology for end-point security.
By collecting and deducing a weighted scoring system based on threats and risk that will hopefully be supported by the testimony of professionals in the current organisation and the cases studies I predict that the hypothesis will be true.
Based upon the scoring system, the framework could be used to predict the most vulnerable areas and therein the most likely future attack surfaces.
Advantages and Disadvantages:
· Advantages: 
· Provides a structured and systematic approach to research. 
· Can lead to precise and testable hypotheses. 
· Facilitates the application of existing knowledge to new situations. 
· Disadvantages: 
· Can be limited by the accuracy of the initial assumptions. 
· May not be suitable unexpected phenomena. 
Mixed Methods Approach:
While the primary approach will be deductive, a mixed methods approach will be used to address the limitations of deductive reasoning for future development as the deduced data will on help the current trend.
· Deductive Components: The formulation of hypotheses and testing them through empirical data will be guided by deductive principles. 
· Inductive Components: Qualitative data analysis (e.g., thematic analysis) will incorporate inductive reasoning to identify emerging themes and patterns that may not have been anticipated by the initial hypotheses should the qualitative data be in controversy with the deduced data. 
By combining deductive and inductive reasoning, the research will benefit from the strengths of both approaches while mitigating their weaknesses. This will allow for a more comprehensive and flexible exploration of endpoint security challenges and solutions.

[bookmark: __RefHeading___Toc30908_2976422455]4.1.3 Strategies

A literature review will be conducted to provide a comprehensive overview of existing research on endpoint security in a mobile office environment. This will involve identifying relevant studies, analysing their methodologies and findings in order to collect the perceived number of threats and benefits and provide a weighting for each. 
Justification:
Gaining an understanding of the field: Conducting a literature review can serve as a basis for comprehending the present level of knowledge and pinpointing areas in need of further research. 
Determining Best Practices: We can identify best practices for improving endpoint security by looking at the research that has already been done. 
Theoretical Framework: A literature review will aid in the formation of the research's theoretical framework, which will direct the formulation of the final framework and hypotheses. 

[bookmark: __RefHeading___Toc30910_2976422455]4.1.3.2 Survey
IT professionals and employees from support teams will be asked fill out a survey to gather data on endpoint security practices, perceptions, and challenges. The survey will include both closed-ended and open-ended questions to capture quantitative and qualitative data in order to analyse the opinions and numerical stats against each other to determine if the survey can be trusted. For example, if the participants all score numerical moderate and three quarters use the words good and the rest use a more gratifying word the more gratifying word will be given less weight.
Justification:
Data Collection: Surveys are an economical and effective means of gathering information from a large number of people. 
Quantitative and Qualitative Data: Surveys can gather qualitative data, such as opinions about security threats, as well as quantitative data, such as the frequency of security incidents, however it will be aimed more at similar questions to the qualitative to rationalise the language used which will in turn be used to normalise the results to use to test the deduced threat scores and validate the hypothesis. 

[bookmark: __RefHeading___Toc30912_2976422455]4.1.3.3 Case Study
Existing case studies will be evaluated to look at similar organisations that have put in place efficient endpoint security measures in a mobile office setting. The case study will be scored by the deduced scores from the deductive literature review and existing data to determine if adjustments need to be made or if certain aspects may have been overlooked.
Justification: 
Comprehensive Examination: Case studies offer a nuanced and contextualized understanding of endpoint security implementation in real-world scenarios. 
Best Practices: We can determine best practices and lessons gained by looking at case studies that have been successful. 
Contextual Understanding: Organizational culture, industry-specific requirements, and other contextual factors can all have an impact on endpoint security solutions. Case studies can aid this understanding.

[bookmark: __RefHeading___Toc30914_2976422455]4.1.4 Risks & Limitations

[bookmark: __RefHeading___Toc30916_2976422455]External Factors
· Changes in Technology: Rapid advancements in technology, such as new mobile devices or operating systems, could render some research findings obsolete. To mitigate this risk, the research will focus on fundamental principles and frameworks that are likely to remain relevant over time. 

· Enough true accounts of attacks and vulnerabilities from case studies and current data available for research due to organisations not wanted to reveal the short comings of their security.
[bookmark: __RefHeading___Toc30918_2976422455]Mitigation Strategies
· Continuous Monitoring: The research will involve ongoing monitoring of technological advancements and industry trends to ensure that the findings remain relevant. 

[bookmark: __RefHeading___Toc30920_2976422455]Limitations
· Diversity of Data: the results may be limited by the specific context of the study participants. To address this, the research will strive to recruit a diverse sample of participants from different organizations and industries. 

· Time Constraints: The duration of the research may be limited by factors such as funding, resource availability, and the time frames set by the organization. To manage time constraints, a well-defined project timeline will be developed and adhered to. 

· Ethical Considerations: such as data privacy and participant consent, may limit the scope of the research. The research will be designed to minimise ethical risks and obtain necessary approvals. 
By addressing these external factors and limitations, the research can increase its chances of success and ensure the reliability and validity of its findings.

[bookmark: __RefHeading___Toc30922_2976422455]4.1 5 Ethical Issues

[bookmark: __RefHeading___Toc30924_2976422455]Potential Harm to Participants
· Data Privacy: To mitigate this risk, firm data privacy measures will be implemented, including data anonymisation and secure storage.

[bookmark: __RefHeading___Toc30926_2976422455]Potential Harm to Researchers and Industrial Partners
· Reputational Harm: To mitigate this risk, the research will be conducted with integrity, ensuring that findings are presented accurately and responsibly. 
· Legal Liability: To prevent legal issues, the research will adhere to all relevant laws and regulations. 
[bookmark: __RefHeading___Toc30928_2976422455]Mitigation Strategies
· Informed Consent: Participants will be provided with clear and informed consent before participating in the research. 
· Data Privacy Measures: Strong data privacy measures will be implemented to protect participant data. 
· Ethical Review: The research will be reviewed and approved by an institutional review board to ensure ethical compliance. 
· Confidentiality: Participant data will be kept confidential, and only authorised personnel will have access to it. 

[bookmark: __RefHeading___Toc30930_2976422455]4.1.6 Validity, Reliability & Generalisability

[bookmark: __RefHeading___Toc30932_2976422455]4.1.6.1 Validity
The research design and methods employed in this study are appropriate for investigating endpoint security in a mobile office environment. The combination of quantitative and qualitative data collection methods will provide a comprehensive understanding of the research topic.
[bookmark: __RefHeading___Toc30934_2976422455]4.1.6.2 Reliability
The reliability of the research can be enhanced through the following measures:
· Triangulation: Using multiple data collection methods (surveys, interviews, case studies) can increase the reliability of the findings. 

· Pilot Testing: Conducting a pilot study can help to identify any potential issues with the research design or data collection methods. 
[bookmark: __RefHeading___Toc30936_2976422455]4.1.6.3 Generalisability
Should the deduced data scoring and case studies coincide and produce a positive correlation then the framework should be useable for other organisations. 
Overall, the research design and methods employed in this study are appropriate for investigating endpoint security in a mobile office environment. By addressing issues of validity, reliability, and generalisability, the research can provide valuable insights and recommendations for organizations seeking to enhance their endpoint security posture.

[bookmark: __RefHeading___Toc30938_2976422455]4.1.7 Data Evaluation Methods
[bookmark: __RefHeading___Toc30940_2976422455]4.1.7.1 Data Collection
[bookmark: __RefHeading___Toc30942_2976422455]Types of Data
    • Quantitative Data:
· Demographic information (e.g., organization size, industry)
· Endpoint security practices (e.g., use of antivirus software, firewalls, VPN)
· Perceived security risks and benefits
· Awareness and training on endpoint security
    • Qualitative Data:
· In-depth insights into endpoint security challenges and best practices
· Experiences with security incidents
· Organisational posture on security and actual posture
· Strategies for addressing emerging threats

[bookmark: __RefHeading___Toc30944_2976422455]Data Collection Methods
· Surveys: A structured survey will be administered to IT professionals and employees to collect quantitative and qualitative data. The survey will be distributed electronically to participants.

· Secondary Data: Existing data from industry reports, academic research, and security databases will be collected to provide a broader context for the research.
[bookmark: __RefHeading___Toc30946_2976422455]Sample Size and Recruitment
· Survey Respondents: A minimum of 200, however 1000 respondents would be preferred for the survey. Participants will be recruited through professional networks, industry associations, and online communities.

[bookmark: __RefHeading___Toc30948_2976422455]Data Collection Challenges and Mitigation Strategies
· Low Response Rates: To address low response rates, follow-up reminders will be sent to non-respondents, and more people will be targetted for participation.
· Data Quality: To ensure data quality, clear and concise survey questions will be used, and data validation checks will be conducted.

[bookmark: __RefHeading___Toc30950_2976422455]4.1.7.2 Data Evaluation
[bookmark: __RefHeading___Toc30952_2976422455]Analysing Quantitative Data
Descriptive Statistics: These statistics, which include measures of central tendency (mean, median, mode) and dispersion (standard deviation, variance), will be used to summarize the quantitative data.
Correlation Analysis: Correlation analysis will be used to look at the relationships between various variables, like the one between the frequency of security incidents and the size of the organization.
Regression Analysis: Regression analysis is going to be used to forecast how independent variables (like employee training and security procedures) will affect dependent variables (like security incidents).
[bookmark: __RefHeading___Toc30954_2976422455]Qualitative Data Analysis
· Thematic Analysis: Thematic analysis will be used to identify common themes and patterns within the qualitative data collected from surveys and case studies.
· Content Analysis: Content analysis may be used to analyse textual data, such as survey responses or interview transcripts.
[bookmark: __RefHeading___Toc30956_2976422455]Experimental Hypotheses
Hypothesis 1: Organizations with more robust endpoint security practices will experience fewer security incidents.
Hypothesis 2: The most vulnerable area identified will be by oversight from the IT professionals / architects and not as stereotyped the normal users of the system.
[bookmark: __RefHeading___Toc30958_2976422455]Statistical Significance
A level of statistical significance of 0.05 will be used. This means that there is a 5% chance of observing the results by chance, and therefore, a statistically significant finding suggests a meaningful relationship between the variables.
[bookmark: __RefHeading___Toc30960_2976422455]Data Presentation
Tables and Graphs: Quantitative data will be presented in tables and graphs (e.g. bar charts, pie charts, histograms) to facilitate understanding and interpretation.
Narrative Summaries: Qualitative data will be summarized in narrative form, highlighting key themes and findings.
Visualizations: Visualizations, such as diagrams or flowcharts, may be used to illustrate complex relationships or concepts.
	


[bookmark: __RefHeading___Toc30962_2976422455]5 Resources and Planning
	
[bookmark: __RefHeading___Toc30964_2976422455]5.1 Hardware Resources
· Standard Networked PC: A standard networked PC with sufficient processing power, memory, and storage will be used for conducting the research.

[bookmark: __RefHeading___Toc30966_2976422455]5.2 Software Resources
· Standard Software: Standard software tools, such as word processors, spreadsheets, and presentation software, will be used for documentation and data analysis.

[bookmark: __RefHeading___Toc30968_2976422455]5.3 Information Resources
· Academic Databases: Academic databases (e.g., Google Scholar, JSTOR) will be used to access peer-reviewed research papers and articles.
· Industry Reports: Industry reports from organizations like Gartner, Forrester, and IDC will provide insights into current trends and best practices in endpoint security.
· Government Publications: Government publications, such as cybersecurity frameworks or guidelines, can provide valuable information and recommendations.
· Online Forums and Communities: Online forums and communities dedicated to cybersecurity can be a source of information and discussion.
[bookmark: __RefHeading___Toc30970_2976422455]5.4 Human Resources
· Supervisor: The supervisor will provide guidance, support, and feedback throughout the research project.

· Survey Participants: 200 - 1000 participants will be needed for the survey. 

[bookmark: __RefHeading___Toc30972_2976422455]5.5 Project Plan

	Phase
	Activities
	Timeline
	Milestones

	Literature Review
	Conduct a comprehensive literature review on endpoint security in a mobile office environment.
	October - November 2024
	Completion of literature review

	Research Design
	Develop the research design, including data collection methods, analysis techniques, and ethical considerations.
	November 2024
	Finalization of research design

	Data Collection
	Collect data through surveys, interviews, and secondary sources.
	December 2024 - January 2025
	Completion of data collection

	Data Analysis
	Analyze quantitative and qualitative data using appropriate statistical and thematic analysis techniques.
	January - February 2025
	Completion of data analysis

	Framework Development
	Develop the endpoint security framework based on research findings and best practices.
	February - March 2025
	Completion of framework development

	Report Writing
	Write the final project report, incorporating the research findings, analysis, and conclusions.
	March - April 2025
	Submission of project report

	Interim Viva
	Present the research progress to a panel of examiners.
	Second week of January 2025
	Successful completion of interim viva

	Final Viva
	Defend the final project report and answer questions from a panel of examiners.
	Second week of May 2025
	Successful completion of final viva



Dissemination and Implementation
The successful completion of this research project will result in a comprehensive framework for enhancing endpoint security in a mobile office environment. The next phase of the project will focus on disseminating the research findings and exploring opportunities for implementation. By sharing the research outcomes with relevant stakeholders, including industry professionals, policymakers, and academic communities, we can contribute to the development of more secure and resilient mobile office environments.
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