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The following report will be covering various tools and methods related to the security of being online in today’s modern society, most notably in the business and professional aspects of online operation. Research will be conducted into the various areas of cyber security as well as any possible future developments that could arise and alter how the security is conducted and tested. Comparisons can then be made between the various areas comparing the security risks and issues across the various areas and techniques. A simulation into selected areas will then be conducted to identify how these tools can be utilized in a real life scenario to highlight security weaknesses in order to strengthen the security for a given real life scenario as well as equipping the network to prevent many of these attacks before they become an issue.
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[bookmark: _a6gmohy5wsmg]Introduction

With the internet becoming a more prominent aspect of everyday life, the reliance on the use of the internet as well as the amount of data sent as traffic has never been higher. This also includes businesses and organizations in order to function as expected. Many of these businesses rely heavily on technology such as communications through video, voice or text, sensor monitoring through remote connections, cloud services for server hosting or file backup as well as a host of IoT related technologies. With this heavy reliance of the technology as well as the internet connection connecting them all together, it is crucial that these networks be secured to prevent any unauthorized access especially to an attacker looking to access the network with malicious intent. Unfortunately, the amount of new attacks being discovered is ever increasing making the threat to these businesses an ever-expanding problem. In order to prevent these attacks from impacting a network, it is important to understand how these attacks work and how they are utilized by attackers. With this knowledge, a business can better equip their own networks with the capabilities to repel these attacks and remain functional and secure.

[bookmark: _yo2ycu1oc15]Related Research

[bookmark: _g9aknnmzdu1x]Future Trends	Comment by Carlene Campbell: 


With technology continuing to develop and advance at a rapid pace, the amount of technology being implemented into businesses and even average homes is continually increasing. With the development of AI only accelerating the rate of implementation, the idea of a ‘smart homes’ [1] or even ‘smart businesses’ are becoming more appealing to network owners with many cities even seeing the potential for a ‘smart city’ to be developed. With this technology, multiple IoT based devices are implemented into a network with the intention of linking and managing many aspects of a building together making management much easier and, even in some cases, automated. Not only does this save the user time and effort on controlling these aspects but also can help in improving efficiency and cost savings. However, with more devices being added into a network, there is an increased risk in security for these new and untested devices. Many of these devices operate solely through the local network and can be accessed a variety of different ways including physical operation or even voice operation which can present a security risk as the device has no authentication to verify if the user operating the device is authorized to do so. There are also however many devices that can be accessed remotely through cloud-based services introducing another potential security risk as the control of the device is being trusted in the company hosting the services. This can cause issues should the company become compromised in any way revealing private information on the users as well as control over their new smart devices.	Comment by Carlene Campbell: 

With smart technology becoming more common, the amount of unmanned systems will increase tenfold. While the benefits of these systems are significant, as stated by Fitton, O Et al. “This will lead to efficient logistics, but it will also form a new avenue for cyber attack” [2]. With less need for workers to be present, this opens up the possibility of attackers being able to gain access to a system or network without the knowledge of anyone involved allowing them to carry out their various attacks or implement their malware into the systems.

Another area that will likely become a large threat in the near future is the smartphone market. With the development of smartphones forever progressing creating more capable and powerful smartphones, the risks posed to them also increases. As stated by A. Arabo and B. Pranggono, “In the near future, mobile smart device users can expect to see a striking increase in malware and notable advancements in malware-related attacks” [3]. As smartphones become more capable through hardware as well as software improvements, the amount of sensitive data they can hold also has increased. Many online services are now entirely manageable through their respective mobile applications such as mobile banking, online shopping and more. This results in the average user's smartphone holding various sensitive data on them such as usernames and logins as well as payment details and company emails. Many people are now even making the switch from traditional credit and debit cards to make payments to their smartphones using the built in NFC chips and banking applications to make contactless payments. While these advances help make the everyday lives of many more convenient, it also makes the device a more appealing target for a potential attacker. With the amount of data held on each device, the amount of attacks that will be developed in the future to acquire this data will need to be challenged through robust security measures in order to keep the devices secure.

Furthermore, a final growing area of concern for online security is the growth and complexity of “social engineering” attacks. These forms of attacks rely on an attacker attempting to deceive an unknowing victim into believing the attacker is someone else and thus tricking them into handing over sensitive information such as credentials for logins or even bank details. A more common form of these attacks is known as “Clone phishing”. This is when an attacker will clone a trusted website's login page and host a fake version of the site on their own device. The user is then sent the link to their fake site through various deceptive methods in order for the victim to land on the fake site, enter their username and password and then get redirected back to the authentic site in an attempt to avoid raising any suspicions. Once the information is entered in the fake site it is then stored on the attacker’s device for later use. 

[bookmark: _ollf7s5lchqq]Cloud-based services

Cloud computing is “the delivery of computing services – including servers, storage, databases, networking, software, analytics and intelligence – over the Internet” [4]. Cloud-based computing has become a major aspect of many businesses and has changed how they operate making the service a crucial part of the infrastructure. Cloud computing has enabled many businesses to save money on building their own infrastructure capable of carrying out heavy-load tasks by offloading the work to a much more powerful system built in the cloud to carry out the task at a much greater speed as well as offering off-site data storage, keeping important data safe in the cloud and accessible from anywhere with a data connection. While these benefits are greatly utilized in business as well as home use, they also result in more potential weaknesses in security by utilizing the online cloud. Many of these weaknesses have been stated by Ahmed, M. and Hossain, M.A. in their paper “Cloud Computing and Security Issues In The
Cloud” [5]. The paper identifies an issue with utilizing cloud computing for transmitting sensitive data from a client's machine to the cloud service as this can be intercepted by an attacker through means such as a man-in-the-middle attack. This same scenario can also be utilized from data transmitting from the cloud to the client’s machine with similar forms of attacks. This would result in any data accessed from the cloud being at risk of being intercepted and stolen by an attacker such as private company information and even private information on the specific user using the service. A further weakness in utilizing cloud services is the fact that the data, including personal data, is stored in a remote PC or server that the client does not own themselves. This results in the client having to trust the service provider with their sensitive and personal data. This would include trusting that the provider can keep their servers and machines secure from attackers as a data breach could expose not only the stored data but also the credentials and personal information on users of the services.

[bookmark: _tyv3kelmwj90]Web Markup Language

With today’s world being heavily based online, the need for browsers to access the internet is essential. In order for the browser to load and show the web pages to the user however, the browser uses a markup language to interpret the website code. The current standard most used is known as ‘Hyper Text Markup Language 5’ or HTML5 for short. The HTML language has been designed to fulfill all of the needs of any user accessing the internet online with a constantly evolving feature set to continue providing users with a fast and feature rich browsing experience. However, the language is not immune to security issues.
One of the new features introduced in HTML5 is the ability to utilize offline storage. The offline storage is a client-side SQL database that can be accessed by a website utilizing JavaScript. The main benefit of utilizing local storage is to drastically speed up web-based applications however also poses a threat should the developer not understand the correct procedures for implementing the offline storage into their web app. In order to keep the offline data secure, the developer must use the Secure Socket Layer protocol or ‘SSL’ for short as well as make their database generate unique names to prevent a hacker from being able to conduct a predictable attack. The developer must also ensure that the SQL statements feature is being used over the traditional JavaScript code in order to prevent an attacker from being able to carry out an “SQL Injection” [6] attack.
A further new feature added into HTML5 is the inclusion of more attribute tags. While the addition of these new tags allows web developers more tools to construct better, more interactive and intuitive websites, the tags can also be used in malicious ways such as the new ‘autofocus’ tag. The tag will take the focus of the user’s cursor or text input and direct it to a specific part of the page or even a new window in the browser and execute malicious code when the window becomes active. There are also various other tags that can be abused like this such as the “srcdoc” tag which can direct to external resources including those with malicious intent causing harm to the user visiting the page.

[bookmark: _4bdvzqpyaerv]Lab Analysis

In order to understand a variety of attacks targeted towards an individual or business, it is important to carry out these attacks to prove their usefulness and understand how they work in order to prevent them from attacking the network in the future. The targets will be identified and targeted through their own exposure of online and freely available information made acquirable through the public. Tools will then be identified and tested to show the effectiveness and aid they can provide a business from negating an attack.

[bookmark: _axemiyd0aqxt]Social Engineering

Through the use of social engineering, a variety of data including sensitive personal information can be acquired with relative ease. Social engineering involves the deceptiveness of the attacker to target an innocent or unknowing target and tricking them into handing over their personal data to the attacker. One form of this is known as website cloning. Website cloning can create a fake website login page hosted on an attacker's device that will scan for a user inputting their own credentials believing it is the legitimate site. The user will then be redirected to the legitimate site in an attempt to avoid raising suspicion.
To begin this attack, the Social Engineering Toolkit (SET) [7] will be used running on Kali Linux [8].
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Figure 1 - SET
The toolkit offers a variety of different possible attacks however the attack needed to carry out the cloning attack falls under the “Social-Engineering Attacks” category. From navigating the SET menus, the cloning site method can be selected for the attack.
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Figure 2 SET cloning page
As seen in the figure above, the website chosen to clone was Facebook as this is the world's most popular social media platform and as such has the largest amount of possible targets also increasing the likelihood that the desired target uses that platform. From the figure it is also possible to see that the credential harvester tool is now running and monitoring the site for when a user inputs data into the login credential fields. The link to the newly cloned site can be sent to the target user by means such as email. Within the email the attacker can hide the IP address of the new site by showing the link to the user with a legit looking link instead in order to successfully fool the user into logging on to the fake site and handing their credentials over to the credential harvester tool.	Comment by Carlene Campbell: 
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Figure 3 - SET acquiring credentials
Once the credentials have been acquired the harvester tool will notify the attacker through the client that the website has had a hit and will note all updates from the sites login fields into the kali Linux terminal for the attacker to identify and note down for later use.
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Figure 4 - SET exporting credentials
Alternatively, the harvester tool also includes a feature to end the harvesting of credentials from the site and export all captured credentials to an XML file to allow the attacker to quickly and efficiently monitor and save all collected data without the need to scan large walls of text in the terminal.

[bookmark: _141bxic5rv0m]EmailTrackerPro

In order to prevent the scenario suggested above, a user must ensure that all messages they receive are from a legitimate and trusted source. An example of this could be an email from a family member or friend that is asking you to click on a Facebook link to check out a photo or page where in fact it is an email from an attacker attempting to impersonate as a family member or friend in order to get the victim to click on a link that directs them to the attackers malicious site or program therefore it is important for a user to be able to verify where an email has been sent from in order to track whether or not the email is legit. In order to verify these emails, a program called EmailTrackerPro (EMT) [9] is required. EMT is a program that can trace the location source of an email by using the emails header. With this information a user would be able to identify the source of the email and ensure the safety of the provided link. In order to do this the user must first install EMT onto their system.
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Figure 5 - EMT home

Once installed the user can then navigate to the trace report section where they can find a history of traced emails in report form however, if the user has not traced any emails yet, the page will be empty and will prompt the user with an option to trace an email or find the network responsible for an email. By selecting the trace email option, the user will be required to provide the email header from the received email.
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Figure 6 - Get Email Header
As shown in the above figure, the email header can be acquired through an email client by selecting the “show original” option from the email options menu. From there, the user can copy the entire email header to their clipboard and paste it in the EMT header field ready to be traced.
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Figure 7 - Starting Trace
Once the trace has had time to complete the user will be presented with a report of the origins and route travelled of the email.
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Figure 8 - Trace Complete
From here, the user can even view the entire report in an organized fashion through a local webpage.
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Figure 9 - Complete Report
From viewing the report, the user will be able to identify the origins of the email and verify the source to then determine whether or not the email and its contents can be trusted. This proves a valuable tool for people and businesses alike who become wary of suspicious looking or uncommon emails received from suspicious sources.

[bookmark: _3ltrpfo8qqp1]VPN Services

In today’s world, almost everything done online is monitored and stored, it is therefore very important to understand how to be able to browse the network securely and anonymously. The freedom to browse the web freely and anonymously grants a user an extra layer of security from potential attackers and companies looking to profit off the user’s data. This is made possible through the use of a VPN (Virtual Private Network). A VPN acts as a man-in-the-middle for all of a user’s internet traffic resulting in any attempts to track a user, leading back to the VPN provider keeping the user secure and anonymous. A VPN can also be used to overcome any geological restrictions such as websites or services being blocked in certain countries. In order to show this in effect, the VPN provider “NordVPN” [10] has been chosen as they are a very popular name in VPN services, have reliable speeds and offer a no logs guarantee ensuring the users of the service complete anonymity when online.
[image: ]
Figure 10 - NordVPN
When a user opens NordVPN, they will be greeted with a robust selection of potential locations they can connect to in order to begin browsing securely and anonymously from that given location. As shown in figure 10, the VPN is not currently in use and as such, the traffic is not protected, and the user is not anonymous as shown in figure 11.
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Figure 11 - No Anonymity
However, once the user activates the VPN in a location of their choice, all data sent and received from the user becomes encrypted and routed through the VPN providers servers protecting the user from any tracking and identification.
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Figure 12 - VPN Active
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Figure 13 - Hidden IP
By utilizing a VPN service, the data will now be secured and untraceable whilst also granting the user access to websites that were previously blocked either due to geolocation blocks or domain blocks from the user ISP as seen in figure 14.
[image: ]
Figure 14 - Freely Browsing
An added benefit from using a paid service such as NordVPN is that they often come with added security tools to ensure the users maximum safety and anonymity when browsing online through extra tools such as a “kill switch” as well as added layers of security and even the option for users to use their own custom DNS and protocols.
[image: ]
Figure 15 - Extra Features

[bookmark: _5ig773js8b4w]Malware Detection Tools

As the online world continues to grow, the mobile world is expanding alongside, most notably the Android [11] platform. As the platform continues to become more powerful and capable running on millions of devices, the likelihood of an attacker to begin targeting these devices is ever increasing. With the chances of malware designed to attack and infiltrate android devices increasing, it is important to be able to defend these devices from these attacks and prevent or remove any possible weaknesses. This is where the software “Malwarebytes” [12] comes in. Malwarebytes on android is capable of conducting full malware and security scans of an android device offering solutions to improve security as well as removing any immediate threats to the device in real-time.
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Figure 16 - Malwarebytes Download
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Figure 17 - Performing Scan
By utilizing the paid version of Malwarebytes, the user is provided with real-time, 24/7 device protection from potentially infected apps and/or packages that an attacker has attempted to get installed on the android device. Following a scan of the device, the app will alert the user to any potential threats or changes to the device that may need attention.
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Figure 18  - Dashboard
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Figure 19 - Post Scan
With mobile devices becoming a larger part of everyone’s daily life, the information stored within the device can be just as, if not more, important than data stored on desktop machines or servers making securing them an essential task to undertake should a user want to increase their security.

[bookmark: _uvkgcf592hi]Cryptography

When sharing sensitive data online, it is important to ensure that the data is secured and not available to any unauthorized viewers. While data can be sent from one person to another through means of email, the transmission of the data is not always secure as a man-in-the-middle attack could allow an attacker to view the contents of the email and reveal the sensitive data. In order to prevent this, further action can be taken to prevent an unauthorized viewer from being able to understand the contents of a message through cryptography. Cryptography is the encrypting or solving of encrypted messages. By encrypting a message before sending it to the recipient, even if the message were to be intercepted by a third party, the contents of the message would be unintelligible without the key to decipher the message. In order to carry out the encryption, a program called “Cryptool” [13] is used. Cryptool is a small lightweight program that can quickly convert a message into an encrypted form through various different encryption methods using a key of the user's choice. In order to carry out the encryption the user first needs to install the Cryptool 1 from the website. Once installed the user can then begin to encrypt/decrypt messages. To encrypt a message the user must first create a new document.
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Figure 20 - New Cryptool document
The user can then input the message they wish to securely send to another user into the text box provided.
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Figure 21 - Text message
Following the message, the user can then select the type of encryption to be used. In this example the RC4 method will be used with an 8bit length and a key of ‘05’.
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Figure 22 - Encryption type
Once the encryption is complete, the user will be presented with their new text message which will be the encrypted version of their original message.
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Figure 23 - Encrypted text
The text can then be sent to the recipient without fear of the message being intercepted and read by a third party as without the key, the encryption will be very difficult to decipher. Once the recipient has received the message, they can then use the same tool along with the key to decrypt the message back into its original form.
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Figure 24 - Decryption with key
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Figure 25 - Decryption complete
By utilizing the Cryptool’s capabilities, various users will be able to send and receive messages secured through local encryption to prevent any unauthorized access to the messages ensuring the sensitive data is kept safe.

[bookmark: _v2fwttdlo4cw]Real Life Scenario Solution

The case study used for the real-life scenario is as follows.
UWTSD has constructed a brand new “Smart Campus” in which IoT devices are a key development point for the building and its resources using the internet to communicate. These IoT devices are being used to enhance the quality and performance of the university in areas such as classrooms, lighting and outdoor facilities such as a ‘smart car park’. Any relevant resources from the university will be accessible anywhere at any time for students and staff alike remotely from home. The university will also support a ‘bring your own device’ policy for students to use their own hardware within the campus. While this will improve the efficiency and performance of the university, it also brings along many new security risks to the building and the network as a whole. In order to combat these new risks, many of the above-mentioned tools and strategies can be utilized to prevent any issues on the network when the building is up and running.

To begin with, the core network devices must be configured with an appropriate firewall to block any unwanted traffic from impacting the network. A Firewall can be set up to block any incoming and outgoing traffic that a user has declared as permitted or blocked. This can be seen in the packet tracer simulation as PC-2 in figure 26 is configured through a firewall to block incoming traffic from PC-1. This results in PC-1 not being able to send a simple ping request to PC-2 as all traffic of that kind has been blocked.
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Figure 26 - Firewall Blocking Example
[bookmark: _uu5ybnb9wj2k][image: ]
Figure 27 - Firewall Blocking Rule
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Figure 28 - Firewall Blocking Example
[bookmark: _7nqfjwr1iy2t]
By denying the ICMP protocol on the 192.168.1.0 network with a wild card of 0.0.0.255, any device on the network from that subnet will get their ping requests denied proving that the firewalls on the devices are capable of denying specific types of packets should the network require any to be blocked to strengthen the security of the network.

The network can also utilize the “Access control list” feature to restrict the devices connected on the network from being able to utilize and communicate on the network. An example of this is shown in the packet tracer example in figure 29 where 4 different end PCs are connected to a live network however one of them has been blocked through the control list preventing it from being able to communicate with the other devices.
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Figure 29 - ACL Example
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Figure 30 - Access list Shown
From Figure 30, it is shown that the host ‘192.168.10.2’ has been denied whereas any other address from the network is permitted to continue to operate as usual.
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Figure 31 - PC-A Ping Successful
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Figure 32 - PC-B Ping Fail From ACL

This can be useful in separating different aspects of the network from operating with each other such as student devices not being able to communicate with staff devices and vice versa or used to lockdown areas of the network suspected of containing a malicious device.

A further protective precaution for the network and devices is to invest in an IPS/IDS. A solution to this would be to install Malwarebytes on all devices as the software can detect intrusion attempts on a device in real time as well as help prevent the intrusion from being able to attack or enter the system at all through means such as a file download from an email. The software will also periodically conduct a full scan of the system to ensure the whole system is free of malware and any harmful software. The University can also make it a policy that all connected devices brought in by students have a version of Malwarebytes installed at all times, be that the paid or free version available to further reduce the risk of an attacker gaining access to the network.

To further strengthen the network, the University could utilize a VPN service to further protect their data as it will be encrypted and routed through an external server resulting in University traffic being untraceable by any external attackers looking to monitor traffic in an attempt to capture sensitive data sent across the network.

Once the network is in place, the strength and security of the network can be tested using a variety of different penetration tools from Kali Linux such as an ARP spoof attack to link the attackers MAC address to an IP address in use granting them access to the network. While these forms of attacks are often very difficult to prevent, the use of a VPN can use an encrypted tunnel to hide the data from the attacker looking to utilize ARP spoofing. As well as a VPN service, Static ARP configuration can also help further reduce the risk of a spoofing attack by monitoring the ARP table to identify when a spoofing attack is taking place. There are also 3rd party tools that can help identify when a spoofing attack is taking place in order to quickly identify it and shut it down.
A further attack that can be tested on the network in an attempt to test the security of the network is known as “Clone phishing”. This attack aims to use social engineering to trick a target into handing over sensitive information through the means of email or other link sharing platforms. In order to prevent these becoming an issue on the university network, the students and staff alike will need to be informed of how to identify and spot when a cloning attack is taking place. This can be reported and tracked to identify the source of the site to prevent any further possibilities of a successful clone phishing attack.
Any emails received with suspicious links can also be traced through EmailTrackerPro to identify the source of the email before opening any received links that may lead to a clone phishing attack.

A final suggestion for strengthening the security of the network is to allow all staff to send and receive encrypted messages when dealing with sensitive information. A simple program such as Cryptool can allow the quick encryption and decryption of messages with ease. With this, in the unfortunate event of an attacker gaining access to the network and monitoring all traffic, the sensitive data will still be encrypted making it very difficult for the attacker to gain access to the information.

To conclude should the university follow these guidelines the new smart campus building should remain to be secure and safe for students and staff to utilize throughout the day. The IoT equipment should also be able to function as expected with no interruptions or weaknesses to exploit from attackers allowing the building to continue to operate efficiently and to the high-quality standard it was designed to.
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]You have used mainly websites for your referencing and engaged with limited academic peer review article to make your work credible. Websites require careful consideration.  Key concept considered.  Utilise the University online resources and journals.  (Grade mark: 66.67%)
	[bookmark: totalRIL]45
	[bookmark: markRIL]30

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]
	[bookmark: totalKUS]
	[bookmark: markKUS]

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]You have demonstrated good research knowledge in the research aspects but could do more with critical analysis of it.  You have explained the lab exercises satisfactory and interrelate them to how they could aid others and organisations.   (Grade mark: 77.78%)
	[bookmark: totalANA]45
	[bookmark: markANA]35

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]
	[bookmark: totalPAD]
	[bookmark: markPAD]

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Your work could do with formatting to make it looks more professionally. Some minor errors see report for more comments. (Grade mark: 65.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]6.5

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]72%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	Common Assessment Criteria Applied  (Assignment 2)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	
	
	

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	You demonstrated relevant knowledge and understanding by explaining the theories and concept in a meaningful way. Could be improved if more peer reviewed articles were used. (Grade mark: 75.00%)
	20
	15

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	You have documented the physical packet tracer design. Your implementation discussion could inter-relate more how to combat or enhance challenges to the University.   (Grade mark: 75.00%)
	20
	15

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	Your practical design are two isolated LANs (firewall blocking and ACL), they are not a connected converged network. The devices within these two separated LANs are not configured or set-up.  Though you have discussed a practical design, this was not implemented.  You have not demonstrated understanding of implemented a Packet Tracer design in an advanced way. (Grade mark: 33.33%)
	60
	20

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	
	
	

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	50%

	
	Up to four weeks late
	
	

	
	First Attempt?
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AC[*] File in XML format exported to /root/.set/reports/2020-05-04 09:38:46.327293.xml for your reading pleasure

Press </-ii.1 to continue
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