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The Diagos Plots Housing Management System is a web-based application developed to improve the management of residential properties by providing a centralised platform for administrators, landlords, tenants and staff. Traditional methods of managing rental properties often rely on paper records or disconnected software applications, making it difficult to manage property information, tenant applications and maintenance requests efficiently. This project addresses these issues by providing a secure and user-friendly digital solution.
The system was developed using PHP as the server-side programming language, MySQL as the database management system, and HTML, CSS and JavaScript to create an interactive and responsive user interface. The application is hosted locally using the XAMPP development environment and was developed within Visual Studio Code.
The primary aim of the project is to simplify the management of housing properties through role-based access control, allowing different users to access only the features relevant to their responsibilities. Administrators can manage users, properties and maintenance requests, landlords can oversee their property information, tenants can browse available properties and submit applications, while staff members can monitor and update maintenance tasks.
Throughout the development process, particular attention was given to usability, security and database design. User authentication is managed through a secure login system, while the MySQL database stores information relating to users, properties, tenant applications, maintenance requests and system messages. These components work together to provide a reliable and efficient housing management system.
This report presents the design and implementation of the Diagos Plots Housing Management System. It includes evidence of the completed application through screenshots, an explanation of the database structure and SQL implementation, testing carried out during development, and an evaluation of the completed system against the original project objectives.
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Figure 1-Shows Diagos Plots Homepage Housing Management System. The homepage provides users with access to the navigation menu, featured properties and information about the housing services offered. It acts as the primary entry point into the application and demonstrates the overall design, branding and usability of the system.
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[bookmark: _Toc236998058]SQL Database Design
The Diagos Plots Housing Management System is underpinned by a MySQL relational database, selected for its reliability, scalability and compatibility with PHP. The database has been designed using relational database principles, enabling data to be organised into logical tables while reducing duplication and improving overall efficiency. This approach ensures that information can be stored, retrieved and maintained accurately throughout the application [1].
As shown in Figure 2, the Entity Relationship Diagram (ERD) illustrates the relationships between the core database tables. Each table contains a Primary Key (PK) that uniquely identifies individual records, while Foreign Keys (FKs) establish links between related tables, ensuring referential integrity and preventing inconsistent or orphaned records [2].
The Users table (Figure 3) forms the foundation of the database by storing user account information, authentication credentials and role permissions for administrators, landlords, tenants and staff. These user records are associated with operational tables, including properties, tenant applications, maintenance requests, messages and staff tasks, enabling role-based access throughout the application. Separating data into related entities improves database normalisation, making the system easier to maintain while supporting efficient SQL queries. This relational structure provides a secure and scalable foundation that supports the application's core functionality and allows future enhancements to be implemented without significantly altering the existing database design [3].
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Figure 2- Entity Relationship Diagram showing the relational database structure and foreign key relationships within the Diagos Plots Housing Management System.
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Figure 3 - Users table demonstrating stored user records, authentication data and role-based access control.

[bookmark: _Toc236998059]SQL CRUD Operations
The functionality of the Diagos Plots Housing Management System is driven by SQL Create, Read, Update and Delete (CRUD) operations, which enable authorised users to manage information stored within the MySQL database [4]. INSERT statements are used to create new records, such as user accounts, properties and maintenance requests. SELECT queries retrieve live data for property listings, user information and dashboard statistics. UPDATE statements allow administrators to modify existing records, including property details and maintenance statuses, while DELETE statements remove obsolete records where appropriate [5]. Together, these SQL operations ensure that information is accurately processed, maintained and displayed throughout the application, supporting efficient day-to-day management while preserving the integrity of the relational database [6], [7].
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Figure 4 - Property creation interface used to collect validated user input before executing a secure SQL INSERT operation.
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Figure 5- Newly created property successfully stored within the MySQL properties table following execution of the SQL INSERT statement.


[bookmark: _Toc236998060]SQL Injection Prevention and Database Security
SQL injection is one of the most significant security threats to database-driven web applications because malicious users can attempt to manipulate SQL queries through input fields. Within the Diagos Plots Housing Management System, this risk was mitigated by implementing prepared statements with parameter binding using PHP's MySQL extension [8]. User input is never concatenated directly into SQL queries; instead, placeholders (?) are used and values are bound separately using bind_param() [9]. This ensures that all user-supplied data is treated as data rather than executable SQL commands, preventing common attacks such as authentication bypass and unauthorised data modification. In addition to prepared statements, server-side validation checks that mandatory fields are completed and that values such as rental prices and uploaded images meet defined requirements before database operations are executed. This layered approach improves the confidentiality, integrity and reliability of the database while demonstrating secure coding practices throughout the application [10].
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Figure 6- Prepared SQL statement using parameter binding (bind_param) to securely execute database queries and protect the application against SQL injection attacks.


[bookmark: _Toc236998061]SQL Testing and Validation
The SQL functionality of the Diagos Plots Housing Management System was tested throughout development to verify that database operations performed correctly and securely. Each CRUD operation was validated by entering data through the web application and confirming that the corresponding records were accurately stored, updated or removed within the MySQL database using phpMyAdmin. Input validation was also tested by attempting to submit incomplete or invalid data, ensuring that appropriate error messages were displayed, invalid records were not inserted into the database. The successful creation of a new property record, together with verification of the stored data within the properties table, confirmed that the prepared SQL statement executed correctly and maintained data integrity. This testing process demonstrated that the database operates reliably, securely and consistently under normal user interaction [11], [12].
[image: A screenshot of a computer

Description automatically generated]
Figure 7– Delete (DELETE) Operation.
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Figure 8- demonstrates the deletion of an existing record using an SQL DELETE statement, ensuring that outdated information is removed from the system.


[bookmark: _Toc236998062]Authentication and Authorisation 
The Housing Management System protects access through secure authentication and role-based authorisation. Users must enter valid credentials before access is granted [13]. Passwords are verified using PHP's password_verify() function with hashed passwords, while prepared statements protect the login query from SQL injection [14]. Once authenticated, PHP sessions are created and users are redirected according to their assigned role, ensuring administrators, landlords, staff and tenants can only access authorised areas of the system [15].
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Figure 9- shows that the recordings are in the database and password hashing.
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Figure 10- shows the generate_hash.php that hashes all passwords for more security.

[image: A screenshot of a computer

Description automatically generated]
Figure 11- Secure login interface requiring valid user credentials before access to the Housing Management System.
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Figure 12- Administrator dashboard demonstrating successful authentication and restricted access to privileged management functions.
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Figure 13- Login processing code validating user input and using a prepared SQL statement to securely retrieve account information.
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Figure 14- Password verification using PHP hashing together with secure session generation following successful authentication.
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Figure 15a- Role-based authorisation directing authenticated users to dashboards based on their assigned permissions.
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Figure 16a- Role-based authorisation directing authenticated users to dashboards based on their assigned permissions.



[bookmark: _Toc236998063]SQL Injection Prevention and Input Validation 
The Diagos Plots Housing Management System implements multiple layers of protection against SQL injection and invalid user input. Server-side validation ensures required fields are completed before processing, while prepared statements separate SQL commands from user-supplied data [16], [17]. Parameter binding ensures all values are treated as data rather than executable SQL, preventing malicious queries from altering the database. Transaction handling and structured exception management maintain database integrity by committing successful operations or rolling back failed transactions [18], [19].
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Figure 17(including above)- Server-side validation ensuring mandatory property information is completed before database processing.
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Figure 18-Prepared SQL statement using parameter placeholders to prevent SQL injection attacks.
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Figure 19-Parameter binding separating SQL commands from user input to provide secure database communication.


[bookmark: _Toc236998064]Data Security and Error Handling 
The application maintains data integrity through structured error handling and secure transaction management [20]. Database transactions ensure that property records are only committed when every operation completes successfully, preventing incomplete or inconsistent data [21]. If an error occurs, the transaction is rolled back and an appropriate error message is stored within the session before redirecting the user [22], [23]. This approach improves system reliability, protects database consistency and provides controlled feedback without exposing sensitive database information [24], [25].
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Figure 20-Database transaction ensuring all property information is saved successfully before changes are committed and exception handling with transaction rollback, preventing incomplete or corrupted database records when errors occur.
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Figure 21-User-friendly validation preventing incomplete records from being inserted into the database.
[bookmark: _Toc236998065]Testing 
Testing was carried out throughout development to verify that the Diagos Plots Housing Management System operated correctly under normal and invalid user conditions [26]. Functional testing confirmed successful authentication, property management and database operations, while security testing verified that invalid login attempts, incomplete form submissions and SQL injection attempts were handled securely [27]. Table 1 summarizes the principal tests undertaken and demonstrates that all expected outcomes were achieved[28], [29]. The successful completion of these tests confirms that the application operates reliably, maintains database integrity and enforces appropriate security controls across the implemented functionality [30].

	Test ID
	Test Performed
	Expected Result
	Actual Result
	Status

	T1
	Login as Administrator
	Dashboard displayed
	Successful
	✓ Pass

	T2
	Create Property
	Record inserted into database
	Successful
	✓ Pass

	T3
	Delete Property
	Record removed from database
	Successful
	✓ Pass

	T4
	Invalid Login
	Access denied
	Successful
	✓ Pass

	T5
	Empty Property Form
	Validation prevents submission
	Successful
	✓ Pass

	T6
	SQL Injection Attempt
	Input rejected
	Successful
	✓ Pass
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Figure 22-  shows login process with each user.
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Figure 23 - shows the process of logging in and verifying password steps.
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Figure 24- shows invalid login credentials.
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Figure 25- shows that you can update login details and check logging activity also.
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Figure 26-shows the failed attempts recording on the system for security measures.

[bookmark: _Toc236998066]Conclusion 
The development of the Diagos Plots Housing Management System successfully demonstrated the design and implementation of a secure, database-driven web application using PHP and MySQL. A well-structured relational database was developed to manage users, properties, maintenance requests and other housing management functions while maintaining data integrity through appropriate relationships and normalisation.
Secure SQL practices were implemented throughout the application using prepared statements, parameter binding and server-side validation to protect against SQL injection attacks and invalid user input. User authentication, role-based authorisation and session management further enhanced the overall security of the system by ensuring that only authorised users could access protected functionality.
Testing confirmed that the application's core features, including user authentication, property management and database operations, functioned correctly and reliably. The successful completion of CRUD operations and database verification demonstrated that information was processed accurately while maintaining consistency across the system.
Overall, the completed Housing Management System satisfies the project objectives by providing a secure, reliable and scalable solution for managing residential properties. The evidence presented throughout this report demonstrates the successful implementation of database technologies, secure programming techniques and effective testing, resulting in a professional application that meets both functional and security requirements.
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$stmt = Sconn->prepare($sql);
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Sstmt->execute(
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if (Supdate) {
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71 Log activity (optional)

if (Slog) {

$log->bind_paran("is”, Suser["id"’
Slog-sexecute();
Sstmt->execute();

Saction);
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case "admin":
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*/

$conn->comnit();

$_SESSTON[ "success’]
"Property added successfully.”;

$stut->close();
header("Location: admin_properties.php™);
exit();
} catch (exception $e) {
$conn-3rollback();

$_SESSION[ "errors’] = [
Se->gethessage()

header("Location: admin_properties.php”);
exit();
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| validation

gerrors = [1;

if ($title =— ") {
$errors[] = "Property title is required.”;

}

if ($address === ") {
$errors[] = "Property address is required.”;

}

if ($category ") o{
$errors[] = "Please select a property category.”;
3

if ($rent <= 0) {
$errors[] = "Monthly rent must be greater than zero.”;

}

if ($ouner_type === "landlord” & empty($landlord id)) {
gerrors[] = "Please select a landlord.";

3

if (lempty(gerrors)) {
$_SESSION['errors'] = $errors;
header("Location: add_property.php®);

exit();
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<?php
11
// DIAGOS PLOTS
// LOGIN

// Version 3.0
11

session_start();

require_once "db.php";

if (isset($_SESSION[ ‘user_id'])) {

switch ($_SESSION['role’]) {

case “admin’:

header("Location:

break;

case ‘tenant’:

header("Location:

break;

case "landlord’:

header("Location:

break;

case “staff':

header("Location:

break;

exit();

admin/dashboard. php") ;

tenant/dashboard. php™) ;

landlord/dashboard.php™) ;

staff/dashboard.php™) ;
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FROM users
WHERE email
LIMIT 1

$stut = $conn->prepare($sql);
if (I$stat) {
die("Prepare failed: " . $conn-error);

¥

$stut->bind_paran("s”, Semail);
$stut->execute();

$result = $stmt->get_result();

if ($result->num_rows 1= 1) {
header("Location: login.phpYerror-17);
exit;

Suser = $result->fetch_assoc();
/-

/1 Verify password
/-

if (Ipassword_verify($password, Suser["password”])) {

header("Location: login.
exit;
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1_process.php
Fseastum| ruse | = susery ruse j,

11~ -
/1 update login information

11~ -
$ip = $_SERVER["REMOTE_ADDR"] 2? "";

Supdate = $conn->prepare("
UPDATE users.
SET
last_login = NOW(),
last_ip
WHERE 1d

")

if (supdate) {

$update->bind_paran("si”, $ip, $user["id"]);
Supdate->execute();

¥

11~
/1 Log activity (optional)
11~

Saction = "Logged into the systen”;

$log = $conn->prepare ("
INSERT INTO logs
(user_id, action)
VALUES (2,2]

")

if (slog) {

$log->bind param(“is”, $user["id"], $action);
$log->execute();
$stut->execute();
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11/ Verify password
17-

if (tpassword_verify(Spassword, Suser[“password™])) {

/1 Tncrease failed login attempts
$failed = Sconn-prepare("
UPDATE users
SET failed_attempts = failed attempts + 1
VHERE 1d = 2

if ($failed) {
‘$failed->bind paran("
Sfailed-vexecute(
Sfailed->close();

¥

header (*Location: login.php2error=1
exit;

b

17
1/ Reset failed login attempts
17-

Sreset = Sconn->prepare("
UPDATE users
SET failed attempts = 0

/1 Create session
17-

session_regenerate id(true);

$_SESSTON["1ogged.

$_SESSION["email"] = Suser[*email"];
$_SESSION["role”] = Suser["role’
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