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1. Introduction
This report is for going to give an overlook on Ransomware and how Cryptowall can damage your company. 
How you as an MD, can put procedures in place to try and prevent this.

2. What is Ransomware and what does it do.
Ransomware is a malicious software, which cybercriminals have created. It is designed to hold people to ransom.

2.1 A ransomware attack is where an organisation or individual has been targeted with ransomware. It spreads to the computers via links or attachments in an email, an infected USB stick or through infected websites.
When the network or computer is infected with ransomware, it encrypts the data on the system and blocks access, so only the Cybercriminals can access it. 

3. What is CryptoWall.
CryptoWall first appeared in 2014 and over the years the cybercriminals have modified it, so it is harder to detect and remove. It is a nasty form of Ransomware.

3.1 CryptoWall installs itself into your start up folder. If you try restarting the computer, it will not clear it. Whilst the PC is in safe Mode, this is when you have to remove all the CryptoWall software.
It needs to communicate with a Command and Control server, to continue the attack. It will encrypt your files and your personal data. This is when the Cybercriminal will send you a ransom of $1000, which you have to pay in Bitcoins.

4. How to protect yourself.
· Keep your computer patched and up to date.
· Use a Firewall
· Don’t click on links from suspicious emails
· Use Anti-virus scanner
· Back up your files
· Safe Browsing







5. Conclusion
5.1 Cybercriminals will demand that the victim pays a ransom, normally in Bitcoins. Do not pay this. Only 19% of victims will pay the ransom.
5.2 If the victim pays the ransom, it does not always guarantee that they will return access or data. After all they are thieves and it reinforces the Ransomware business. Plus if they have paid it once, then the victim is an easy target.
5.3 Always back up your date. There are several ways in which this can be done.
External Hard-drive
[bookmark: _GoBack]One drive
Keep copies of your files in different locations.
There are companies out there, which have the expertise, if you need advice.
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