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1. [bookmark: _Toc38304144]Introduction.
In this report, software development testing will be discussed. This is will be done by explaining the meaning behind the terms “Black Box Testing” and “White Box Testing”. Also, software development strategies will be discussed by explaining what Behavioural Driven Development is and benefits such a strategy holds. Finally, Testing Frameworks will be discussed by choosing a testing framework, describing the characteristics of said testing framework and by providing an illustration of the chosen framework. 
2. [bookmark: _Toc38304145]Testing.
2.1. [bookmark: _Toc38304146]Black Box Testing.
Black box testing is a software testing method where the functionality of the program that is being tested, is tested without any knowledge of the inner workings of the program, such as code structure, implementation details etc. Testing applications and programs using this method is based only on the specification sheets and software requirements. This means that black box testing primarily focus on the inputs and the outputs of the program without a care for the internal workings of said program [1]. Please see Appendix 1 for a diagram of black box testing.
	There are multiple ways black box testing can be performed, these being Functional Testing, Non-Functional Testing and Regression Testing. Firstly, functional testing involves testing the functional requirement of a specific application, such as user interface buttons working, this is usually conducted by software testers. Secondly there is Non-functional testing, this type of testing involves testing the non-functional requirements of the applications, examples of this are usability requirements and performance issues. Finally there is Regression testing, this type of black box testing involves testing the application after maintenance or fixes have been applied to the application, the purpose of this is to see if the existing code has not been affected and to spot any new bugs within the functionality of the new code, again. [2].
	When conducting Black Box Testing, there are a few generic steps than can be followed to conduct a successful black box test. Firstly, the specification sheets and requirements are read through to know what is being tested. Secondly, the testers must identify a positive test scenario to check if the application performs correctly, however, the testers must also choose a negative test scenario to compare against the positive test scenario to identify if the program is working correctly. Next, the testers must determine the outputs for all available inputs. Next, with the inputs, the testers now create test cases. Next, the testers execute the test cases. Next, the testers compare the outputs they received with the outputs they expected to receive. Finally, if problems occurred or bugs were identified, these are subsequently rectified and the application is re-tested [3].
2.2. [bookmark: _Toc38304147]Advantages and Disadvantages of Black Box Testing.
There are a few advantages and disadvantages that come with come with black box testing. One of the advantages of black box testing is that as the designers and testers are completely unrelated, the test results are un-biased. Another advantage of black box testing is that the tests are conducted from the perspective of the user, this means that the results could prove to be extremely useful. Thirdly, testers do not need any knowledge of programming skills to be able to test these programs as they are not testing the inner working of the application. Finally, test cases are usually created quicker as the tester is only concerned with the front-end design. 
	

	However, one disadvantage of black box testing is that script maintenance can be quite difficult as black box testing tools only work well with the input method being known. Another disadvantage of black testing is that without clear communication between testers and programmers, some tests may be made redundant as the programmers might have tested some aspects beforehand. Another disadvantage of black box testing that is some specifications can be quite difficult to design without clear specifications [4]. 
2.3. [bookmark: _Toc38304148]White Box Testing.
White box testing is the antithesis of black box testing. White box testing is a software testing method where the internal structure of an application is tested, this is done by testing the code itself, code design and overall code structure. Compared to black box testing, the code is made visible to testers. The primary objective of white box testing is to view and verify the overall flow of both inputs and outputs through an application, to test and hopefully strengthen the security of an application and to improve the overall design and usability of the code and application [5]. Please see Appendix 2 to view a diagram of white box testing. 
	There are multiple ways white box testing can be performed, these being Unit Testing, Testing for Memory Leaks, Whitebox Penetration Testing and Whitebox Mutation Testing. Firstly, Unit testing is a form of testing that is usually done by skilled programmers and software developers as the code is being produced. Unit testing involves testing code blocks are these code blocks are being developed. This is done by before continuing to the code section, if a software developer has produced a function, this function is tested to see if it works. If there are problems, these problems are fixed before continuing. Secondly there is testing for memory leaks. This form of testing is conducted by a skilled Quality Assurance specialist tester to identify memory leaks. A memory leak is problem where program incorrectly handles memory and items in memory that are no longer needed, still persist in memory [6]. Thirdly is Whitebox penetration testing, this form of testing involves a tester and/or developer having full access to a programs code, network information etc. and assaulting the application from a variety of angles in a variety of methods to expose and hopefully patch security flaws in the application. Finally, there is Whitebox mutation testing. This involves searching and implementing best practice and best code techniques to expand the software solution [7].
	Like black box testing, when performing white box testing, there are a few generic steps that can be followed, however, as the testers have direct access to the source code, there are only 2 primary steps to conduct a successful white box test. The first step in white box testing is to understand the source code, this is important as white box testing involves testing the source code and innards of the application, the testers must be knowledgeable in their programming languages and specifically the language(s) the application was built with. As previously mentioned, white box testing involves testing the security of a given application, this means that the testers must be knowledgeable in their security practices in code. The second part to white box testing involves creating the test cases and then executing said test cases. This is done by building more code to test the code and code flow. Testers will build code that conforms to the tests they have decided upon. This part of testing is often conducted by the developers themselves as this part of the test requires a deep understanding of the source code [8].


2.4. [bookmark: _Toc38304149]Advantages and Disadvantages of White Box Testing.
As with black box testing, white box testing has several advantages and disadvantages that come along with it. One advantage to white box testing is that the source code can heavily optimised when hidden bugs are found. Another advantage to white box testing is that is extremely thorough and thought through, as most if not all code paths are tested. Another advantage is that testing can start very early in development as when developers finish code blocks or sections, they can start unit testing. 
	However, there are some drawbacks, one of these drawbacks is that white box testing can be quite expensive, and it requires people with high skill sets in programming. Another disadvantage is that white box testing is a very time-consuming task, as it requires thorough searching of all code to find even the most minute bugs [5].
3. [bookmark: _Toc38304150]Behavioural Driven Development.
3.1. [bookmark: _Toc38304151]What is Behavioural Driven Development (BDD). 
Quite simply, Behavioural Driven Development is a software development principle inside the agile software development approach. BDD is strategy in which participation between all project members is encouraged. BDD is a derivation and refinement from its previous iteration of Test-Driven Development (TDD).  BDD holds a principle to its core, and that principle is that “business and technology should refer to the same system in the same way”. There are multiple ways this can be achieved, but the method used in agile is that a common language (terminology) is decided upon to identify and specify system behaviours. This allows for customers to provide specifications from a business perspective and allows the developers to interpret this properly. Business analysts can also provide use case scenarios which help provide clarification and insight into how the system should behave. Finally, as BDD is a derivative of TDD, it can be translated back into TDD terminology for developers with a preference. [9]
3.2. [bookmark: _Toc38304152]Benefits of BDD.
There are several benefits of using BDD in software development, one of the most prevalent benefits being that collaboration is substantially increased. As all parties in the project have a strong understanding and connection to the project, there is no communication barriers and more constructive discussions can take place, this therefore increases productivity and efficiency. Another benefit to BDD is that everyone in the project has high visibility, as everyone understands the terminology being used, as BDD encourages the use of a common terminology. Another benefit to BDD is that overall, it provides better value overall both businesses. As BDD emphasises the clients needs over other objectives, and the client has a strong connection to the project, developers are able to provide a substantially better end result as they have a stronger understanding of the project goals and requirements [10]. Excess or superfluous features are not built. Another important benefit that affects both businesses is that overall costs are brought down substantially. As the code quality is drastically improved and superfluous features are not included due to the heavy inclusion of the client, extra money is not spent on hours and features that are not included in the requirements spec [11].  

4. [bookmark: _Toc38304153]Testing Frameworks.
4.1. [bookmark: _Toc38304154]Chosen Framework.
A testing framework is set of rules and/or guidelines that are followed during the process of creating and designing test cases. These test cases are then used in test methods such as, previously discussed White and Black Box Testing. There are many testing frameworks available, such as HPE Unified Functional Testing, Tosca Testsuite, TestComplete etc. However, the testing framework that will be used is Selenium. 
4.2. [bookmark: _Toc38304155]Characteristics and Usage.
Selenium is a testing framework that is primarily designed to work with web application testing. Selenium is designed to work with multiple web browsers and various operating systems such as MacOS, Windows, Linux etc. Selenium is extremely useful for web testing as it allows testers to write code using many languages, such as PHP, C#, Java, Python and more. Also, Selenium works with a variety of browser vendors to make sure Selenium has native support through a variety of browsers. Seleniums primary use case is to automate web applications for testing purposes, however according to selenium, it is not limited to that functionality as it provides an IDE [12]. Selenium allows for the creation of robust, browser-based regression automation suites, tests, scripts and more, Selenium WebDriver offers a collection of language specific bindings to help with the automation of web applications and browsers. Selenium Grid is also a service which allows for the management of multiple tests across multiple machines from a central machine.  
4.3. [bookmark: _Toc38304156]Illustration.
Selenium has three testing frameworks on the functional approach. These being Data-driven framework, Keyword driven framework and the hybrid framework. Firstly, the Data-driven framework works by basing itself on different sets that are then collated into an external file. This is typically an excel document. This document is then imported into the testing tool. However, when the number of data sets reaches a large amount of inputs, it becomes challenging to edit the scripts every time to perform a test. To fix this, the data sets are kept separated from the original scripts. The scripts can then call the required information when it is needed. In turn, this allows the tester to modify the scripts without modifying the data sets. This means that a tester can apply one test for an X amount of data sets [13]. Please see Appendix 3 for a diagram of the data-driven framework.
	Next is the Keyword driven framework. This framework works by keywords forming the basis of functionality within the application, through taking in parameters and displays the relevant output. When code must cover a vast amount of functionality, there is a high chance that a lot of code re-use will be needed. However, keywords are created to abstract the code complexity. This means that the methods used within the application are built separately from the main scripts and take the form of keywords. The keywords are then stored within the external file and can be called at any time by the code. In turn, this allows testers to keep certain functionalities separate from each other. The keywords are then stored in a table where individual keywords can be modified at any time without affecting any other keywords [13]. Please see Appendix 4 for a diagram of the keyword driven framework.
	Finally, there is the Hybrid framework. As evidenced by the name, this framework is a hybrid of the both the data-driven framework and the keyword driven framework. The hybrid framework uses a variety of data sets and keywords, where these data sets and keywords are stored in separate external files. However, similarly to the data driven framework, similar code is used for carrying data sets [13]. Please see Appendix 5 for a diagram of the Hybrid framework. 
5. [bookmark: _Toc38304157]Conclusion.
In conclusion, testing methods were discussed by detailing the what both white box testing and black box testing is, how both forms of testing can be conducted was detailed, different methods within each testing method was discussed and both advantages and disadvantages of both testing methods were detailed. Behavioural Driven Development (BDD) was discussed by detailing what is meant by BDD and advantages of the of BDD was detailed. Finally, testing frameworks were discussed by detailing what is meant by testing frameworks, a framework was chosen, its characteristics and usage were detailed along with illustrations of the framework.

















6. [bookmark: _Toc38304158]Appendices.
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