Clark Wilson model
In the business environment, the integrity model proposed by David Clark and David Wilson in 1987 is a milestone. It is the origin of integrity goals, strategies and mechanisms in a complete sense. In order to reflect the user integrity, they proposed the goal of separation of duty; in order to ensure the data integrity, they proposed the application related integrity verification process: in order to establish the process integrity, they defined the application related verification for the transformation process; in order to constrain the association among users, processes and data, they used a triple structure.

The core of Clark Wilson model is to ensure the consistency of data and the integrity of transaction processing by well formal transaction and task separation mechanism. Well structured transaction processing mechanism means that users cannot process data arbitrarily, but must process data in a limited way to ensure data integrity; task separation mechanism means that tasks are divided into multiple subsets, and different subsets are completed by different people. The basic rule is that anyone who verifies the correctness of an action cannot be the executor of the verified action at the same time.

Clark Wilson model uses some special methods to protect the integrity of information. This model uses the following elements:

· Users  active individuals.
· Transformation procedure (TP)   
· Constrained Data Item，CDI
· Unconstrained Data Item，UDI   Users can manipulate it through simple read and write operations.
· Integrity Verification Procedure，IVP  Check the consistency of CDI with external reality.


A notable feature of Clark Wilson model is that it focuses on well structured transaction processing and function division. A well structured transaction is a series of operations that transform data items from one consistent state to another. If we regard a consistent state as reliable data that we know, then this consistency ensures the credibility of the data, which is also the duty of TPS. The application of function division in the model is to add a class of programs (IVPs) to audit the work of TPS and verify the credibility of data.
When Clark Wilson model is used in the system, it will divide the data into a subset that needs high protection, called constrained data item (CDI), and a subset that does not need high protection, called unconstrained data item (UDI). Users cannot directly change critical data (CDI). On the contrary, the principal (user) must pass the authentication of the software part, and the software process (TP) will perform the operation on behalf of the user. This is called access triples: subject (user), program (TP), and object (CDI). If TP is not used, the user cannot change the CDI. UDI does not need such a high level of protection, and can be directly manipulated by users.

It's important to remember that this is an integrity model, so it has to ensure that certain integrity rules are enforced. This is the work of IVP. IVP ensures that all critical data (CDI) follow the application's predefined integrity rules.

Conclusion: Clark Wilson model generally realizes the integrity requirements through constraints, but the general constraints are static. It verifies and operates entities according to a given set of constraints, including user authentication, transformation process segmentation, verification function and so on. The frequency of user identity and responsibility transformation is high, which leads to the increase of business scale and business cycle The period is longer.

ISO 27000 model

The origin of ISO27000 standard series is BS 7799, ISO27000 and ISO27001 belong to the "information management security system specification" system, and ISO27001 is the information security management specification established within the organization. This series describes the implementation, operation, establishment, evaluation and some necessary improvements and requirements of information security management. Its ultimate goal is to establish a security specification system suitable for the actual needs through a standardized process, and it can also be used to guide iso27002. Iso27002, as an advanced system in ISO series, puts forward a series of guiding ideology, maintenance measures and general principles related to safety management within the organization, including 11 elements, 39 control objectives and 133 control measures.

Information security management system, a new concept developed in 1998, is a new word in the field of information security. The function of information management system is to manage the application of system methods and ideas in the field of information security. From the development of these years, information security management system is being accepted by the national organizations, and with the change of international information security standards, it has further become an effective way for all kinds of organizations to solve information security problems. Information management system has proved its reliability and practicability in information security assurance and security management to the society and various organizations.



The ultimate goal of information security management system is to develop the information security management system and strategy. The standards are set according to the information security management related standards of various organizations and companies, and according to the risk management and a series of systems, review and improve information, so as to carry out information management. ISO / IEC 27001 is developed according to the bs7799-2 standard. It is established as the information security management system standard "information security technology information security management system requirements".



As the requirement and specification of maintaining information security system, information security management system standard determines the scope of information security system protection, and puts forward requirements for the organization to establish information security management system, formulates a series of information security related strategies, clarifies all aspects of information management responsibilities, and finally selects certain objectives and control measures on the basis of risk assessment Safety related methods. After the establishment of the information security system, the society or the organization should comply with the relevant requirements of the system and form a series of protection documents. That is to say, the organization should establish a set of information security management system to maintain the formation of documents. The role of this system is marked as the organization's risk management method, protected assets, control objectives, and the ultimate degree of protection.




Conclusion: organizations or social companies through ISO27000 certification can enhance the reliability of business communication between organizations, and can quickly establish the Internet and enterprise partnership, mutual trust relationship. At the same time, ISO information security management system can reduce the interference of organizations, and bring the maximum benefits to organizations and companies Through ISO27000, enterprises can quickly enhance the competitiveness of their own companies, and cooperative companies can quickly establish a cooperative relationship, and ultimately achieve their leading position in the industry.

COBIT framework

Information and related technology control objectives: the information system audit and control association was established in 1969, and launched COBIT in 1996. It is a knowledge system for it audit. Information technology audit technology has long been used by many countries, companies and government departments to plan and organize information technology, purchase and implement information technology, provide and support services, and implement information technology Supervise and control the industry standards for evaluation and audit. Correspondingly, "registered information system auditor" has been paid more and more attention by countries all over the world. It has gradually developed into a new profession and field in the development of the times. As the core model of IT governance, COBIT is composed of 34 it processes, and these controls are divided into four core areas: it organization and planning, measures and acquisition methods, support means and delivery, monitoring and so on. So far, COBIT has become an internationally recognized it control and management standard.



The main components of COBIT are as follows:

Framework: organize the goal and practice of governance through it related processes, and connect them with the business to be launched on this basis.



Process Description: the language used by everyone in the organization and the reference model. Business processes are mapped to responsible planning, operation, monitoring and construction.



The goal of control: the planning department gives a complete set of implementation plans to senior leaders for management consideration, so as to better control each it process.



Management policy: assist in assigning responsibilities, goals to be achieved, measuring performance, and explaining relationships with other processes.



Maturity Model: evaluate the maturity criteria and capabilities of the model to help it make up for its deficiencies.
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It can be found that COBIT 5 framework still plays a vital role in IT field, and it is more practical in information security audit.



From the performance and application fields of the above three frameworks, each framework has its own unique advantages and application fields. Not one framework can be applied to all the work, so we should constantly formulate new rules and put forward new ideas when we are learning and researchers are doing research, so as to make the information security field more and more perfect.





From the needs of Caribbean coffee company and the above three frameworks, all three frameworks can be used


The company's security governance and strategic planning:
First of all, the company's security problems, because most of the network is wireless and based on the cloud, which makes its network vulnerability, it is easy to be attacked, once there is a problem, the entire company's client will be affected.



The company has a large number of users, which leads to the audit problem of user identity. Once many users log in at the same time, the system is easy to collapse, and the user information needs to be strictly audited.


Construction of safety system:
According to the comparison of the above three frameworks, I think Clark Wilson model, ISO27000 framework and COBIT 5 framework are all applicable to this case. On the construction of this information security framework, according to the actual situation of the company, the following steps are formulated:

(1) Preliminary work: collect company information, information system status, establish information security management system construction team members, clear information security management system construction schedule;

(2) Risk assessment: make a risk assessment plan, collect the company's asset information according to the plan, analyze its weaknesses and assess the risks.

(3) Risk analysis: determine the control scope of the system according to the analysis results;

(4) Risk control and establishment of information security system: according to the control scope, the information security management system framework under Clark Wilson, ISO27000 and COBIT 5 standards is established, and an information security management process is constructed;

(5) Internal audit and management: the internal auditors and the company's top management conduct internal audit evaluation to improve the deficiencies in a timely manner;

(6) Audit and approval: external reviewers evaluate the company's information security management system;

(7) Continuous improvement: change new information security issues;


Feasibility analysis: In the analysis of the above problems and the characteristics of the three frameworks, a prominent feature of Clark Wilson model is that it focuses on well structured transaction processing and function division. A well structured transaction is a series of operations that transform data items from one consistent state to another. If we regard a consistent state as reliable data that we know, then this consistency ensures the credibility of the data, which is also the duty of TPS. The application of function division in the model is to add a class of programs (IVPs) to audit the work of TPS and verify the credibility of data. To some extent, this model handles the transaction classification management of Caribbean coffee company, and plays an important role in the classification of international customers and staff work.

ISO framework can play its role in protecting customers' information security, while COBIT 5 framework is a powerful helper in enterprise IT management and audit. By integrating the advantages of the three frameworks, we can deal with the problems well in this case.


The company's system security protection strategy:
The company's security strategy focuses on three aspects: physical, technical and customer management



Physical level: to protect the physical security level of the computer is the basis of security, mainly including the hardware of the computer, the server, the company can set permissions, for some computer rooms that store important information, you need to pass authentication to enter, to avoid damage to the machine.



Technical aspect: the technical aspect includes computer information storage, identity verification, encryption processing, virus scanning, log audit and firewall protection.

Measures and plans:

Information backup: every company has its own backup, so the computer key information backup is the first and most important thing, to avoid the leakage and loss of key information.

Access permission setting: not every employee is qualified to access important information computer machine, must have certain permissions.

Virus scanning: every other period of time must be a computer virus scanning, to avoid the computer by hackers and other competing companies malicious attack.

Access rights; different users should have different access rights to prevent skip level access.

Log audit: add a log system to the company's system to record system failures, exceptions, external intrusions and attacks, generate reports and save them. Through the analysis of the log, problems can be found in time to identify the safety accident and determine the cause of the accident.

Firewall: can use a number of network security technology for comprehensive, can effectively avoid network security risks.


Risk management:
Risk management needs to solve two problems. The first and most important is network security, which covers the access of network equipment and network structure; the second is the security of data management, which involves how to avoid damage in the transmission process, ensure the integrity of data and backup and recovery of important information.



Risk of network security:

Client server risk:

The company's networks are all cloud networks. A large number of clients access the company's resources through it. In this way, there must be a huge thread problem, and it will also bring huge pressure to the server. This will make the network loopholes or errors, expose some protocols to the outside world, and give some illegal elements opportunities.



Security risk of network equipment and server

Registered companies have a large number of users, so companies need to buy multiple servers, but lack of a system to manage these servers.




Security risks of data management:

Data management is the core part of the company and even the individual. If the data is stolen or destroyed, it will cause a series of chain loss reactions. Therefore, for the security risk of data management, the company needs to set up a data administrator and work hard on the password fingerprint lock of key data. No company can ignore this point.


Safety management model and practice ·:
ISO27000 model can play a great role in security management. It can protect the information security of the organization. As far as its characteristics are concerned, there are many requirements for the establishment of the system, but it can give full play to its advantages in the continuity of enterprise business and the integrity of the management system. It has very good adaptability among different enterprises. Caribbean coffee uses cloud services to provide services to employees and customers, and most of the company's networks are wireless networks. Due to business requirements, employees and customers can use their own devices to access the company's network and resource management. In this way, a very strong security management model is needed for security management. Although the deployment of ISO27000 is cumbersome, it is difficult A series can well protect the safety of enterprises and companies.




Protection mechanism：
Protection mechanism refers to each company's own means to deal with foreign invasion. The main protective measure in contemporary society is firewall, which protects the security of computer and avoids the invasion of virus.

The protection mechanism mainly includes the following aspects:
The unified specification of firewall configuration and the foreign intrusion response strategy;

Unified planning and registration management of management network;

Firewall log records and security policies for unified tracking processing, to improve the problems and vulnerabilities.



Emergency plan：
Emergency plan is the response strategy and plan for all kinds of events that will appear. In the management of the company, we need to set up the emergency level, that is, the problem level, and take corresponding measures when there is a problem.



Main function modules:
Establish a solution library, when there is a problem, each employee of the company should make corresponding emergency response to the problem;

Backup management and backup knowledge base, when there is a problem can be timely recovery;

Find the source of the attack and find out the cause of the attack.


Service level agreement (SLA): 
under a certain cost (usually this cost is the main factor driving the quality of service provided), in order to ensure the performance and reliability of services, it is defined as a mutually recognized agreement between service providers and users or between service providers. In the past, SLA was mainly used by service providers to guarantee network quality. The typical matrix parameters used to describe network state generally include network availability, packet loss rate and transmission delay. With the development of e-commerce, the function of SLA is gradually extended to the solution field of application services, and is provided to users in a form of reference. Service providers need to provide end-to-end SLA for users on the basis of previous work.



Additionality: SLA is based on the additional performance requirements proposed by it outsourcer's conventional service standards, such as reliability, security, availability, etc., so SLA is not a new service content, but a new service concept and method.

Quantification: SLA takes one or more business performance indicators as the core content, and serves as the standard agreed by both parties. The content requirements defined by SLA can be quantified, and a corresponding relationship is established between the additional costs paid by customers and the responsibilities undertaken by IT outsourcing providers.

Risk: customers transfer part of the risk of business failure to it outsourcers through SLA, and outsourcers also have to bear the hidden operating costs caused by the lack of SLA business provision or support capability



In the cooperation with Caribbean coffee, the scheme provided in this article is a little insufficient in the provision of SLA parameters, but if it is feasible, if it comes to the actual cooperation with the company, I believe that the provision of parameters will no longer be a problem.




