Tutorial 4

Please read the following and then answer the questions as best as you can, your lecture notes, textbook, library databases and/or the Internet can be used to answer the questions. 

Group A should prepare about 3 Questions to ask group E
Group B should prepare about 3 Questions to ask group A
Group C should prepare about 3 Questions to ask group B
Group D should prepare about 3 Questions to ask group C
Group E should prepare about 3 Questions to ask group D


Group A
 
1. What is physical security? What are the primary threats to physical security? How are they manifested in attacks against the organization?
2. What are the roles of an organization’s IT, security, and general management with regard to physical security?
3. How does physical access control differ from logical access control, which is described in earlier chapters? How are they similar?


Group B

1. List and describe the four categories of locks. In which situation is each type of lock preferred?
2. What are the two possible modes of locks when they fail? What implications do these modes have for human safety? In which situation is each preferred?
3. List and describe the three fire detection technologies covered in the chapter. Which is the most commonly used?


Group C

1. What is the fundamental difference between symmetric and asymmetric encryption?
2. How does Public-key Infrastructure add value to an organization seeking to use cryptography to protect information assets?
3. What are the components of PKI?


Group D
1. List and describe the three fire detection technologies covered in the chapter. Which is the most commonly used?
2. What is the relationship between HVAC and physical security? What four physical characteristics of the indoor environment are controlled by a properly designed HVAC system? What are the optimal temperature and humidity ranges for computing systems?
3. What are the three basic operations in cryptography?


Group E

1. What is a cryptographic key, and what is it used for? What is a more formal name for a cryptographic key?
2. What is a hash function, and what can it be used for?
3. What does it mean to be “out of band”? Why is it important to exchange keys out of band in symmetric encryption?




Useful Links:

1. Dumpster Diving and the Law
http://freegan.info/what-is-a-freegan/freegan-practices/urban-foraging/diving-and-the-law/

2. I Came, Eyesore, I Conquered – Perimeter Security Article
http://www.slate.com/id/2124886/

3. Types of UPS
http://www.smps.us/uninterruptible-power-supply.html

4. Kidde Fire systems Products for Data Processing
	http://www.kidde-fenwal.com/Public/Kidde 

5. Accommodate Life Safety and Security Needs
http://www.wbdg.org/design/accommodate_needs.php
6. Halon 1301                                                          http://www.h3rcleanagents.com/support_faq_2.htm

7. Physical security audit checklist                          http://locknet.com/lockbytes/excerpts/physical-security-audit-checklist/

8. Bruce Schneier
http://www.schneier.com

9. RSA Intelligence Driven Security
https://blogs.rsa.com/intelligence-driven-security/

10. Philip Zimmermann, Why I wrote PGP
http://www.philzimmermann.com/EN/essays/WhyIWrotePGP.html

11. Distributed.net
http://www.distributed.net/Main_Page

12. History of SSL Certificate
https://www.evsslcertificate.com/ssl/ssl-history.html 







