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[bookmark: _Toc71840753]Introduction
This assignment is covering a wide range of network security concepts and procedures. It will cover things from what is network security to how to deploy a cisco ASA. 
This assignment is made up of a number of research tasks and practical tasks, the practical tasks, put the research into practice. For the practical task Cisco Packet tracer will be used. 
The second part of this assignment is to propose a secure network design based on a given scenario.

[bookmark: _Toc71840754]Security Threats facing Modern Network Infrastructures
[bookmark: _Toc71840755]What is Network Security 
Network security can be described as a set of procedures or processes used to protect a network. The processes or procedures are used to protect the integrity, confidentiality and accessibility of computer networks.
Network security is a broad overarching term that covers the security of many devices and processes. For a simple definition it is a set of rules and configurations designed to protect the integrity, confidentiality and accessibility of computer networks and data using both software and hardware technologies. [1]
 
[bookmark: _Toc71840756]Types of Threats and Attacks 
There are many types of threats: 
Some of these include Viruses, Trojan horses and Phishing. 
Viruses are a piece of software which spreads from one computer to another, these are usually delivered via email or a download, the intention of a virus is to infect the computer and even transfer the infection onto the network. 
Viruses are known to send spam emails, disable security settings, steal personal data, including passwords [2] 
Trojan Horses are a form of malicious code. This code is run behind a legitimate program, so users does not suspect a thing. Trojan horses are usually spread via email, the email will look as though its coming from a source that you know, the email will usually have an attachment, when the attachment is opened the malware will be downloaded onto the computer unknowingly. 
Once inside your computer, a Trojan horse can record your passwords by logging keystrokes, hijacking your webcam, and stealing any sensitive data you may have on your computer. [2]
Phishing is another of the network security threats, Phishing is a social engineering technique. Attackers usually use this method with the goal of acquiring sensitive data, this may include credit card numbers, passwords and usernames.
The attacks often come in the form of instant messages or phishing emails designed to appear legitimate. The recipient of the email is then tricked into opening a malicious link, which leads to the installation of malware on the recipient’s computer. It can also obtain personal information by sending an email that appears to be sent from a bank, asking to verify your identity by giving away your private information. [2]


There are many types of attacks, these include SQL Injection, Dos and DDos attack, and Man in the Middle (MITM).  
One of the attacks that are common is the man in the middle attack, this is where an attacker can gain access to the communication between two devices.
An example of a man in the middle attack is when an attacker intercepts communication between two people. The attacker can eavesdrop on the communication between two people, this is done by the attacker intercepting the traffic and changing or forwarding the information to the recipient. 
Another of the common attacks is SQL Injection. This is an attack that exploits vulnerabilities within an application. The SQL injection attack is  
SQL injection attacks are designed to target data-driven applications by exploiting security vulnerabilities in the application’s software. They use malicious code to obtain private data, change and even destroy that data, and can go as far as to void transactions on websites. [3]
Another of the common attacks is a Denial-of-Service attack. This attack is where a machine is used to flood a website with packets, which deem the website unusable to legitimate uses. This attack is becoming a bit less common as it is starting to be impossible for one machine to cause a website to crash.  
Whereas a distributed denial-of-service attack, is similar to DoS, but is more forceful. It’s launched from several computers, and the number of computers involved can range from just a couple of them to thousands or even more. [3]



[bookmark: _Toc71840757]Fundamental principles of Securing a network 
[bookmark: _Toc71840758]How to mitigate the effects of common network attack methodologies for SMEs
One of the threats in a small organisation is Internal attacks, this is where an employee, would be the cause of an attack. Rogue employees, especially those with access to networks, sensitive data or admin accounts, are capable of causing real damage. [4]
One of the ways to reduce the risk of insider threats is to use least privilege this is where the company only provides access to the information that each employee needs to access and nothing else. Another thing that a business can do is to remove the accounts of employees that has left the company. 

Another of the threats in a small organisation is the lack of cyber security knowledge. This threat can be overcome by ensuring that employees understand the need for cyber security, the understand the policies and procedures in place.
Employees should know how to protect themselves online. A training course should be put in place to help employees understand the risks. This should include help with passwords, even two factor authentication and even identifying phishing emails. 
Ultimately, even a basic level of knowledge and awareness could mean the difference between being hacked or avoiding the risk altogether. [4]
DDoS Attacks is another of the attacks that can affect a small business. If a small business relies on a website or other online service to function, the outages caused by DDoS attacks will be catastrophic. [4]
One way of combatting a DDoS attack is to make sure that there is extra bandwidth available. Another thing that a small business can do is to create a DDoS response plan. This will help to reduce the impact of the attack. 


[bookmark: _Toc71840759]How Cisco Network Foundation Protection (NFP) framework is used to secure a network

The Cisco NFP is a framework that his designed by cisco to logically group functions that occur on a network. The framework is made up of security techniques. The framework is broken up into three main sections called planes these being the Management Plane, Control Plane and Data Plane. 
The Management plane deals with the protocols that a network admin uses to configure network devices, an example of this is where the network admin uses SSH to configure a device remotely. [5]
The Control Plane deals with the protocols and traffic that the network devices send between each other, this could be for automatic network discovery and configuration. One of the examples of this could be the ARP messages being sent. If this plane were to have a problem, this means that the network would not be able to communicate effectively. 
The Data Plane is what the end user traffic uses. This is the traffic that is sent through the network. An example of this traffic is a user sending an email through a web browser. If a problem was to occur on this plane the user would be unable to complete their task. 


[bookmark: _Toc71840760]Endpoint Vulnerabilities and Protection Methods. 
There are a number of endpoint vulnerabilities, these can be exploited through Bring Your Own Device (BYOD) and the network. 
Endpoint security is related to securing the endpoints, such as Laptops, Pcs and Mobile devices, there endpoints are entry points into a network. These making more points for an attacker to exploit the vulnerabilities of the network. 
In the past, most security breaches came in through the network. Today, however, threats are increasingly coming in through endpoints, which means centralised network protection does not go far enough. [5]
To protect the company or organisation from vulnerabilities in the endpoints, security software can be installed on all devices accessing  the corporate network. This will allow the business to control and monitor what activities are taking place on the endpoints. Another of the protection methods is to encrypt the data on the endpoints and any device that connects to them. 
Implementing endpoint protection creates a two-pronged approach to security by also securing individual devices that connect to the network. Using an endpoint security approach makes endpoints more heavily responsible for security than anti-virus software that protects the network alone. [5]



[bookmark: _Toc71840761]Securing Cisco Routers
[bookmark: _Toc71840762]Configuring secure admin Access
The first task of configuring secure admin access to a cisco router is to add a password. This can be done through the command line interface of the router. 

Setting the minimum length of passwords to 10 characters
To set the minimum length of the pass word the following command should be used. 
[image: ]

	
The next thing that can be done on a router regarding passwords is to add a secret, this can be done using the following command:  “enable secret Password ciscorocks1”
[image: ]
	
The next thing that can be done on a router regarding passwords is to encrypt the passwords this can be done using the following command “service password-encryption”
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Configure a Login Warning Banner
Another of the things that can be implemented onto the router is a login warning banner this can be done using the following command “banner motd $Unauthorized access strictly prohibited!$”
[image: ]
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[bookmark: _Toc71840763]Implementing AAA on Cisco Routers using a local router database and external server
[bookmark: _Toc71840764]How AAA is used to secure a network
[bookmark: _Toc71840765]Implementing AAA authentication that validates users against a local database 
To implement the Authentication Authorisation Accounting feature on a cisco router, you will first need to use the command “aaa new-model” this will set up the AAA feature, you then need to use the command “aaa authentication login defaut local”. This command will tell the AAA feature to use a password as the authentication method. 
[bookmark: _Toc71840766]Implementing server-based AAA authentication using TACACS+ and Radius protocols
The AAA authentication can also be used by adding a use of cisco proprietary protocols TACACS+ and RADIUS. This implements an extra layer of the AAA Database. 
[bookmark: _Toc71840767]Configuring server-based AAA Authorisation and accounting
Describe

[bookmark: _Toc71840768]Implement secure network design, management and reporting.
[bookmark: _Toc71840769]implementation of a comprehensive security policy.
[bookmark: _Toc71840770]techniques and tools used for network security testing.

[bookmark: _Toc71840771]Mitigate common Layer 2 attacks.
[bookmark: _Toc71840772]vulnerabilities of and mitigation techniques for securing the Layer 2 infrastructure.
[bookmark: _Toc71840773].



[bookmark: _Toc71840774]Implement the Cisco IOS IPS feature set. 
[bookmark: _Toc71840775]Explain how network-based Intrusion Prevention Systems are used to help secure a network.
[bookmark: _Toc71840776] Explain how signatures are used to detect malicious network traffic. 


[bookmark: _Toc71840777]Implement a site-to-site VPN.
[bookmark: _Toc71840778]Explain the purpose of VPNs.
[bookmark: _Toc71840779]Explain how IPsec VPNs operate.
[bookmark: _Toc71840780]Explain how the types of encryption, hashes, and digital signatures work together to provide confidentiality, integrity, and authentication.
[bookmark: _Toc71840781]Explain how cryptographic hashes are used to ensure data integrity and authentication.
[bookmark: _Toc71840782]Explain how encryption algorithms are used to ensure data confidentiality.
[bookmark: _Toc71840783]Explain how a public key infrastructure is used to ensure data confidentiality and provide authentication.



[bookmark: _Toc71840784]Implement a remote access VPN.
[bookmark: _Toc71840785]Configure a remote-access VPN.
[bookmark: _Toc71840786]Configure remote-access VPNs on an ASA.
[bookmark: _Toc71840787]Deploy the Cisco ASA for firewalling and NAT/PAT services.
[bookmark: _Toc71840788]Explain how the ASA operates as an advanced stateful firewall.







References

[1] 	“Forcepoint,” [Online]. Available: https://www.forcepoint.com/cyber-edu/network-security. [Accessed 05 March 2021].
[2] 	E. BORGES, “Security Trails,” 07 April 2021. [Online]. Available: https://securitytrails.com/blog/top-10-common-network-security-threats-explained. [Accessed 15 Apr 2021].
[3] 	S. Trails, “Top 10 Common Network Security Threats Explained,” 07 04 2021. [Online]. Available: https://securitytrails.com/blog/top-10-common-network-security-threats-explained. [Accessed 15 04 2021].
[4] 	N. Ismail, “Informationage,” 30 May 2017. [Online]. Available: https://www.information-age.com/7-nightmare-cyber-security-threats-smes-secure-123466495/. [Accessed 15 04 2021].
[5] 	G. University, “Cisco Network Foundation Protection (NFP) framework,” [Online]. Available: https://geek-university.com/ccna-security/cisco-network-foundation-protection-nfp-framework/. [Accessed 20 04 2021].




16 | Page


	
                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]Your research report lacks depth and critical analysis, which demonstrated lack of engagement with literature skills. Wide range of sources were not applied, also avoid using only websites. You need to engage with peer-reviewed articles, utilise the university library online resources and databases.  (Grade mark: 35.00%)
	[bookmark: totalRIL]10
	[bookmark: markRIL]3.5


	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]See above to improve this section and to provide critical awareness of current problems and insight.   (Grade mark: 35.00%)
	[bookmark: totalKUS]10
	[bookmark: markKUS]3.5


	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]Your introductions need improvement. Your introduction should give a background to the work along with some general research information of the subject areas, followed by what the rest of the report will include. You have not done a conclusion. Part was incomplete.
Part 2 not been done. You have not use the knowledge gain from part 1 to propose and implementation solution for A2Z. (Grade mark: 32.00%)
	[bookmark: totalANA]25
	[bookmark: markANA]8



	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]You have submitted a working Cisco Packet Tracer file but not all devices has been fully configures as well as some routers are not secured. The devices configuration txt files of the design (figure and table) laboratory task given part 1 not provided. A few config screenshot seen in the report.  
Part 2 not done. The knowledge and understanding gain from part 1 packet tracer implementation was not used to:
• Implement a working Cisco packet tracer design or constructed and labelled a blueprint design for the given case study explanation.   (Grade mark: 30.00%)
	[bookmark: totalPAD]50
	[bookmark: markPAD]15



	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Your work required formatting. There are grammatical and typo errors. (Grade mark: 50.00%)
	[bookmark: totalSPP]5
	[bookmark: markSPP]2.5


	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]33% 

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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