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Objectives

In continuation to our lectures, this hands-on Activity helps in providing you an
overview of digital forensic investigation process.

ETHICAL STATEMENT

As discussed during our lectures, it is very important to adhere to Personal
Ethics, Professional Ethics, Computer Ethics and Business Ethics.

We, the participants and stakeholders in the digital forensics laboratory,
recognize the significance of ethical conduct when using digital forensics tools
and processes for academic purposes. Our commitment to ethical standards is
grounded in the principles of integrity, privacy, and responsible handling of
digital data.

The tools and techniques you are exposed to’ in this lab is to work only on a
virtual machine environment and the purpose is entirely to demonstrate various
digital forensic activities. Experimentation with these tools, techniques, and
resources is at the discretion of the instructor and institution. If you as a student
consider using these tools for educational purposes on an outside environment,
you should contact your lecturer prior to any experimentation.

Note: Unauthorized access to data, computer, and network systems is a crime
in many jurisdictions and often is accompanied by severe consequences,
regardless of the perpetrator’s motivations. It is the learner’s responsibility, as
the user of this material, to be cognizant of and compliant with computer use
laws.

following tasks to further understand the process involved in Investigation.

Based on Activity 1, you must be clear on the process of identifying digital evidence, and
secure them, acquiring data from its original sources ensuring its integrity using various
tools. In continuation to Activity 1, and based on the lecture discussions, complete the

Task 1: Ensuring Integrity of the data

Task 2: Image Acquisition (Alternative Methods)

Task 3: Image Acquisition — Deep Dive

Task 4: Working with Acquired Images
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ICONS Used in this document:

ﬂ Find out the outcome/ Answers/ Solution
[

L% liss
: Do research and complete the task. Need referencing/ in-text citations.

Shall be included as a part of your coursework.

Recommended Screenshot (with Timestamp) for your Coursework.

25 Recommended to address this part in your Coursework.
v

Note: For this activity and other upcoming activities, you shall use any relevant
screenshots or discussions to your coursework according to your judgement. |
will not be recommending Screenshots/ Recommended part to address in the
coursework.
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Task 1: Ensuring Integrity

Discuss with your Lecturer and Classmates on what are the necessary steps to
take in ensuring the integrity of the data.

a. Document your reflection in Moodle — Discussion Forum.
Do you know that using Windows Registry, you can prevent data from being
written to any other external storage/ device?

Login to your Virtual Lab - Windows Client: Make sure your Windows Client in
your Virtual Lab could access USB Port.

3.

4.

Review the options available in Windows Registry to accomplish the task to
protect the data from being written to a USB storage/ device.
Open Reg Edit
o Compute\HKEY LOCAL_MACHINE\SYSTEM\CurrentControlSet
o Review the available Control Sets.
o Create a New Key under Control and name it appropriately. | named it
as StorageDevicePolicy.
o Click New: What are those options? Research and discuss with your
Team

[ Registry Editor
File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\StorageDevicePolicy
VAN ~ || Name Type
Version ab|(Default) REG_SZ
Video
WalletService
wenesve
wdf
WDI
Windows
Windows Advanced Threat Protectic
Winlnit
Winlogon
Winresume
WMI
WorkplaceJoin
WPN
StorageDevicePolicv
Enum Expand f
g New > Key
Find.. String Value
Delete Binary Value
Rename DWORD (32-bit) Value
Export QWORD (64-bit) Value

Permissions... Multi-String Value

Copy Key Name Expandable String Value

o Create a DWORD and name it appropriately. Change the value to 1.
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B Registry Editor — O X
File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\StorageDevicePolicy
Version ~ H Name Type Data
Edit DWORD (32-bit) Value X 1Y REG_SZ (value not set)
rite REG_DWORD 0x00000000 (0)
Value name:
[BlockWrite |
Value data: Base
(O Decimal
WorkplaceJoin
WPN
StorageDevicePolicy
Enum
Hardware Profiles v
< > < >
o Check the outcome by connecting a Flash Drive/ HDD and copying data
to it.
5, 1 Interrupted Action — X

The disk is write-protected.

Remove the write-protection or use another disk.

Taxi Receipt
ltem type: JPG File
w1 Date taken: 02/09/2023 11:28
=" Dimensions: 3766 x 2171
Size: 1.68 MB
Availability status: Available on this device
Try Again '

Skip Cancel

Fewer details
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Task 2: Image Acquistion

During your Handson Activity 1, you might have tried to acquire image from a
Windows and Linux OS/MAC OS using FTK Imager. On that note,

1. During acquiring the images, you might have come across different file formats.
A brief discussion about file formats like EO1, RAW was done during the Lecture
session with your Lecturer. Based on your activity and understanding, discuss
with your classmates/ team about those available file formats and their
purposes.

2. Based on the research done during Handson Activity 1, about the tools for
acquiring the image, list out and briefly summarize the pros and cons of the
tools you identified.

3. In continuation with the Handson Activity 1, did you manage to acquire the
image?

a. Did you reach a point where FTK Imager verified the image/ results?
Discuss the importance/ key aspects of that verification with your
classmates/ team. (Note: If you have not done this, | strongly
recommend you to complete this activity before continuing this).

4. Try to acquire image with a Command Line Tool

a. What are the possible tool options to acquire image using CLI? Did you
come across tools during your Handson Activity 1 research?

b. Lets try dd tool from chrysocome.net. Have a overview of the tool in the
given website and download it. Make sure you download the correct
version.

i. Download DD (Appropriate version)
ii. Open Command Prompt and change directory to the current path
where DD is stored. (cd Desktop)
iii. Use dd —list to check the mounted devices
iv. Image a small folder/ file to a specific destination. (I would
possibly recommend to connect a flash drive with minimal data to
get more information)
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V.
ite d

“1tten /

are - O X
View o
scal » VirtualStore v O Search VirtualStore
=
Name Date modified Type Size

| eutput.dd 20/ DD File
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- DO
View [7]
I VirtualStore v o O Search VirtualStore
Name - Date modified Trpe Size
| output.dd 20/10/2023 06:30 DD File 15,264,752 ..
output.dd Properties X

General Securty Detals Previous Versions

Ij ‘Uuluut dd

Type of file: DD File (dd)

Opens with: 3] Pick an application Change..

Location: C:\Users\Mitheesh\AppData\Local\Virtual Store
Size: 14.5GB (15,631.106,048 bytes)

Sizeondisk:  14.5GE (15,631.106,048 bytes)

Created 20 October 2023, 06:18:56
Modified: 20 October 2023, 06:30:38

Accessed 20 October 2023, 06:30:38

Attrbutes: ] Readonly [ Hidden Advanced..

o L [H=

vii. Try to implement Filter options and acquire the image and
document the outcome.

viii. Build your Virtual Topology. Use DD Tool or other relavent tool to
create a Forensic image over the network using file share.
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Task 3: Image Acquistion — Deep Dive

Pre-requisite: Handson Activity 1 and Handson Activity 2 (Task 2)

Checkpoint: Based on the discussions about the image formats during the
lectures and discussions with your classmates/ team, you must now be very
clear on what’s the purpose and scope of these different formats. If you are not
clear, please discuss again with your Team and Lecturer.

Use the FTK imager (Refer Handson Activity 1), and create an Image with
partitions in a E01 Format.

On completing Task 2 above, you must have a DD (RAW) image Format.

Keep all the images you acquire safe. You will be using in the future Handson
Activities as well.

1. Deep dive to look at the image acquired to understand the file system. Always,
a file system stores the data in a logical way in any media. The Operating
Systems uses the logical methods to retrieve the data when required. A lot of
algorithms involved in this process. However, as a Forensic Analyst,
understanding the file system will help you to corelate the manner in which the
data is arranged, leveraging an option to identify the meta data.

a. What are the possible tool options to identify and analyse the file system
of the image you acquired? Research, discuss with your Classmates/
Team and identify tools. Submit your reflection in Moodle — Discussion
Forum

b. We will be using The Sleuth Kit. Go to the website and look at the
available documentation. Did you come across Autopsy? Have an
overview of this tool. We might be using in our future activities.

c. Download the Sleuth Kit for your Operating System and save it.

d. Check the details of DD (RAW) File. You have to make sure you give the
correct path of the file. Set your path to the bin folder of Sleuth Kit.

C:\Users\Nitheesh\Desktop\Handson Activity 2\sleuthkit-4.12.1-win32\sleuthkit-4.12.1-win32\bin>mmls output.dd

e. Check the details of EO1 File. You have to make sure you give the correct
path of the file. Set your path to the bin folder of Sleuth Kit.
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theesh\Desktop\Handson Acti 2\sleuthkit-4.12.1-win32\sleuthkit-4.12.1-win32\bin>fsstat -i ewf myimage.E@1
EM INFORMATION

f. From the outputs after analysing DD File and EO1 File, what details
could you analyse as a Forensic Analyst? Write a report and submit it
individually. However, you could discuss with your team/ classmates
before submitting. (Hint: Analyse Metdata, Directory Structure, File
System, File Signature, etc)

g. Try analysing other file formats. Do a research on tools and procedures
to analyse the file system of other formats listed below.

Please Select the Destination Image Type
+ Raw (dd)
" SMART
" E01

" AFF

h. Document the outcome.
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Task 4: Working on Acquired Images

Pre-requisite: Handson Activity 1 and Handson Activity 2 (Task 2, 3)

An image you are working on is likely the evidence that need to be analysed and
presented to the court of law. Assuming that you have understood the purpose of
imaging the evidence and ensuring its integrity during our earlier activities, we proceed
ahead in analysing the acquried image.

Keep in mind:

+ Always verify the file’s integrity
+ Pay attention to very discrete information.
+ Key Factors: Hidden Files, Malwares, etc

Warning: For this activity, we might be using image files from external sources.
The image files are available to download from your Lecturer. The download
may contain malicious files. Don’t attempt to do anything other than instructed
(even in a virtual network)

1. Do aresearch and discuss with your classmates/ team about available tools to
mount the acquired images. Note: You must have your own RAW File and EO1
file. In addition to those two files, download another file from the link above.
Read the warning before downloading. Submit your reflection in Moodle —
Discussion Forum

2. For demonstration, OSFMount is used here. You shall use any other mount
tools as you pick during the discussion.

a. Install OSFMount. It is a Free Tool from Pass Mark Software.
b. Mount the images and analyse the details:
1. Mount EO1 Image and analyse the details
2. Mount DD Image and analyse the details
3. Mount task4.E01 image from the download link and analyse the
details. (It contains Malicious Files in it)

L4

ile Driveactions Help
&) Mounted virtual disks

Dpsice. Diive Frnulation  Disk Imane Path Tope 5i Fropetties File {

&P Mount Virtual Disk
Step 1 of 4

uuuuuuuu
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4. Scan the drive to check:

& passitank

&£ Mounted virtual disks

Diive Esmulation Disk |
3\ Device\OSFMDiEkD

Scan options

Run a quick. full, custom or Microsoft Defender Do you have a question?
n. 3

Offline sca
Home

Virus & threat protection Threats found. Start the recommended actions.
Help improve Windows Sacurity

Account pratection
Give us feedback

£ a5 |

Firewall & network protection PWSWin32/FignotokB
20/10/2023 09:19 {Active)

App & browser control Change yaur privacy settings

View and change privacy settings
wes 10 device.

Start actions Ty AT e

Allawed threats

24 00

Protaction history

5. Could you discuss this situation:
1. What if you acquire an image, mount it and see some
malicious files in it? What actions would you take?
2. What was the threat identified in the task4.E01 image?
Could you deep dive and identify the location of the threat
and find more information on the threat?
c. Mount task4_02.E01 image from the download link and enumerate the
autorun locations.
1. ldentify any malware (including virus, trojans, etc)
2. Check if you need to remove any unwanted programs
3. Check for autorun entries, that could eventually slow down the
boot process and affect overall system performance. Identify
and disable unnecessary autoruns.
For Autorun entries, download Sysinternals Suite and run it.
4. Check for any security risks. Identify and mitigate risks
associated with autoruns. Analyse using “Analyse Offline
System”
5. Understand your system behavior — look at how softwares and
services are configured on startup.
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d. Mount task4_03.E01, task4_04.EO01 and task4_05.E01 images from the

download link and enumerate the autorun locations.

1. Identify any malware (including virus, trojans, etc)

2. Check if you need to remove any unwanted programs

3. Check for autorun entries, that could eventually slow down the
boot process and affect overall system performance. Identify
and disable unnecessary autoruns.

4. Check for any security risks. Identify and mitigate risks
associated with autoruns. Analyse using “Analyse Offline
System”

5. Understand your system behavior — look at how softwares and
services are configured on startup.

e. Mount task4_06.E01 image from the download link and enumerate the

autorun locations.

1. ldentify any malware (including virus, trojans, etc)

2. Check for autorun entries, that could eventually slow down the
boot process and affect overall system performance. Identify
and disable unnecessary autoruns.

3. Check for any security risks. ldentify and mitigate risks
associated with autoruns. Analyse using “Analyse Offline
System”

4. Look at
HKEY_Current_User\SOFTWARE\Microsoft\CurrentVersion\R
un. What is your observation?

5. How many browser helper objects exists on the computer?

6. Understand your system behavior — look at how softwares and
services are configured on startup.

3. Working on Forensic Images

a.

Open Forensic Toolkit. Login using Cisco and Cisco. Go to File> New
User

Login using your credentials.

Create a New Case. Refer to the screenshot below. Open a Case.
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2 Database: localhost (Postres)

Manage _Help

Cases

MName

Case D

Temp

3

13/10/2023 11:47:43 +0000 Case
Referen
Date Mo
Date Ac
Date Cre
Case P:
Descript

Descript

New Case Optons

Ower:

Case Name:

Reference:

Desarption

Description Fie:

nitheesh
MyFirstCase Nitheesh

Case_ACCATO31

This i an example of handing 2 case -for HoA2

E
E

Gase Folder Directory: [ C:\Users\soac-nkiDocuments
C eDicovery Summaton | [0 —
oy [ ey |[ e[ e |

=1

ideo Processing ‘ ‘Aﬂ Communication

Cstonze

Profie: [Forensic Processing

[¥ Open the case:

o Cancel

B Forensic Toolkit Version atabase: localhost (Postgres) Case: MyFirstCase Nitheesh - o x
Ele Edi View Evidence Fiter ook Manage Help
& Fiter: | -unfitered - »| _ritervanager... || [@8]| [/ | &I _Feus
Explore [Overview [Email |Graphics [Video [Internet [Mobile Data [Bookmarks |Live Search [Index Search |System Summary b
Evidence ftems 4 b File Content
O Evdence Manage Evicence x
Doy Name IEEN| ot | ] g
 /Name: | =
=
Desarption: £
EEEIERE I ] i
T2 tome Tia Evidence Group: amage.. | [ [
Time Zone: - Choose a tine zone
Evidence Category:  Auto Detect
Langage setting | View Eudence Info, |
add Remove Refinement Options; | [ chosserestorepants.. |
Case KFF Opions. Processing Manager: I Wergecaseindex [ UseUNCPaths
=
Loaded: 0 Fitered: 0 =2 Fihighted: 0 Chedeed: 0 Cick to update sz
Read |Explore Tab Filter: [None]
4 |- File Content
Manage Evidence x
Select Evidence Type: X
i [st=[m_| Path: |
& Acquired Image(s) D /Name: |
£ All Images in Director
g ¥ Description:

" Contents of a Directory
" Individual File(s)
¢ Physical Drive

" Logical Drive

1 cane

Add

Remove

Evidence Group:

Manage

Time Zone:  Choose a time zone
Evidence Category:  Auto-Detect
Language Setting | Wiew Evidence Infa |
Reefinement Options... | Choose Restore Points.. |

Case KFF Options Processing Man:

ager:

[ Use UNC Paths

Ok Cancel

I™ Merge case index
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Manage Evidence X

Display Mame [ state [ D Path: |

ID [ Mame: I

Description:

Evidence Group: Manage F

Time Zone:  Choose a time zone

Evidence Category:  Auto-Detect

Language Setking... | Yiews Evidence Info... |
Add Remove | Refinement Options | Choose Restore Points. |
Case KFF Options | Processin|
Open
« v 4 ¥ 5 ThisPC > Downloads
Organise * Mew folder
-
[=] Pictures E 2l MName Date modified Type
1] Highlighted: 0 Checked: 0 Nitheesh Task 4
~ Today (3)
WSC20225E
[ Tasks_01.£01 24/10/2023 16:39 EO7 File
7 Manage Evidence X
Display Name [ state [ D Path; | C:\sersisoacriiPownioads\Tasks_D1.E01
Task5_01.E01 +
ID [ Name: I
Description:
1 Evidence Group: ‘ v Manage |
Time Zone: ‘Choese a time zone - ‘
Evidence Category: ‘Aum{]etect 5 ‘
Language Setting... | Views Evidence Infa... |
Remove | Refinement Options. | Choose Restore Points. |
Case KFF Options | Processing Manager: I™ Merge case index [~ Use UNC Paths
Ok Cancel

B Forensic Tolkit Verson: 7.

8 Database: localhost (Postgres) Case: MyFirstCase_Nitheesh - o x

Ele Edit Vew Evidence Fiter Tooks Menage Help

e e R I T
|/ Biler [Oveen [ [Gaphics [Video Jintenet Mol oto [Bogkmars | ve Serch [indes Searh [System Sommary | <
"~ Eudence fems | 4 b FleContent
O Bvdence Manage Evidence X
Dl Name Tsoelo | ot | oieot g
Tess 0LE01 - :
10 are: [Evderce et £
=
Description: [Thisis the mage acqured from Device 004 -5 g
Fileist
EEEIERI ]
T~ nome. = Evidence Group: Manage.
Time Zone: | Choose a time zone.
Eidence Cotegory: [auto eect
Tt | [ ven v
i = RefnenentOpters.__| __ crse Restore P
Case KFF Options. Processing Manager: T~ Merge case index I~ Use UNC Paths.
G

[Loaded: 0 Fitered: 0 Total: 0 Fighighted: 0 Chedied: 0 Clck to update size.

Read [Explore Tab Fiter None)
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Manage Evidence

Display Name

Task5_01.E01

Add

Remove

x
| State | ID Path: I Cr\Jsers\soac-nk\Downloads\Task5_01.E01 |
+
ID / Name: IEwdance_Madmﬂ
Description: | This is the image acquired from Device 004 - T5

Evidence Group: |Ewder|oe_HoAl S
Time Zone: |Eumpellundun (+01:00) M
Evidence Category: |Aum{]atect

Wiew Evidence Infa...

Language Setting I

| Choose Restore Points...

Refinement Options..

Case KFF Options Processing Manager:

I™ Use UNC Paths

OK Cancel |

[~ Merge case index

0 Forensic Toolkt Version: 76,0618 Database: localhost (Postgres) Case: MyFirstCase Nitheesh - o x
Ele Edit Vew Evidence Fiter Tooks Menage Help
i rter [-unfitered- »| _riter vanager... || @]/ 5 | AR| _Fceus
Graphics |Video [ nternet | Mobile Data | Bookmarks | ive Search |index Search | Syster Summary <
Evidence tems 4 b File Content
BO] ~ Natural
-0 Evidence _HoAL
& Q) Tesks 01801 H
BT NONAME [extd] S
D)5 froot] -
D5 secrazam =
S5 b g
5 Boot
D5 dev -
£ Doaments and Settings
=
) home
B tetound o | FleContent| Properties | HexInterpreter
File List
3502 & %M - @ & | 0 Nomal < Dislay Time Zone: GMT Summer Time (From local mactine)
[~ Name. [ cabel [temz [ext  [Path [category [Psize [Lsze [MD5  [stA1 | sHA2S6 | Created [[Accessed [ Modfied [
O Tasks_o1E01 1001 Tasks_0LE0L DiskIm... n/a 996,58, nja nja nja
[oaded: 1 Fitered: 1 ot 1 Fichightzd: 0 Chedeed: 0 Cick o update size
Read) [Explore Tab Fifter: [None]
Manage
share  View | Pidure Tools share View
B ThisPC > Downloads > 5 isPC > Documents > 1 v o O sa
Hame Detemedified e - Neme - Date modified Type sie
i
@ Forensic TookitVersion: 760618 Database: ocalhost (Postgres) Case: MyFirstCase_Nitheesh - o x
Fle Edt View Evidence Fiter Tooks Manage Help
v At Open
Launch in Content Viewer
(Emeeow K
a4 Open With... >
" Bidencelte
[ CresteBookmark
Creste Project VIC Bookmark..
T w £y -
Addto Bookmark. 00 00 00 003
Remove from Bookmark 00 00 00 00
00 00 00 00
Labets. 00 00 00 00
00 00 00 00
Review Label.. 00 a0 o0 20
0660 00 00 00 00 G0 00-00 00 G0 00 03 00 60 6O M
Mount Image to Drve.
" os =0; s = 990; g sec = 32720
Auto Decrypt
A Decoyped Fle. Fie Content | Properties | Hex Interpreter
eI Perform Cerberus Anlysis
BO6IH4 ominesrovserotory 0 fromat Daplay Tie Zone GHT SummerTme (Frmlocl machine)
= Nam|  FxportBrowser Historyto CSV. s [ws (o1 [swos [Geed = Tviodted T 5
e s aoCma
Oefaul Find on Disk...
0O oefautus: et
g S e Tasks_OLEVNONAVE,. s T
Open in Regisiry Viewer Tasks DLEDINONAME... 7httext €568 17748 27
Tasks DLEDNONAE... w0 230K 067 07/10/2015 17 .
Export.. TaskS OLEDINONAME... 7bittext 55 14058 bSs. 07102015 17:... O7/10/2015 17... 10/06/2009 22...
O mfos  pontolmege. TadS OLEDINONAYE, . SockS.. %618 %918 v & o
O repud e TakS DLEDINONAME... Exe 000K 59.50KD cedsse 07102015 17:... 0702015 17, 140720902,
O raia caire to disk image. TesdS OLEDINONAME.. Bxe  1520KB 185KB el 7102015 17:... O0/015 17, 1407/20902..
O™ ndadmine:  RunPython Script... TaskS OLEDINONAME... Exe T6.00KB  73.50KB B3OS, 07/10/2015 17:... 1407/20030Z:..
O3 ndscmne  ExportFle List Info.. TaskS DLEDINONAVE, . SckS... 25608 25608 b o
[ 7 ToskS DLEDINONAME.. Exe  BIS26 81928 36008 96ste. 07072015 17:.. 14072009 02..
O] ndfapicl a i Taske Exe 1960k 195.5K8  albeaf.. 32304.. 07/10/2015 17:... 1407/200902:... v
oades: Copy Speci Cick o wpdatesize
[ToskO1EOT/NON ek Al Fies in Current List
Ready et it [Explore Tab Fite: Nonel
Uncheck Al Fies in Caze:
Change "Flag 2 Ignorable” Status...
Change "Flag s Pivileged Satus..
Re-assign Fle Category >
selected View This ftem In  Diferen List >
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w

| Filter Manager. [ORES]

A FKPlus

sile Data [Bookmarks [Live Search [Index Search |System Summary |

File Content

& export

File Options
[T
oF
0o
(1]
0o
0o
oo
(1]

I~ Export children
~
r

I Save HTML view

080
70

ICursor pos = 0; clug
™ Export directory
™ Limit path length
I Create manifest

File Content

4 & | [T wormal

Items to Indude

I Append item number to filename
™ Append extension to filename if bad/absent

(if avaiable)

I Export using item number for file name

as file

files

I™ Export emails as MSG
™ Export emails to PST
=

Separate PST per evidence

I Export messages from email archives to PST

™ include thumbnails of video files
[ Include common video format

I™ Indude original path

Ext Path
Tasks_onf | © AlChecked (1) ' Al Highlighted (1)
Tasks_01. " AllListed (32) oAl
TaskS OLL | (Whole disk images, logical images, and partitions are always exduded)
Tasks_01,
log TaskS_0LI Destination base path:
o Task5_DL/
al — 1 [C:Wsers\soacnkDocuments
xml Tasks_0L/
ini Tasks_DLl
Tasks_01
dl Tasks_ 01
dl Tasks_01,
exe Tasks_01. Cancel
Tasks_0L/
dl TaskS_DLEDTNONAME. . Exe TH28 61920 36008%.. 9666%... 0702015 175, T407/2009 02....
dl Tasks_DLEDL/NONAME... Exe 196.0K8 195.5K8  albeaf... 4. 07/10/2015 17:... 14/07/2009 0Z...
[Highlighted: 1 [Chedked: 1 Click to update size
Data Processing Status - o
File Tools
1 Add Evidence Jobs Add Evidence Progress Messages
sk 01 (Fminhes) Overal: I | [ v
Additional Analysis Jobs ' e S
73 INFO [17:10 24/10/2023] Using engine localhost
Live Search Jobs Discovered: INFO  [17:10 2410/2023] Database preparation started
- Other Jobs
et Jobs orocessed: 3 — INFO  [17:10 24/10/2023] Database preparaton firished
INFO
mFo [
@ mdexed: 43 ] INFO  [17:10 24/10/2023] Indexing started
N INFO  [17:10 24/10/2023] Database optmization started
rocess == INFO  [17:10 24/10/2023] Indexing finshed
INFO
Evidence Item NFo { it
IO [17:10 24/10/2023)
[ Job time 00:24 = 24/10/2023 17:10:25 to 24/,
| . Processing:  00: 4/10/2023 17:10:28 to 24...
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Analyse the Image file and try to recover evidences.

Download task05_02.E01and create new case. Analyse the evidence.
Use other tools to analyse the evidence (taskO5 01.E01 and

task05_02.E01) to find/ gather further more information.

Document the steps with screenshots, pros and cons of each tools and
additional evidences gathered. (You shall try Autopsy, EnCase etc)

Review: From the task05_02.E01 image,
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1. Did you manage to recover Microsoft word document? If yes,
how many documents?

2. Did you manage to recover exe files? If yes, how many files?
And what are the details?

3. Did you manage to recover spreadsheets? If yes, how many
documents?

4. Any details you could gather from the collected/ gathered
evidences?

Deliverables

N =

Contribution to 2.1, 2.2, 2.3, 2.4, 3a

Report with Analysis (3f)

Documentation —File System Analysis — Using other tools (2.4 vii, 2.4 viii, 3g,3h)
Submit your RAW and EO1 Files in
“‘September 2024 Student SharedFolder’. By submitting the image files,
you are approving other students/ lecturers to access your image file for
laboratory use. If you download other’'s images from the drive, you are
authorised to use them with in the lab environment and not outside the lab.

Overall Reflection

Note: Make sure you make snippets of the work with timestamp (Timestamp on the
Host Machine and not the virtual environment) to use them for Demonstration as part
of your Assessment

5.

6.

7.

Understanding on the concepts discussed in the lecture and its relation to the
activity done.

Understanding about various tools used and various frameworks available for
DF Investigation process.

Rate yourself: Understanding Image Acquisition and Analysis

End of Activity



