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[bookmark: _Toc124197481]Introduction
This report includes defining the term ‘cloud computing’ including an evaluation of the benefits and drawbacks such as cost implications, while providing example scenarios. It also includes a an overview of virtualisation & containerisation, and an evaluation of the developmental process for producing Node.js applications that run in Docker.


[bookmark: _Toc124197482]Cloud Computing Overview
The term ‘cloud computing’ refers to a method of delivering on-demand computing resources, including hardware, software, storage, databases & networking, to individuals & businesses via a network, most commonly over the internet, giving organisations the ability to access & store information without the need for their own physical devices or own IT infrastructure. Cloud computing enables businesses to access & manage resources and applications anywhere provided a connection to the internet.
Depending on the needs of the user, there are three main types of cloud service models:
Infrastructure as a service (IaaS) provides on-demand access to computing, storage, networking & virtualisation,
Platform as a service (PaaS) provides the hardware and software resources needed for cloud application development, and,
Software as a service (SaaS) includes the maintenance and management from underlying infrastructure to build application software, [1].
[bookmark: _Toc124197483]Benefits & Drawbacks
There are many benefits to the use of cloud computing. Aljabre highlights some of these benefits such as enabling consumers with lower-powered computers and systems to run their applications using higher-powered systems and storage within the cloud, sparing the cost required of purchasing and maintaining their own application & storage system. Cloud computing also ensures that the application will run as efficiently as possible on any system due to harnessing the power of systems on the cloud. Operating system incompatibility is also mitigated; the user’s OS can be connected to the cloud while still being able to share documents with another user with a different OS. With efficient use of cloud computing, applications and documents can be accessed from any computer with an internet connection, [2]. 
Boss et al. also highlight benefits of cloud computing infrastructures, such as allowing enterprises to achieve efficient use of their IT hardware/software by implementing a cloud computing solution, which can be made available for developing new applications within minutes rather than weeks of implementation, [3]. 


Due to being a still-emerging solutions and recent technology, there are also as many drawbacks to cloud computing as its advantages. Aljabre notes the requirement of a constant internet connection in order to remotely access applications and documents which are stored in the cloud, and requires a strong connection as to be able download larger files from an online source, as well as risking slowdown of the system itself, [2]. Other disadvantages of the systems include security vulnerabilities leading to service hijacking, risk of DoS attacks, technical outages on server-side leading to extensive downtime and inaccessibility of a user’s documents/applications on the cloud, [4].
[bookmark: _Toc124197484]Costs
One of the main benefits of cloud computing services are the different types of charges offered by providers depending on the service, which includes payment for only the resources used by applications and solutions. The costs of cloud computing is largely up to the host of the service, and is affected by factors such as: 
The networking costs of maintaining the service, including hardware & network setup estimations, 
The costs of hardware needed in order to store & operate the services of the user, and,
Costs relating to the computational processes of the service, including CPU requirements, licensing & virtual RAM usage per gigabyte of service, [5].
Each of the major providers of cloud computing offer several types of services depending on the requirements of the user; 
Amazon Web Services (AWS) offer a pay-as-you-go system of pricing, as the user pays for the individual services they require for as long as they require, [6].
Microsoft Azure offers a different pricing models depending on the services required, including both a pay-as-you-go model and a traditional subscription model, [7].
Google Cloud allows the user to pay only for what they use, however specific costs vary depending on the product and services selected, [8].

Kodno et al. find that, in a comparison between cloud computing and on-site desktop grids, find that the costs of a monthly project ranges between $5,000 to $12,000, with a start-up cost of $4,000 to $43,000. They also find that, with a hybrid system, they could save 45-90% of costs dependant on resource usage, [9].

[bookmark: _Toc124197485]Examples
There are many examples of cloud computing services and solutions. For example, there are many different providers for cloud storage, such as Dropbox, which allows users access to a streamlined cloud storage service which can be used to access files on any computer device, such as smartphones through the use of their app, which includes up to 1 terabyte of free to use storage for a single user, [10]. It also provides a backup solution in which users can store their files digitally through Dropbox onto the cloud, ensuring up-to-date documents and increased safety, and a file recovery system for up to 30 days, [11]. Another use of cloud computing can be seen with Google Cloud for Education, which offers cloud-based services free of charge to students & educators in multiple institutions, and provides a workspace environment through Google App Education (GAE), [12].

[bookmark: _Toc124197486]Reliability & Scalability
In cloud computing, reliability refers to a measurement of the frequency of component failures within a system, and is closely tied to service availability, which is defined by Bauer & Adams to be a measurement of the service overall downtime compared to its uptime, [13]; both are used to describe a cloud computing service’s overall availability between downtimes, [14]. Yousif defines cloud reliability as “a measure of probability that the cloud delivers the services it is designed for”, with the implication of the service’s availability & performing in the way it is intended, [15]. Reliability is a required consideration when using or maintaining a cloud computing service, as, being digital systems stored on the cloud, they require to be as available as much as possible in order to have efficient use by clients.


As cloud computing systems are widely available and are required to run on powerful hardware in order to work as intended, sufficient cloud computing scalability is required. While scalability in this sense can refer to the ability to increase IT resources to meet increasing demand from users, [16], Lehrig, Eikerling & Becker suggest scalability to be defined as “the ability of a cloud layer to increase its capacity by expanding its quantity of consumed lower-layer services”; in essence, scaling up a cloud computing service requires the use of more lower-layer services in order to run efficiently as a larger system, [17]. The advantages to cloud scalability include the cost effectiveness of paying only for what is required, and increased reliability due to higher performance in order to meet sudden increases in demand, [18].


[bookmark: _Toc124197487]Virtualisation & Containerisation
[bookmark: _Toc124197488]Virtualisation
Virtualisation is a process which allows for efficient utilization of physical computer hardware, and is a foundation of cloud computing; it uses software to create a layer over computer hardware which allows the hardware of a single computer, such as CPU, memory, storage etc., to be divided across multiple virtual machines, enabling efficient utilization of physical hardware, allowing for a return on investments in hardware, [19]. Virtualisation is a technology in which an application, OS or storage runs virtually using the software layer of a real, physical computer’s hardware. There are different types of virtualisation, including:
Network virtualisation combines the available resources of a network, then divides the bandwidth into different channels which are independent on each other & can be assigned to a particular server/device in real-time.
Storage virtualisation pools together the physical storage from multiple network devices into a single storage device, managed form a central console. It is commonly used in storage area networks.
Sever virtualisation masks server resources, including the identity of physical servers/OSes, from server users with the intent to spare the user from having to understand the complicated details of server resources while increasing resource sharing, [20].
The benefits to virtualisation include resource efficiency due to running multiple virtual machines from a single physical source, and faster provisioning/better machine performance, [19]. 


[bookmark: _Toc124197489]Containerisation
Containerisation is a form of virtualisation; it is a process which package together application code with all files & libraries required to run on an infrastructure. Using containerisation, instead of the requirement of installing a version package matching the host device, users can create a single software package- a container- which can run on any type of device and operating system. The benefits to containerisation include ease of portability due to the ability of deploying an application on a arrange of operating systems after the initial deployment without needing to rewrite the program’s code, increased scalability due to being lightweight components which can be run efficiently due to removal of the need to boot an operating system, and increased speed of running in an isolated computing environment without the interference of the OS or hardware when troubleshooting or rewriting code, [21].
[bookmark: _Toc124197490]Adoption of Docker
Docker is a software framework which uses containerisation for building and running containers on servers and the cloud. As a service, Docker has seen adoption by many developers due to its ease of use, fast deployment of applications and services, and being open-source. There are several reasons which have contributed to Docker’s adoption, including:
The simplicity of its system, and ease of use which allows users to quickly create and deploy applications,
Working in isolated environments separate from OS or device configurations, which allows Docker to run on most any platform,
Due to being built with containerisation, Docker is easily scalable and flexible, with each container having their own set of configurations and dependencies, which allows the system to run multiple containers simultaneously across multiple servers, and,
Docker containers are more secure than standard applications be default, and containers cannot access the data of other containers without explicit authorised access, [22].
Docker has also seen increased use by businesses due to ease of collaboration between employees, the shift towards microservices, and the adoption of Docker by several major database technologies such as Postgres & MongoDB, [23].

[bookmark: _Toc124197491]Development Process Evaluation
In order to create the web server and service, Node.js, a cross-platform runtime used for server-side programming, and was installed. NVM was also installed to keep node.js up to date and change its version for testing purposes.
To store all the files needed for the site, the expressjs folder was created, which was made to house the docker-compose, dockerignore and dockerfile files; docker-compose houses the different services which primarily enables connections between the web server, web service, and the postgres databases.
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A new directory was created to store the files needed for the service, and a new package file was created, which contains metadata needed for the service and for Node. After converting Node.js to Express, the port connection was established; port 1339 was used in order to run the service. A listen command was added in order to confirm if the system was running successfully.
A server.js file was created, which contained code which enables the service to run with port 1339. Several routing methods were added to the server.js file, which enables HTTP commands such as GET, POST, PUT, PATCH and DELETE, which will be used on the website. Route parameters were added to the existing routes, which will be used in order to display specific products using their unique within the database.
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A new route was added, which would handle data posted to the server in the JSON format, adding the items to the postgres database. CORS was added to the file which would allow the service to use CORS methods when necessary.
A web service was created which allowed add, read and delete operations, which was used in the final website. The parameter which enabled searching by ID was added to the service.


In order to store the data required for the website, a database was created using Postgres, and a new file was created, which established a database connection and all the required CORS methods.
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In a new directory within the server folder, three subdirectories were created to include css, javascript and image files to be used on the service. A new package file was also created for the service. A new file, server.js, was created as a parallel to service.js, which included a connection to port 80. Unlike the service, the server only uses the POST and GET routing methods. A connection was added to enable the use of static content such as CSS, images and javascript.
An index page was created as a homepage, and was added to the public directory.
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Description automatically generated with medium confidence]


A HTML file was created into the public which contained an outline for a form, and was created alongside a JavaScript file which enabled the form to add the inputs into the Postgres database. Similar HTML and JavaScript files were created to view all data within the database, as well as searching for a specific entry by ID. In order for the ‘add’ form to work, Axios code was added to the server.js file, and a “thank you” page was added as a redirect.
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A separate CSS file was used to change the appearance of the site, including the backgrounds of the pages, and a unique look for the navigation bar used on each page of the site.
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Some template files was created in order to display web content with easier to display design without the need to have extensive code in a single file. Such a template file was created in order to view a list of all the items in the Postgres database, as well as one to display all of a single item’s details.
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