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Abstract 

In this report I briefly explain the three key malware elements that make up the Cryptowall ransomware software. I describe how this software gains a foothold on a computer system. What it does when it has gained access and the options available to someone if they find themselves infected with Cryptowall. I also provide good practises someone should employ to prevent and limit the amount of damage a ransomware attack could have on a person or business. 
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Main chapter 

1. Introduction

As computers and other forms of electronic devices become more prevalent throughout our lives there are people out there who wish to use these devices with malicious intent. There are many ways for this to impact on our business from the likes of Trojans and Viruses to Ransomware, these are known as Malware[1]. They have all been designed by someone to help them gain access to and use our information to their advantage. In this report I will briefly go over the three most common forms of Malware and in depth look at Cryptowall ransomware.  

2. Trojans and viruses 

2.1.1. General overview

Two common types of attacks a computer or electronic system might face would a Trojan or virus attack. Although the result of having either of these malwares enter a computer system is the same, it is how they go about gaining access to a computer system that is completely different. 

A Trojan is a computer programme that is designed to look like a normal computer document, email attachment or programme [1]. For example, it could look like an invoice attached to an email. 

A Virus a computer program which enters a system to carry put malicious activities. These types of infections can vary from simply displaying an obscene image or writing on a computer home screen to deleting and changing files within the infected computer [1]. 



2.1.2. How they infect your computer  

The Trojan was named after the ancient legend of a wooden horse being given as a peace offering during an ancient Greek battle. The horse was taken inside the city walls where at night the hidden soldiers within left the horse and opened the city walls allowing the Greek army to enter the city. This led to the fall of Troy. In modern day terms the Trojan uses the exact same method to gain entry to a computer system by pretending to be a harmless email, programme or document. Once inside the system it can then carry out its malicious activities, the extent of the damage or malicious activities comes down to how the trojan was programmed [2]. 

A Virus much like the flu virus spreads from one host to the next and replicates itself within the new host. The virus requires a document or programme for it to spread from computer to computer. During this increasingly connected world the spread of a computer virus can be done in many ways.  The most common ways can be from attachments on emails, downloading files from websites or multimedia sharing platforms [3]. 



3. Ransomware

3.1.1. General overview

Ransomware is a type of virus that infects a computer system and then copies, deletes or encrypts the documents held within the computer system preventing you from accessing them. It then produces an onscreen message telling you your files have been encrypted and that you must pay a ransom fee to be able to gain access back to these documents with instructions on how to do so [1]. 

3.1.2. What to do it infected

Once the system has been infected there are generally 3 options to take pay the ransom, use a decrypting tool or backup strategy. Neither of these options are guaranteed to fix the ransomware attack and the best form of fixing this issue is prevention [4]. 

Paying the ransom: It is advised that paying the ransom is not the best option as you are not guaranteed to gain access to your files again after paying the ransom. Once you have paid the ransom fee the criminals who wrote the ransomware are under no obligation to provide you with a decryption key or return stolen files. 

Decrypting tool: This option is again not the best option as trying to use a decrypting tool can take a very long time owing to the complexity of some of the encrypting tools used by the ransomware users. They are not always guaranteed to work as the criminals that write these sorts of ransomware programmes are constantly changing them to prevent them from being cracked. 

Backup strategy: Like with most of life’s ailments prevention is always the best plan. By having a robust and rigorous backup strategy in place these sots of attacks can be circumvented. Although this method will never be able to retrieve stolen files and documents once taken by the ransomware it will allow the user to restore to a pre-infected state after the initial ransomware data has been removed. 


4. The Cryptowall Trojan

4.1.1. Specifics of this threat

Cryptowall Trojan is a hybrid of all the above-mentioned malware. It acts like a Trojan to infect a computer where it then begins to infect the rest of the system like a virus. Once the inside it will begin to search for files both locally and on any connected networks where it will proceed to encrypt all your personal files including but not limited to documents, photos and music files [5]. 

4.1.2. Infection Methods

The most common way Cryptowall is spread is as a trojan for most companies this could be hidden as a PDF file on an email typically titled as an invoice, receipt or bills. As soon as somebody clicks on the supposed PDF file it will start infecting the host computer [6]. 

Cryptowall does not just gain access via the Trojan method it also uses exploitations in the operating system of the computers on websites you visit. By using these vulnerabilities, the criminals can implant some malware to initiate the download of Cryptowall without you knowing [5]. 


4.1.3. File types affected

Realistically there are not any files that will not be affected by a Cryptowall attack. The programme is designed to attack all types of windows operating system [6]. Once inside it will then proceed to infect all your personal files including but not limited to .PDF, .GIF, .JPG. The image 1 below gives a comprehensive overview of the files that could be attacked by a cryptowall infection. 
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Figure 1




4.1.4. Procedure of eradication

Once your computer has been infected it is very difficult to remove the cryptowall from the system due to the nature of the programme. The easiest and simplest way to do this is as mentioned above in the Ransomware section and that is to do a system restore after removing the ransomware from the infected system. This will not restore files lost after the backup date. Again, the best method is to not fall victim to this type of malware attack. 

According to an article on Varonis [5] a way to remove cryptowall if you have a system backup process in place is to do the following:

1. Boot your computer into Safe Mode with Networking
2. If you have a recent and clean System Restore point, you can restore, if not:
3. Download and install a malware removal application.
4. Run malware removal app and scan all your files


4.1.5. Payment

Although Cryptowall ransomware attack once paid can give you a link to download the decryption key needed. But this is not a quick process and could take several hours for the programme to run. Although paying the ransom is an option it is not always recommended as you are not guaranteed to get the encryption key to gain access to all your documents. 


5. Examples of good practice

5.1.1. Initial avoidance

There are many ways to avoid is to make sure you are actively carrying out good practices whilst using a computer system. These practices can include Anti-virus scanners, regularly updating computers software, firewalls, safe browsing habits, not clicking on suspicious links and backing up files. By doing all of these you will limit the possibility of falling victim to one of these attacks. 

5.1.2. Backup procedures

Backing up your files is a good practice for everyone to get into in a business environment and personal one too. Without a backup system you must rely on the criminal returning the information after paying the ransom which does not always happen. Having a process in place that includes continuous and automatic backups of files is a good practice as well as having separate and remote locations to store this information. Having several locations holding this sort of information and making sure they are all separately connected will greatly reduce the risk of not being able to recover from a Cryptowall attack.
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FILETYPES VULNERABLE TO
CRYPTOWALL ENCRYPTION

XSL

Excel Spreadsheet

\WPD

WordPerfect Document

WB2

Webshots Picture File

JIXT

Plaint Text File

TEX

LaTeX Source Document

SWF

Shockwave Flash Movie

.SQL

Structured Query Language

.RTF

Rich Text Format File

.RAW

Raw Image Data File

.PPT

PowerPoint Presentation

.PNG

Portable Network Graphic

.PEM

Privacy Enhanced Mail Certificate

.PDF

Portable Document Format

.PDB

Program Database

.PAS

Delphi Unit Source File

.ODT

OpenDocument Text Document

.OBJ

Wavefront 3D Object File

.MSG

Outiook Mail Message

.MPG

MPEG Video File

.MP3

MP3 Audio File

.LUA

Lua Source File

KEY

Software License Key File

JPG

Joint Photographic Experts Group

.HPP

C++ Header File

GIF

Graphical Interchange Format File

.EPS

Encapsulated PostScript File

.DTD

Document Type Definition File

.DOC

Microsoft Word Document

.DER

DER Certificate File

CRT

Security Certificate

.CPP

C++ Source Code File

.CER

Internet Security Certificate

.BMP

Bitmap Image File

.BAY

Casio RAW Image

.AVI

Audio Video Interleave File

.AVA

AvaaBook eBook

N\ varonis

.ASS

Aegisub Advanced Substation Alpha

.ASP

Active Server Page

JS

JavaScript File

.PY

Python Script

.PL

Perl Script

.DB

Mobile Device Database File

C

C/C++ Source Code File

C/C++/Objective-C Header File

.PS

PostScript File

.CS

C# Source Code File

Obijective-C Implementation File

RealMedia File




