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[bookmark: _Toc214279676]Section 1 Introduction

This technical report aims to show off an in‑depth view of the roles engineers play throughout society, and how this affects all engineering, including the code of conduct, or how working in a team can help to achieve a goal faster. Also in this report, it will go over not only the personal health and safety that is required, but also the cyber security that is becoming an increasing problem in the engineering sector, and how using all of these can help in solving any issues that may arise in an engineering situation.

[bookmark: _Toc214279677]Section 2 Health & Safety with Risk Assessments

A big factor to take into account when looking at engineering is all the safety that goes into modern engineering, from the basics such as wearing the basic equipment, or just being in the right physical state to operate the proper machinery, or having the right licenses to operate certain equipment. There have been several pieces of legislation to increase health and safety requirements in the workplace, the most well‑known of the legislation being the Health and Safety at Work etc. Act 1974, which is defined as “an act that provides further protection for workers, securing the health and safety for all workers whilst eliminating risk such as possession and use of dangerous substances or controlling certain emissions that the company will pollute, all whilst making sure the company and the workers are following all laws (UK Goverment, 2024). In this act, it improves the safety conditions all over the UK not only for employers but also workers. Alongside the Health and Safety at Work etc. Act 1974, another act that can affect engineers is the Management of Health and Safety at Work Regulations 1999, which is an act that solely focuses on workers’ safety, mainly focusing on “emergency procedures such as fire escapes and what to do in case of emergency whilst at work” (UK Goverment, 2021). A situation where both of these acts can be used is working with heavy machinery. For example, whilst using a pillar drill, “It shall be the duty of every employer to ensure a reasonable and safe place to work for employees”  (UK Goverment, 2024). This can have multiple implications, one of those being the safety and upkeep of the machines, like making sure the machine is in full working condition or having a safeguard that is compliant with rules. As for the Management of Health and Safety at Work Regulations 1999, it goes along with making sure “the employer makes sure that not only the machines are safe but also the environment is safe whilst they are at work” (UK Goverment, 2021). This can be shown as having to wear goggles whilst working with pillar drills or having someone with experience to show and teach newer employees how to use them. Whilst at university, it may be necessary to use a pillar drill, and whilst the university may try to decrease the risk as much as possible, there are still risks, as shown in Table One.








	Hazard 
	Risk rating
	Potential harm
	Improvement required 

	Getting body parts or items of clothing stuck in chuck
	high
	Lost limbs
Severe cut or gashes 
	Proper ppe and safety check


	Bits breaking off the the drill or material being cut
	Mid
	Shards of metal being stuck in the person
Cuts
	Proper safety check
Making sure your tools are all securely in place.

	Burns from touching hot items
	Low
	Burns
	Wear gloves or wait for it too cool down

	Loud noises
	Low
	Hearing loss over time 
	Wear safe headphones

	Breathing in shards of metal
	low
	Lung damage 
	Wear a mask

	Being pushed into the machine
	High
	Lost limbs
Severe cut or gashes
	Make sure your surroundings is safe and alert anyone nearby your using the machine

	Apart of the machine snapping back
	Low
	Laceration 
	Check every part of the machine to see any wear


[bookmark: _Toc213953205][bookmark: _Toc213953238]Table 1 risk assessment



[bookmark: _Toc214279678]Section 3 Security Risk Matrix
Despite improvements to modern‑day technology, cyber security still remains a big risk in modern‑day automotive. As shown in Figure 1, according to Konbriefing, there was a total of 24 confirmed cyber‑attacks. A couple of these incidents include “February 23, 2024 Cyber‑attack on an industrial group in Germany and February 2024 cyber‑attack on a software vendor in New Zealand” (Kondruss, 2025). As these are the ones that have been confirmed, there is a chance that there have been thousands of cyber‑attacks. These do include non‑car‑related materials such as traffic lights, but underneath are four examples of security threats on cars.[image: Major cyberattacks on the automotive industry 2024]
Figure 1 cyber-attack 2024 (Kondruss, 2025) source : https://konbriefing.com/en-topics/cyber-attacks-2024-ind-automotive.html

[bookmark: _Toc214279679]3.1	Issue 1 Electronic Control Units (ECU)
As cars only go the way of more electrics, there is an increased need for ECU, but that also increases the chances of cyber‑attack, as this leads to more failure points where cyber attackers can hack in. Not only that, but since ECU are run off a Controller Area Network (CAN), there is also the issue that people can intercept the signal to override the ECU. To battle this, companies “run over 2 thousand network tests aiming at all issues including cyber security, which all cars must pass for homologation. Only then can it be verified against cyber security issues as it has been properly tested”  (ekert et al, 2021)
3.2 [bookmark: _Toc214279680]Issue 2 self-driving car 
Although certain driving features on cars can be useful, improvements like self‑driving capabilities are still unproven and have been proven to be unsafe. As stated, “commonly driving failures in automatic driving cars come down to hardware or software failures, as these are more likely to come under attack. But as the technology becomes more advanced, it is imperative to keep up with the cyber security in automotive vehicles, especially self‑driving cars where there are commonly more systems to hack” (Strandberg et al, 2023).
3.3 [bookmark: _Toc214279681]Issue 3 safety systems
With cars evolving, so are the safety systems. But as “a relatively new field, some safety systems are self‑monitoring or diagnostic systems that monitor only safety‑related issues” (Strandberg et al, 2023). This can lead to cyber‑attacks, as most people would not realise that their safety systems have been potentially sabotaged until it is too late.
3.4 [bookmark: _Toc214279682]Issue 4 keyless unlocking
In the 1980s, keyless unlocking was first introduced onto cars, which may have helped people get into their cars quicker. But “unfortunately that can lead to the same gateway being used to create a new signal using the unprotected network, which most key fobs unfortunately lack proper protection” (nilsson larson, 2009). This can lead to criminals unlocking people’s cars without them knowing until it is already too late, and then this leads to another issue of a stolen vehicle being on the roads, putting people in danger.
3.5 [bookmark: _Toc214279683]Risk matrix and response 
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Table 2 risk matrix
The proposal for to stop keyless carjacking would be to have a twostep verification process where on the key fob there would be several buttons needed to be pushed in the correct order before entry as this can stop people spoofing into the cars system whilst also allowing quick access.

4 [bookmark: _Toc214279684]Section 4 engineering roles in society 
4.1 [bookmark: _Toc214279685]F1 code of conduct
The F1 code of conduct doesn’t only apply to engineers, but as stated by F1, “this code of conduct has been adopted by each Formula One company and has to be followed by every employer and employee, no matter who they may be, permanent or temporary, and if any company has policies in place, they need to adopt the policies so as to be in line with the current F1 code of conduct” (F1, 2023). As an engineer, it is important to follow their code of conduct, as this doesn’t only affect the person who breaks it but also the company they work for. Although not all of the code of conduct in F1 may apply to engineers, the main part that applies to engineers in F1 would be their sustainability goal. As stated by F1 themselves, “the critical role F1 has to play is to reduce the environmental impact the sport has globally, emphasising the commitment to being net zero carbon footprint by 2030, and their mission statement is innovation, inclusivity, and sustainability at the heart of our future growth and value” (F1, 2023). As engineers, it is important to follow along with these sustainability goals, as they are not only important for the future of F1 but also for the planet as a whole, and as engineers, it is our role to try to make things as sustainable as possible.
4.2 [bookmark: _Toc214279686]Aston martins code of conduct
With Aston Martin’s code of conduct, they are clearer on why they have it, “saying at Aston Martin they follow and comply with every law and act with integrity. The code of conduct reflects their values, particularly with ethical and legal statutes. This includes their key policies, whereas both as individuals and as a business as a whole, it is what the customers have come to expect from the company in all sectors” (aston martin, 2023). This shows a clear ambition to achieve a high‑quality product whilst staying a respectful company, which can extend to engineering — keeping a high‑quality product whilst being respectful to others and the environment, as that is an increasing issue for any business as governments bring in more environmental rules. As it is not only the role of the company as a whole but also of individuals, it is important to act with integrity, which includes protecting the environment not only for the current generations but future ones too.

5 [bookmark: _Toc214279687]Section 5 problem solving

One method of problem‑solving that can be used is the TRIZ method, which, according to the 2004 TRIZ Future Conference, shows “TRIZ method as being the Theory of Inventive Problem Solving, a methodology where you look at previous solutions and build off them, leading to increased innovation that both small and large companies can innovate” (Cascini, 2004). This can be used in plenty of different areas, but focusing on engineering, as shown in the example that will be given below, a group of engineers used it to improve a hand brake. More specifically, the paper shows design concepts of a kenaf fiber polymer composite being used in a parking brake using the TRIZ method” (Mansor et al, 2024). This shows they have used numerous methods, including TRIZ, to improve the material that goes into making the hand brake. This paper is a great usage of not only TRIZ but, as shown in the flow charts below (Figure 2 & 3), the thought process and problem‑solving that went into such a project. Using the TRIZ method is an effective method for problem‑solving, as it can be used to incorporate multiple designs, taking certain parts of each design until the perfect part is made to solve the problem.
[image: A diagram of a parking brake lever][image: A diagram of a process
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2 flow chart design (Mansor et al, 2024) source: https://www.sciencedirect.com/science/article/abs/pii/S026130691300808X#f0005
                                                                                                                                           3 flow chart ideas (Mansor et al, 2024) source :                                      https://www.sciencedirect.com/science/article/abs/pii/S026130691300808X#f0005



6 [bookmark: _Toc214279688]Section 6 team structure 

A time where I worked in a team was last year in foundation. We had to make a soap box car, and we had to do it in two stages. In both stages there was one team but due to external factors, we had to switch managers from the first stage to the second stage. During the first stage, we had a staggered start when picking roles and from a personal point of view when the team did start meeting, I had some issues, so I ended up missing two meetings. But when we got to working, we got it done. Whereas I think if we had got to work quicker and as a more organised group, we could have got the work done sooner, which would have left us with more time to improve. As I will state in the second part, I think personally we could have met up in real life more than just sending texts on a Teams chat. Whereas during the second part of the group project, due to things out of our hands, I ended up taking the managerial role. As for this part, we needed to present a PowerPoint. I took more of a “let’s meet up and do this” approach, as it allowed the team to call out anyone slacking or give improvements in the moment. So, throughout the team project, I would have said that the approach I took, where we met up more in real life, worked better than the other team’s lead approach, which was more laid back and more online‑focused. We ended up getting work done faster and getting to practice the presentation before ultimately performing it. Looking into different types of management, I think we would have been better with, first of all, one manager throughout the whole project, as the different styles of management only led to slower start times and confusion from different team members. As to the management style I would pick personally, I would say the horizontal style of organisation would work best. As stated by Kiara Miller, “a horizontal structure is a structure that involves few chain of command allowing everyone to coordinate with each other” (Miller, 2022). As shown below in Figure Three, the horizontal structure would have allowed us to ultimately organise ourselves in more organised groups instead of being every man for himself. The advantages stated by Kiara Miller are “employee engagement, optimised use of resources, and flexibility” (Miller, 2022) which, going off my personal experience, would have definitely helped, as it would have reduced the impacts that external factors made to the team.
[bookmark: _Toc214279689] [image: Horizontal structure] (miller, 2022) figure 3 management organisation 





7 Section 7 conclusion 
In conclusion, engineers play a vital role in society, not only in keeping themselves safe but also the world around them. There are many rules and regulations in place to keep ourselves safe, but they are also there to protect the people and the world around us. With this, it is also our role to help those who are around us, so as to keep up the highest standard in the work that is done and in how engineers interact with each other.
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