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[bookmark: _Toc39577848]1.0 Internet Of Things & Smart Home Concepts
IOT(Internet Of Things) and smart home concepts have been around since the 1980’s, with the emergence of technology such as smart phones, tablets and a range of other devices [1].  As populations across the world own a mobile phone, connected 24 hours a day, the ability to connect device to appliance and automation can be achieved [2]. Technology markets offer numerous IOT devices for day to day management of simple processes such as activating lights but motion detection or speech recognizing hardware such as Amazon Alexa. 

[bookmark: _Toc39577849]1.0.1 IOT Security Challenges and Issues
The current leaders in IOT technology are the tech companies Google, who offer Google Home and Amazon, who offer Alexa.

1.0.1.1 [bookmark: _Toc39577850]  	Amazon Alexa 
Amazon Alexa, which is an Amazon IOT device, is configured to recognise your voice and carry out an action based on a command [3]. Commands such as controlling music, audiobook, control smart devices, phone people and can answer most proposed questions. The main, most publicised, security issue with the Amazon ranges of voice activated devices was the recording of user requests, which was being analysed by Amazon contractors [4].

[bookmark: _Toc39577851]1.0.1.2 	Smart Bulb
The smart bulb by LOHAS B22 is a wi-fi controlled IOT device that’s light strength is controlled through a mobile phone or voice activated device [5]. The obvious security issue is that the user logs into the bulbs control panel, resets the password to a personal choice, and that does not adhere to a secure password. 

[bookmark: _Toc39577852]1.0.1.3 	Google Home
The google home assistant provides the same functionality as the Amazon Alexa [6]. There are still security issues in this device due to privacy concerns. The user has to manually turn microphones off to prevent unwanted recordings, various internal settings have to be configured to secure the Google Home Device [7]. One benefit of Google Home is that you can access all the personal data kept by the device about the user.

[bookmark: _Toc39577853]1.0.1.4 	IOT Security Challenges
The main challenges with the Internet Of Things:
1. Manufacturer Testing
Manufacturer updates tend to be few and far between and the question remains of how long will the purchased device be valid for updates before manufacturing of said product stops [8].
2. Password Security
The general consumer will not be able to understand the need for complex passwords in technology [9]. Brute force attacks can break most passwords and IOT devices are no different. Very few consumers change the default password and consider password management.
3. Malware and Ransomware
Malware and Ransomware infections on IOT devices are prevalent due to the amount of IOT devices in the world today, 20 billion approximately, as referred to in point one updates are lacking for defence [10].
4. Privacy
Multiple privacy concerns are attached to the IOT technology, two major manufacturers, mentioned in 1.0.1.1 and 1.0.1.3, record all speech when the devices appear to be inactive.
[bookmark: _Toc39577854]2.0 Smart Home Implementation
[bookmark: _Toc39577855]2.0.1 Smart Home Infrastructure
The smart home infrastructure needs to combine cabled and wireless technologies that encompass multiple layers of security and encryption.
[image: ]
[11]Design and implementation of Smart Home Packet Tracer Diagram

[bookmark: _Toc39577856]2.0.2 Home Gateway
[image: ]
[12]Home Gateway Wireless Settings.
The home gateway is a simple wireless router assigned with the first layer of security. The coverage is set to short range, 100 metres, to limit access for unwanted access from outside the smart home. The encryption is set to WPA2-PSK, with a 17 character long numerical/alphabetical password mix. Research shows that WPA2 on its own can be accessed with modern hacking methods [13], but application of a strong password aids in deflecting brute force attacks. 

[bookmark: _Toc39577857]2.0.3 Router
The Cisco router provides the second layer of security, is ethernet cabled for the registration server, home pc, door and RFID swipe. Any other device is connected by the home server into the router.
[image: ]
[14] Router security setup
[image: ]

[15] SSH Security Setup

[bookmark: _Toc39577858]2.0.4 IOT Registration Server
IOT Registration Server provides the functionality to collate all details and data from all IOT devices connected via the home gateway or router. The registration front end is accessible by a webpage that has a username password encryption.
[image: ]
[16]IOT Users Details

Users are created at the login page of the  Registration Server http://1.1.1.1. The registration server has encryption prevent other than smart home users access.
[image: ]
[17] IOT Registration Server Access
Upon accessing the registration server home page all home IOT devices are displayed. Green light shows activated devices, red light defines devices in off state.
[image: ]
[18] IOT Device List

Accessing each device highlights the device state and functionality. In figure ten the CO2 detector alarm is red for active/alert and the level shows the current output from the IOT device.
[image: ]
[19] IOT Device Details

Conditions are applied by the conditions link, figure eleven shows how the interaction between IOT devices can be managed from the registration server. If the CO2 detector alarm is set to true the CO2 siren is set to true.
[image: ]
[20] Registration C02 Alarm Condition












[bookmark: _Toc39577859]3.0 Smart Home IOT Devices
[bookmark: _Toc39577860]3.0.1 Light Activation By Motion Detection

[image: ]IOT0 and IOT1 lights are activated by Motion Sensor IOT2 receiving data from a moving object. The MCU-PT Lounge Arduino board provides functionality(see Appendix 1.1.1) in activating lights upon motion data. Motion Sensor IOT2 returns motion data in the form of a digitalwrite function within the code, e.g. “HIGH” equalling to the number 1. The Arduino reads this data from the Motion Sensor digitalwrite(0), zero relating to the digital connection point on the Arduino board. The function digitalRead(0), on the Arduino, returns whether the motion data is HIGH (motion detected) or LOW(no motion detected). 



[21] IOT Light Activation By Motion Sensor Off
[image: ]The Arduino writes back to three devices digitally connected to its pins:
1. LEDIOT3 – D2
2. LIGHT10T0 – D1
3. LIGHTIOT1 – D3

The scalability of this particular setup means that the amount of lights that can be activated by the motion sensor are only limited by the amount of digital ports on the Arduino board. None of the devices are setup for wireless connection except for the Arduino, which is connected to the registration server via router encryption.





[21] IOT Light Activation By Motion Sensor On

[image: ]
[22]Lounge Arduino DHCP Activated, Return IP Address on LAN 1.0.0.101


[bookmark: _Toc39577861]3.0.2 Smoke Detection By Smoke Sensor

IOT12 siren is activated by Smoke Sensor IOT11 receiving data from Old Car IOT21. The MCU-PT Smoke_Detector Arduino board provides functionality(see Appendix 1.1.3) in activating lights [image: ]upon Old Car data. Smoke Sensor IOT12 returns data in the form of a analogwrite function within the code, e.g. “1” equalling to on. The Arduino reads this data from the Smoke Sensor customwrite(0), zero relating to the digital connection point on the Arduino board. The function customRead(0), on the Arduino, returns whether the motion data is 1 (Smoke detected) or 0(no smoke detected)
[image: ]The scalability of this particular setup is the same as the Lights setup. Digital/Analog input/output limitation. None of the devices are setup for wireless connection except for the Arduino, which is connected to the registration server via router encryption.



[bookmark: _Toc39577862]3.0.3 Carbon Monoxide Detector
[image: ]See figure 10 and 11 for a more detailed example of how the IOT device interacts with the registration server. The reason for not attaching these IOT to an Arduino was because additional database entries can be made from registration server to a local database. Recording how often the carbon monoxide detector activates into a database can prevent future health and safety issue by analysing the data early and find the source of the carbon monoxide.
[23] CO2 Detector Off
[image: ]
[24] CO2 Detector On

[bookmark: _Toc39577863]3.0.4 Door Access

[image: ]Door access is controlled by the registration server directly. In figure 17 the rfid card has not been set up with an ID so cannot be read by the  rfid reader. A successful reading enables access via the door. The use of an Arduino is not required as this is a cabled scenario. The reason for the cable over wireless provides less chance of a hacker accessing the system with a laptop alone. 





[25]Door Access diagram locked


[image: ]the rfid card has been allocated the identification number 1001, see appendix 1.1.3. The rfid reader recognises the number via the conditions set on the registration server and provides access to the door, see appendix 1.1.4.








[26] Door Access diagram unlocked
[bookmark: _Toc39577864]3.0.5 Humidifier
[image: ]The Humidifier works directly with the Arduino, which registers the humidity sensors output from the humidity sensor and reacts by activating humidifier. The additional humidity monitor is not attached and just for user reference.



[27]Humidifier Deactivated
[image: ]The scalability of this setup mean you can have up to as many sensors and humidifiers attached as there are Arduino digital input output slots. The Arduino is connected back to the registration server that can also act as a database server to record this humidity data.





[28]Humidifier Activated
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1 from gpio import
2 from vime import *

3
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s pindode (0, TH)
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7 pindode (2, OUT)
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15+ else:
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20 sleep(l)
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2 main()
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2
3+ fanction setup() {
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