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The following paper is concerned with completing the Assignment Worksheets of Assignment 1 for Network Operating Systems and Security module. It contains detailed answers to the Observational Tasks of the assignment, supported by graphical presentation of some main concepts in NOS. 
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[bookmark: _Toc38922606]WS 1: Building the NOS infrastructure using Active Directory (AD)
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A hypervisor is a software whose main purpose is to host and manage virtual machines on a workstation. It allows multiple guest OS to run on one physical host or server. There are 2 types of hypervisors.
Type 1 hypervisor is the one installed straight on the workstation hardware. It is located between the hardware and the operating system. Where type-two hypervisor is deployed on top of an already existing operating system and is referred to as a hosted approach hypervisor (Singh, 2018). Some of the advantages of type 2 hypervisors are:
· Allows I/O and memory management
· Does not need specific hardware components
· Allows the installation of an OS on top of another OS, providing more flexibility and ease of running multiple systems at a time.
For the purposes of this assignment a type 2 hypervisor is used, in particular – Oracle’s VirtualBox. It carries all the advantages of a type 2 hypervisor. It is an open source and easy to update application. It supports a wide range of operating systems and has a simple user-friendly interface. On the other hand, VirtualBox shows a small weakness in the utilisation of CPU and memory, leading to the occasional low performance issues (TrustRadius, 2020).
[bookmark: _Toc38922608]Task B
[image: ]
[bookmark: _Ref38797510]Figure 1. Active Directory Structure (Source: Author)
The above diagram explains the structure of the Active Directory Domain Services (AD DS) and some basic terms, like forest, domain tree, child and parent domains (Figure 1).
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A Domain Controller can be referred to as an authentication server. It is a software module that provides specific functionalities to a server, such as handling and responding to authentication requests. For Windows Server 2008 it is a built-in functionality which can be activated. The Domain Controller is the tool that routs network resources, group policies and permissions to user accounts.
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If the Domain Controller (DC) fails, the system is left completely unprotected in terms of authentication. To prevent a major risk like this, a good practice is to create at least one replication of the Domain Controller which would be used in case the primary DC fails. This is used for increasing the fault tolerance of the network.
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As a part of a modern network operating system, some requirements are implemented regarding password complexity. This includes number of characters, what kind of symbols should it include or not. These requirements are enforced when a password is initially created or being modified. In Windows Server 2008 some minimum password complexity requirements are determined, such as:
· The password should not contain the account username in it.
· It should contain uppercase and lowercase letters, nonalphanumeric symbols.
· It should contain digits from the range: 0 to 9. etc (Microsoft, 2017).
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AD is a system that makes managing user and computer accounts easy and creating Groups is one way to do this. Groups are containers that unite user accounts, computer accounts or even other Groups with the same permissions, privileges and access to network resources. The main advantage is the ease of managing numerous accounts by assigning and configuring security policies to a whole group, instead of dealing with each account individually. 
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Permissions in a Windows network environment are separated in two key types. 
1. Share Permissions – they apply for folders shared over a network. They are not enforced on users that log on locally. Share permissions can be applied to folders in FAT and FAT32 file systems, and the access for its content - objects and subfolders is managed by NTFS Permissions.
2. NTFS Permissions – they apply to users who are logged on locally or remotely to the network. They manage access to data in NTFS file systems and are enforced at the Windows logon.
When trying to restrict unauthorised access it is a good practice to use both types of permissions together. If an overlap occurs, the more restrictive permission takes effect (Ng, 2020).
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NTFS (New Technology File System) is the most recent system introduced by Windows, for storing and retrieving files. Compared to the earlier file system (FAT), NTFS supports larger disks and file sizes and is much more secure (Ng, 2020).
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As mentioned above, the main advantage of using Groups in AD DS is the capability to manage security permissions and access levels by organizing large numbers of accounts in groups and nested groups, thus saving time and resources in the process.
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Very similar to Groups, Organizational Units (OU) can be used to manage objects in the AD efficiently. If Groups are used to delegate permissions, OUs are used to delegate different security and system configuration and levels of access to the system’s resources. This is done by linking Group Policy Objects (GPO) to a specific OU. GPO is a set of configurations to a user or a computer which allows or restricts access to given functionalities.
Another fundamental role of an OU is delegating administrative authorities to a user or group of users, without the need to give them full administrator access level (Zoho Corporation Pvt. Ltd, 2020). 
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Using DHCP service in a network infrastructure is a way of an automated assignment of IP configuration to a client upon a request from that client. This reduces the risks of manual configuration errors and duplications of IP addresses. The time needed for network administration is also significantly reduced and simplified (Oracle, 2012).
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 The distribution of IP configuration from a DHCP server to a DHCP client can be represented as a 4-stage process, known as a DHCP transaction (Computer Networking Notes and Study Guides, 2020). The following diagram illustrates this process in detail.
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Figure 2. DHCP Process (Source: Author)
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Some of the disadvantages of a DHCP service are:
· If there is only one DHCP server configured for the network there is a risk of failure in the whole network if the server crashes. Without the DHCP server the clients are not able to access the network.
· DHCP service is not routable.
· Security risks, because of inability to authenticate clients.
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Depending on the configuration of the DNS server, when a DNS client makes a enquiry to the server (in the shape of a domain name) and it does not find the correct corresponding IP address in its local database and cache memory, there are two main ways for processing this query – recursive and iterative. 
If the query is recursive, the DNS server forwards the request to another available DNS server on behalf of the client until a response is recovered. When this happens it directly provides the result to the client. 
When the query is iterative, the DNS server will return a referral to the client containing information about other available DNS servers and the process of retrieving the right IP address from them would be a responsibility of the client (Pillai, 2013).
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When a DNS server cannot resolve a query by using its local cache, it forwards the request to other DNS servers - forwarders. If it does not find the correct answer there, then the query is being forwarded to other authoritative DNS servers for the root DNS names on the internet. The information about these servers is stored in the root hints.
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1. The exact FQDN (Full Qualified Domain Name) is Server1.subcontA.nwtraders.msft.
2. The following diagram illustrates how a FQDN is broken down by the DNS:
[image: ]
Figure 3. Break down of the FQDN (Source: author)
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DNS zones are administrative outlined areas of the DNS namespace which allow for more controlled management of DNS components. It is a way to delegate administrative control. A DNS zone begins to expand from a single domain and can contain multiple subdomains in itself. Also, one DNS server can hold multiple DNS zones (Cloudflare, Inc., 2020).
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