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Ransomware is a form of malware that uses encryption techniques to lock the user out of their files. It then demands a ransom be paid via an untraceable cryptocurrency for the files to be released (decrypted).
General good internet practices such as avoiding files and links from spam emails and using Anti-Virus software are the first steps in avoiding infection and preventing attacks in the first place. However if an attack does occur, you should use your data backups to replace the files (after making sure the malware is removed) but you should never pay the ransom as the attackers are unlikely to give you the decryption key and software and you are left with encrypted files and a dented bank account.
[bookmark: _Toc24668095]Introduction
Ransomware is a type of malware (malicious software) that encrypts a victim’s files. The software then demands a ransom to allow the user to access their files again [1]. There is often no way to undo the encryption personally as the attackers use military grade encryption software.
The only files remaining are likely to be instructions from the attacker on how to supposedly retrieve their information.
This obviously causes some major concerns for all users of computers but especially companies where it could cost them thousands, if not millions, of pounds of damage/loss.
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[bookmark: _Toc24668097]Malware, viruses and trojans
Malware is short for malicious software and it is a “blanket term for viruses, worms, trojans and other harmful computer programs hackers use to [be destructive] and gain access to sensitive information” [2].
What is the difference between a worm, a virus and a trojan?

· A worm is a piece of malicious software that is self-replicating and can spread between computers.
· A virus is a piece of code that inserts itself into another program’s code and forces that program to be malicious and spread itself.
· A trojan is a program that can’t reproduce itself but pretends to be something it isn’t to trick the user into allowing it to run and cause damage. [2]

Malware could be installed onto a computer by hackers manually as well. For example, they could have the software on a USB stick and plug it in and run it, or they could access the computer through the network and complete remote operations.
However, a more common occurrence is the malware is installed through spam and phishing emails as they can trick you into opening attached files.
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Ransomware is a form of malware that can lock users out of their system and/or files and demands a payment be made to the attackers to release your information and regain control. [3] The first versions were developed in the late 1980s where payment was demanded by post whereas nowadays the money is ordered through Cryptocurrencies.
As it is a form of malware, the most common way of getting ransomware is again through spam emails as they can disguise files to look like safe file types such as a PDF of a Word document however once downloaded, they can begin their attacks.
Another method is through ‘Malvertising’ where an advert has been clicked by a user which takes them to a page where invisible elements can do their attacks in the background, without the user’s knowledge, this is “often referred to as a drive-by-download” [3]
Once a piece of Ransomware has taken hold of the computer, it will usually encrypt the user’s files. This renders them inaccessible to the user and the only way to decrypt said files is to use the key that encrypted them, however, this cannot just be found or calculated as it is only known by the attacker. The software then demands an untraceable Bitcoin payment for the files to be unlocked.
The attacker could claim to be part of the law enforcement and give reasoning for the lockout such as pornography or piracy to make the user more likely to believe it’s real and less likely to report it to authorities. Also, the threat of leaking sensitive and private information from the disks is possible to try and make the user pay the ransom. [2]
[bookmark: _Toc24668099]The CryptoWall Trojan
CryptoWall is an example of a ransomware program that was introduced in April 2014. It was then updated in October 2014 to CryptoWall 2.0.
The program scans your computer for data files and encrypts them using RSA encryption so you can no longer open them. After it has finished encrypting all the files, Notepad will appear with instructions on using the CryptoWall Decryption Service and how to access it. This is where the ransom is shown and is around $500 USD and must be paid with Bitcoin.
Usually infection occurs by opening executable files disguised as PDFs from an email. It then begins to scan your drives for data files to encrypt. It will even scan external drives and network drives. It creates a list of file paths in a Registry Key and creates the documents on what’s happened to the data, how to decrypt it and how to pay the ransom. Shadow Volume Copies are then also deleted as they could be used to restore some data.
There have been 5 versions of CryptoWall, V4.0 introduced the encryption of even the file names so even if you have a backup of your data, you can’t easily compare what has been encrypted with your backups. [4] Due to the level of encryption used, if your files are affected, unless you have a backup or are lucky with the shadow volumes, there is no way to decrypt it without the attacker’s private key and decryption software. This is because a brute force attack where you try to guess the key would take more time than feasible as there are over 2256 (just for RSA 256-bit) possibilities and the computing power required just does not exist to break this. For example, it would take the fastest supercomputer on Earth millions of years to crack it. If it was a 2048-bit RSA key then that number becomes 6.4 Quadrillion years. [5]
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There are a few ways to help reduce the risk of being infected and losing data by CryptoWall, Ransomware and malware in general.
· Keep your computer patched. This means letting your computer complete security updates so the malware can’t use known vulnerabilities in software and the Operating System.
· A firewall could block the malware using inbound connections to your computer.
· Don’t click on links or download files from emails that look suspicious for any reason. By downloading a file from the emails, you are letting the malware in for free.
· Anti-virus programs are a good way to prevent these attacks as they can be updated against new threats regularly and can scan your computer for the malicious files. If they are found, they can quarantine the files to stop them from running and infecting the computer.
· Keeping a backup of your files is the only sure way to retrieve files after a ransomware attack. Keep a backup on another hard drive as well as cloud storage and maybe even a removable drive like a USB stick or an external hard drive.
Don’t pay the ransom, there is no guarantee the attackers will decrypt your files as 81% of the time they will just take the money and do nothing for you. [4]

[bookmark: _Toc24668101]Conclusions
Malware can be incredibly dangerous to data files of both individual users and to whole companies. The files that are lost can be worth millions of pounds, so it is important to be vigilant online and use as many safe practices as possible to reduce the risk of being infected to begin with. The most popular method of infection being through links and files sent in spam emails. Once infected it is very difficult, usually impossible, to get the files back due to the incredible number of possible keys available and the insane amount of time required to crack the encryption by brute force.
Therefore, Anti-virus software should be used, in conjunction with at least 2 backup systems as covered previously to increase your chances of data retrieval and the avoidance of the loss of time and money.
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