Worksheet: Virtual Network Creation
In this worksheet, you will be creating a VM using the Azure CLI but we will explicitly create the network resources required. In addition, we will ping from one VM to the other to demonstrate that they are on the same virtual network.
IMPORTANT: Where you see angle brackets < >, this represents a value that you must provide yourself. For example, <YOUR_RESOURCE_GP> requires you to enter an appropriate resource group name of your choice. Unless otherwise stated, these are the names that should be given to a resource or the name of an existing resource that you have already created.
Values not in brackets represent names of resources that you have already created or you should already know, so use the corresponding name for that resource. For example, YOUR_RESOURCE_GP means that you have already created a resource group and you should provide the name of this resource group here.
1. Only do this once……
If this if the first time you are using Azure, then setup your subscription details as the default so that you do not need to enter them whenever you wish to execute a command.
az account list -o table
az account set --subscription YOUR_SUBSCRIPTION_ID

Once you have set the default subscription, there is no need to repeat this process ever again!!
2. Resource Group
Before creating any resources, you must create a resource that can contain those resources. For student Azure accounts your location is “uksouth”. Choose an appropriate resource group name.
# create resource group
az group create --name <YOUR_RESOURCE_GP> --location YOUR_LOCATION

You can list resource groups:
# List all the resource groups 
az group list -o table 
az group list -o table --query "[?location=='ukwest'].name"

3. Identify the minimum size VM you can use and a suitable Ubuntu image
You only need the smallest VM since we are just playing around with creating VMs in this exercise, this will probably be “Standard_B1ls”. Also look for an Ubuntu image that you can use, starts with “Ubuntu” such as “Ubuntu2204”. Remember these names because we will use them later for UBUNTU_IMAGE  and VM_SIZE.
# List available VM sizes at given location
az vm list-sizes --location YOUR_LOCATION --output table|more  

# List the available images at the given location
az vm image list --query "[].{Alias:urnAlias,Version:version}" --output table

4. Create the Virtual Network
All VMs must be connected to virtual network and a subnet within that network. We can explicitly create this network and then associate a VM with it. Interestingly, if you create a VM before any VMs are created, then this also becomes the default virtual network used by and VM that is not explicitly provided with a virtual network.
# Create the vNet and subnet, since this is the first vNet create it becomes the default
az network vnet create --name <YOUR_VNET> --resource-group YOUR_RESOURCE_GP  --subnet-name <YOUR_SUBNET> --address-prefix 10.1.0.0/16  --subnet-prefix 10.1.1.0/24

# Display the virtual networks in our resource group
az network vnet list --resource-group YOUR_RESOURCE_GP --output table

I have provided some IP addresses for you in the range 10.1.x.x.
5. Create a Public IP Address
To allow our VM to be seen over the Internet, we must create a public IP address that it can use. Interesting, this is a separate entity and we are charged a nominal fee for creating one. We will make it “Static” so that it does not change which make sense otherwise we would have to look it up each time we wanted use it.
Hint: <YOUR_PUBLIC_IP> is the name of this public IP resource not an IP address, the actual IP address is automatically provided for us by Azure.
# Create a public IP address. This actually separate Azure resource and incurs a small cost
az network public-ip create --resource-group YOUR_RESOURCE_GP --name <YOUR_PUBLIC_IP> --allocation-method Static 


6. Create a Network Interface
To connect a VM to a virtual network we must create a network interface (NIC). This exists externally to the VM, so if we delete the VM the NIC will still exist.
# Create the NIC 
az network nic create --location <YOUR_LOCATION> --resource-group YOUR_RESOURCE_GP --name <YOUR_NIC> --vnet-name YOUR_VNET --subnet YOUR_SUBNET --public-ip-address YOUR_PUBLIC_IP 


7. Create a VM
Create the VM specifying the smallest size, Ubuntu image and explicitly provide the network interface (NIC) which we connected to our virtual network.
# Create the VM with default size 
az vm create --resource-group YOUR_RESOURCE_GP --name <YOUR_VM> --nics YOUR_NIC --size VM_SIZE --image UBUNTU_IMAGE --admin-username azureuser --generate-ssh-keys

# Show VM details. Check out NIC, vNet, subnet and public IP
az vm show --resource-group YOUR_RESOURCE_GP --name YOUR_VM --show-details

8. Create two more VMs
Create two more VMs on the same virtual network and subnet.
# Create a second VM using the default vNet/subnet we created
# The NIC is automatically created.
az vm create --resource-group YOUR_RESOURCE_GP --name YOUR_SECOND_VM --image UBUNTU_IMAGE --admin-username azureuser --generate-ssh-keys

# Create a third VM but be very specific about the vNet and subnet it should be attached to.
# The NIC is automatically created.
9. az vm create --resource-group YOUR_RESOURCE_GP --name <YOUR_THIRD_VM> --vnet-name YOUR_VNET --subnet YOUR_SUBNET --image UBUNTU_IMAGE --admin-username azureuser --generate-ssh-keys

We can also see the NICs and MAC addresses
# List the current NICs, MAC and private IP addresses
az network nic list --resource-group YOUR_RESOURCE_GP --query "[].{Name:name, MAC:macAddress, IP:ipConfigurations[0].privateIpAddress}" --output table


9 Connect to the first VM
SSH into the first VM.
# Get the public IP of a VM and SSH into it
az vm show --resource-group YOUR_RESOURCE_GP --name YOUR_VM --show-details --query publicIps

# SSH into one of the VMs public IP address and ping the others by name and private IP address
ssh azureuser@<PUBLIC_IP>
ssh: connect to host 51.104.49.255 port 22: Connection timed out

Notice this does not work, it times out.
We need to add a Network Resource Group rule to allow the VM to receive SSH connections.
10. Add an NSG and try again
To connect to the first VM we need to allow the user to SSH into the VM using the TCP protocol on port 22 from any computer. Since we are connect to the VM, the rule is an incoming (direction) rule. We use ‘*’ to indicate that we will match any incoming address or port.
We need to create a Network Security Group (NSG) and a NSG rule. This group can be added to an individual NIC or to a subnet if we want this traffic to be allowed to reach all VMs on the same subnet. For this demonstration we just added to the first VM.
# Create a NSG
az network nsg create --resource-group YOUR_RESOURCE_GP --name <YOUR_SSH_NSG>

# Create a rule that enables SSH traffic to flow to the VM
az network nsg rule create --resource-group YOUR_RESOURCE_GP --nsg-name YOUR_SSH_NSG --name <YOUR_NSG_RULE>  --direction Inbound --protocol tcp --priority 100 --destination-address-prefixes '*' --destination-port-ranges 22 --source-address-prefixes '*' --source-port-ranges '*' --access Allow

# Add the NSG to the NIC so that VM can now receive this traffic
az network nic update --resource-group YOUR_RESOURCE_GP --name YOUR_NIC --network-security-group YOUR_SSH_NSG

SSH into the VM again:
# Get the public IP of a VM and SSH into it
az vm show --resource-group YOUR_RESOURCE_GP --name YOUR_VM --show-details --query publicIps

# SSH into one of the VMs public IP address and ping the others by name and private IP address
ssh azureuser@<PUBLIC_IP>
… > ifconfig  # display the private IP address
… > ping YOUR_SECOND_VM
… > ping 123.38.4.5 # private IP of myVM2
… > exit

Observation: we can ping the second VM using just its name. Why can we do this, what must be happening on our virtual network for this to work?
11. SSH using one of the other VMs
Pick one of the other VMs you created.
# Get the public IP of one of the other VMs and SSH into it
az vm show --resource-group YOUR_RESOURCE_GP --name YOUR_SECOND_VM --show-details --query publicIps

# SSH into one of the VMs public IP address and ping the others by name and private IP address
ssh azureuser@<PUBLIC_IP>

Interestingly it works. Why?? We did not create a NSG for these VMs so why are we able to connect to them?
Clearly an NSG with a default rule for SSH traffic is automatically created and associated with NICs that are also automatically created for these VMs.
12. FINISH: Delete Everything
The easy way to stop and delete everything we have created is to just delete the resource group that contains all these resources.
# Clean up
az group delete --name YOUR_RESOURCE_GP --yes

