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[bookmark: _Toc227765942]Introduction 
The rapid digitization of the financial service industry has significantly changed the way banks face risks. Digital-only banks, such as Fin Sure Bank (FSB), now operate in a world of constant cyber threats, strict regulations, and huge amounts of new technology (e.g., mobile banking and third parties). The current security posture of FSB is decentralized, disarray of governance, and an incomplete compliance structure meaning that FSB is taking on a lot of risk in their ability to support customers, shareholders, and the continuity of business. This paper serves two purposes, to review high-level security frameworks and models, including ITIL v4, ISO/IEC 27000, NIST Cybersecurity Framework 2.0, and COBIT 2019 and how these contribute to the overall security posture of a business; secondly, to develop an Integrated Security Governance Framework (ISGF) that uses these models and can be implemented at FSB. The paper also critiques the necessity of evolving regulations and standards in the context of modern financial cybersecurity.
[bookmark: _Toc227765943]1. An Analysis of Typical Security Frameworks and Models
Security frameworks provide an organisation with a structured and repeatable method for managing risk, protecting assets, and maintaining operations when disrupted. The four most applicable frameworks to FSB’s circumstances will be addressed in this section: ISO 27000, ITIL, NIST CSF, and COBIT 2019, outlining the intended purposes of each framework and comparing the different frameworks.
1.1 [bookmark: _Toc227765944]ISO/IEC 27000 Series
The ISO/IEC 27000 family especially ISO/IEC 27001:2022 establishes requirements related to the creation, application, maintenance and continuous improvement of an Information Security Management System (ISMS) [3]. It is based on asset-driven, risk-driven framework that is designed around Plan-Do-Check-Act (PDCA) cycle. There are 93 controls in ISO 27001 organized around four themes, namely: Organisational (policies, roles, responsibilities), People (awareness, training, background checks), Physical (physical access controls, environmental protection), and Technological (logical access, cryptography, network security) [3].In the case of FSB, ISO 27001 certification would offer an established governance base, less regulatory pressure and guarantee third-party partners and clients their security is mature. Its compartment with GDPR, specifically the ISO 27701 (Private Information Management), is quite useful to the transnational operations of FSB. 

[bookmark: _GoBack][image: ]
[bookmark: _Toc227765945]1.2Information Technology Infrastructure Library (ITIL)
ITIL (Version 5) is the current iteration of the ITIL framework, with Foundation certification released in 12th February 2026. It broadens scope beyond traditional IT service management to cover digital product management, AI adoption, and sustainable service delivery, with advanced modules following in March 2026. The combined model includes all products & services as one combined framework. All ITIL teams are able to communicate using the same terminology, and all teams will have the same processes for managing their work as they pertain to products &/or services. These two areas within an IT organization will be aligned based upon their mutual support with respect to product strategy, delivery, & operation. The topics of AI, Automation, and their related impact on the IT organization are fundamental components of the ITIL 5 initiative, rather than just alternative methods/ideas. It guides responsible use through risk management and governance while using automation to improve speed and decision quality in service operations. Automation enhances the speed and quality decisions in service activities and upholds ethical and responsible values. Product Lifecycle: ITIL 5 addresses the lifecycle of digital products, beginning with inception up to retirement. This full-lifecycle perspective bears the cost of organisational silos being eliminated and teams producing software intended to be reliable and business-aligned in the long term instead of getting something shipped. Experience-Centred Design: The framework puts how services are actually experienced by users at the centre of delivery decisions. Clear role definitions, accountability, and continuous improvement are the mechanisms with the practical result that customer satisfaction tends to improve when organisations apply this approach properly. In the domain of service management, ITIL 5 integrates sustainability objectives by linking people, processes, and technology in a way that supports responsible growth. For companies facing both regulatory and reputational pressures to show that they are responsible in their operations, this message will be of increasing importance.
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1.3 [bookmark: _Toc227765946]NIST Cybersecurity Framework (CSF)
[bookmark: _Toc225176510][bookmark: _Toc225178415][bookmark: _Toc225176511][bookmark: _Toc225178416][bookmark: _Toc225176512][bookmark: _Toc225178417]The United States' National Institute of Standards and Technology created the NIST Cybersecurity Framework which has since grown to be one of the most widely used cybersecurity frameworks in the world. In 2024, the National Institute of Standards and Technology released Version 2.0 of the Cybersecurity Framework; there is now an additional sixth function listed at the centre of the Cybersecurity Framework, Governor. As a framework, the Cybersecurity Framework remains voluntary and sector-agnostic; however, it focuses on using risk management as a basis instead of following prescribed rules. Its six core functions.[image: ] 
Identify: This function builds the baseline picture of what an organisation has and what it is exposed to. It covers asset management, business context, governance, risk assessment, and supply chain risk the groundwork needed before effective protection can be designed Protect These functions are related to preventive measures such as access controls, staff training, protecting data, maintaining systems and implementing protective technologies that will decrease the impact of a cyber event. Detect These functions encompass the ongoing monitoring of systems, anomaly detection and real-time alerting; to allow for detection of threats before they cause harm (as opposed to detecting them after the fact). Respond: These functions encompass everything that will occur following confirmation of a threat; response planning, communicating with affected parties, analysing the incident, containing the event, and making improvements during the time period between detection and response. Recover:  These functions encompass restoring services post cyber event, including; recovery planning, improving processes, and providing communications necessary to keep all parties informed during the restoration of the services.



[bookmark: _Toc227765947]1.4 COBIT 2019 
The ISACA's new COBIT framework for 2019 has been developed to provide a governance and management framework for IT that assists organisations in maximising their IT investment's value, managing risk and using resources wisely. The new version of COBIT builds upon the previous version (COBIT 5) by providing an improved maturity model for governance processes and by delivering guidance for organisations that function in a faster-moving, more connected environment.
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	ISO/IEC 27001
2022 + 2024
	Information Security Management 
	ISMS, Risk Assessment, Controls (Annex A)
	Primary certification framework for FSB's data governance

	ISO/IEC 27002
2022
	Security Controls Practice
	114 controls across 14 domains
	Guides implementation of specific security measures.

	NIST CSF
2.0 (Feb 2024)
	Cybersecurity Risk Management
	Identify, Protect, Detect, Respond, Recover
	Risk-based cybersecurity governance structure for FSB.

	ITIL v4
No ITIL v5 exists
	IT Service Management
	Service Value Chain, 34 Management Practices
	Align FSB’s IT services with security and business goals.

	COBIT 2019
(Current)
	IT Governance & Audit
	40 Governance/Management Objectives, 6 Design Factors
	Enterprise IT governance and compliance auditing (SOX, internal audit).

	PCI DSS
v4.0.1 
	Payment Card Security
	12 requirements across 6 goals
	Mandatory for FSB's card processing operations.

	GDPR
EU2016/679 (2018)
	Data Privacy & Protection
	Lawfulness, Rights, DPO, Breach Notification
	Critical for FSB's multi-country EU/EEA data handling.



[bookmark: _Toc227765948] 1.5 Framework Comparison and Selection Rationale
[bookmark: _Toc227765949]2. Designed Security Governance and Compliance Framework for FSB
The Integrated Security Governance Framework of the FSB (FSB-ISGF) utilizes four frameworks simultaneously rather than using each one individually. The basis for the Information Security Management System (ISMS) is based on ISO/IEC 27001, ITIL 4 focuses on managing services and managing operational security, NIST CSF provides a structure for the life-cycle of managing threats and COBIT 2019 serves as the basis for the governance of IT at the board-level. The goal is not to add redundancy within the various frameworks and create additional layers of bureaucracy but to combine the most applicable aspects from each of these four frameworks to form a single coherent model that is consistent with FSB’s cloud-first operating environment.
	PILLAR 1 Governance & Strategy
	PILLAR 2 Risk Management
	PILLAR 3 Compliance & Legal
	PILLAR 4 Protection & Controls
	PILLAR 5 Resilience & Recovery

	1. Board oversight
1. CISO & Security Committee
1. Security strategy
1. Policy framework
1. COBIT governance
	1. ISO 27005 risk assessment
1. Risk register
1. Risk matrix
1. Third-party risk
1. BYOD risk
	1. GDPR compliance
1. PCI DSS
1. ISO 27001 ISMS
1. Multi-jurisdiction
1. Audit programme
	1. Zero Trust model
1. MFA & IAM
1. Encryption
1. SIEM & SOC
1. DLP & IDS/IPS
	1. Business Continuity
1. Disaster Recovery
1. Incident Response
1. Multi-cloud
1. SLA management


[bookmark: _Toc227765950]2.1 Governance and Strategic Planning for Security
FSB must establish a formal Security Governance Structure (SGS) that assigns clear roles, responsibilities, and accountability at every organisational level. Inspired by COBIT 2019 and ISO 27001, a three-tier governance model. 
	Governance Level
	Body / Role
	Responsibilities
	Reporting Cadence

	Strategic
	Board of Directors
	Security risk appetite, policy approval, oversight
	Quarterly

	Executive
	C-Suite (CEO, CFO, CTO, CISO)
	Strategic security direction, resource allocation
	Monthly

	Governance
	Information Security Steering Committee
	Policy governance, programme oversight, risk review
	Monthly

	Management
	CISO & Security Management Team
	Day-to-day security operations, incident management
	Weekly

	Operational
	SOC, IT, Compliance, Legal Teams
	Monitoring, controls, compliance tasks, reporting
	Daily / As needed




[bookmark: _Toc227765951]2.2 Compliance: Laws and Ethics 
FSB operates in a great variety of jurisdictions, and thus it has varying legal requirements in which they must comply. The biggest is the GDPR as it provides numerous requirements: the presence of a Data Protection Officer, the legality of processing a personal dataset, and reporting a breach to the regulators within 72 hours. Also, the PCI-DSS applies to FSB credit card processing just like other obligations depending on the countries where FSB operates as stipulated by the local government financial regulators. The bottom is legal compliance, rather than the top. FSB should also develop a true security culture that deals with insider investigation in a professional manner, is honest with the customers regarding their data usage, and implements AI-based fraud detection with adequate controls to prevent discriminatory fantasy.
[bookmark: _Toc227765952]2.3 Security Policies
The FSB-ISGF uses approved, version-controlled policies which are clearly communicated to staff. Key policies include acceptable use (for BYOD security), remote access using VPN and MFA, data classification (public to restricted), and incident response procedures for reporting and handling incidents.

	Policy Tier
	Document Type
	Owner
	Examples

	Tier 1 — Strategic
	Master IS Security Policy
	Board / CISO
	Acceptable Use Policy; Information Classification Policy; Data Retention Policy

	Tier 2 — Tactical
	Domain Policies
	CISO / Department Heads
	Access Control Policy; Incident Response Policy; Remote Working Policy; BYOD Policy

	Tier 3 — Operational
	Procedures & Standards
	IT Security Team
	Password Standard; Patch Management Procedure; Backup Procedure; Firewall Ruleset



[bookmark: _Toc227765953]2.4 Risk Management
Risk management at FSB should be integrated into the ISMS cycle and aligned with ISO 31000:2018. The NIST Risk Management Framework provides six structured steps that give this process practical shape (NIST, 2018).
[bookmark: _Toc227765954]2.4.1 Categorize System The first step involves identifying and classifying the system. This includes determining the assets, their sensitivity and potential business impact. Classification is given based on the effect of each asset on confidentiality, availability, and integrity.
[bookmark: _Toc227765955]2.4.2 Select Controls The selection of security controls depends on the classification of the system and the system’s needs and environment. Although baselines from NIST SP 800-37 are used, they should be tailored and not applied.
[bookmark: _Toc227765956] 2.4.3 Implement Controls Implementation involves making the selected controls operational in a well-defined plan that describes how the controls will be deployed, monitored, and maintained. Such controls have to be incorporated into the system architecture and day-to-day operations from the outset, not as an afterthought.
[bookmark: _Toc227765957]2.4.4 Assess Controls Once implemented, controls must be tested through a defined Security Assessment Plan (SAP), including scope, objectives and methods. This ensures that evaluations verify that controls work, and not just that they exist.
[bookmark: _Toc227765958]2.4.5 Authorize System After the assessment, the results are reviewed by an authorising official who decides whether the system is acceptable to operate. This is not a rubber-stamp exercise controls that do not adequately address the identified risks should be reworked before authorisation is granted.
[bookmark: _Toc227765959]2.5 Security Management Models and Practices: -
	Framework
	Primary Contribution
	Application Area

	ISO/IEC 27001:2022
	         ISMS structure, Annex A controls
	Policy and audit baseline

	NIST CSF v2.0 (2024)
	 Govern, Identify, Protect, Detect, Respond, Recover
	Operational security lifecycle

	COBIT 2019
	 IT governance and value delivery
	Alignment with business goals

	ITIL 4
	Service management, SLA management
	IT service continuity

	CIS Controls v8
	Prioritised technical safeguards
	Actionable technical baseline



[bookmark: _Toc227765960]2.6 Contingency Planning 
Contingency planning keeps critical operations running when things go wrong. Whitman and Mattord (2021) describe three interrelated strategies that build organisational resilience three interrelated strategies are necessary. In order to continue fulfilling its objectives despite variation in its operating conditions, an organization must be resilient to all forms of risk. These variations can occur suddenly (such as a disaster) or gradually (such as economic or purpose-related changes). Rather than only placing an emphasis on identifying and mitigating risks, weaknesses and threats, Organizations can work towards building a robust resilient infrastructure that will mitigate the effects of any disruption to critical mission functions on the organization.
[bookmark: _Toc227765961]2.6.1 Business Continuity Plan (BCP)   
1. Continuity of vital financial services, such as online transactions and access to     accounts.
2. Provide the customers with access to their accounts even in the case of disruption.
3.Tabletop exercises and simulated scenarios, as well as at least yearly full live failover testing, should be used to verify the effectiveness of BCP.
4. Communication plans should be prepared before a disruption and then communicated to the staff, customers, regulators, and the media should include plans prepared in advance, not necessarily drawn up during the disruption.[image: Incident Response Phases - Preparation - Halkyn Security Blog]

[bookmark: _Toc227765962] 2.6.2 Disaster Recovery Plan (DRP)
The DRP outlines the detailed technical procedures of restoring the IT systems in case of a disruptive event. The design is measured by two metrics, Recovery Time Objective (RTO) is the maximum amount of time it should take to reinstate a service and Recovery Point Objective (RPO) is the maximum amount of data a service should lose in units of time. The 3-2-1 rule (copying data three times and use two media types with one copy in an offsite location or cloud storage) is the rule that should back up the strategy. DR tests are to be a full run at least once a year and more often partial testing.
[bookmark: _Toc227765963]2.6.3 Incident Response Plan (IRP) 
The IRP provides the reaction of FSB to the security breaches and cyberattacks that can affect its information systems. It helps security personnel to have a proper way of locating, halting and recuperating hostile actions, malware infection, unapproved access, denial of service assaults or prohibited modification of system and data. The plan must be clear enough to fit in a tight spot and be reviewed following each significant event.
[bookmark: _Toc227765964]2.7 Service Level Agreement
SLAs establish the agreed performance and availability standards for IT services, covering both internal delivery and third-party contracts. For FSB, SLAs serve a dual purpose: they create accountability and they ensure third-party providers are held to standards that match FSB’s own RTO/RPO requirements. All significant SLAs should be monitored under ITIL 4 service management practices.
	SLA Metric
	Target / Threshold
	Monitoring Method
	Consequence of Breach

	System Availability (Uptime)
	99.9% per month
	Automated monitoring / NOC dashboard
	Service credits; escalation to executive

	Mean Time to Respond (MTTR) — Critical Incident
	< 1 hour
	Incident ticketing system
	Financial penalty; contract review

	Recovery Time Objective (RTO)
	< 4 hours for Tier 1 systems
	DRP testing; failover logs
	Notification to board; remediation plan

	Recovery Point Objective (RPO)
	< 1hour data loss
	Backup verification logs
	Immediate DRP review

	Vulnerability Patching (Critical CVEs)
	Within 24 hours of disclosure
	Vulnerability scanner reports
	Escalation; mandatory emergency patching

	Security Awareness Training Completion
	100% of employees per annum
	LMS completion reports
	Disciplinary action; management escalation

	Third-Party Data Breach Notification
	Within 24 hours of discovery
	Contractual obligation; audit rights
	Contract termination; legal action



2.8 [bookmark: _Toc227765965]Protection Mechanisms
The following controls are the recommended protection layer of FSB based on CIS Controls v8 and NIST SP 800-53 Rev 5. Multi-Factor Authentication (MFA): Must be used on all privileged accounts and those open to the outside world. According to the study by Microsoft (2023), MFA has prevented more than 99 percent of attacks based on credentials. Security Information and Event Management (SIEM): Co-ordinated collection, correlation and real time notification of logs. Offers a live threat detector and the forensic trail essential in investigating the incident. 





[bookmark: _Toc227765966]3. Critique, Analysis, and Discussion of the Benefits of Continually Having New or Updated Rules and Regulation
[bookmark: _Toc227765967]1 The Evolving Threat Landscape 
The rate of threat change is likely the best case to maintain regulations up-to-date. WannaCry in 2017, SolarWinds in 2020, and Log4Shell in 2021 each of these gaps that were not covered by an existing framework, since the methods through which they were performed were not known when the framework was created. Criminal ransomware cartels and state-sponsored actions can and will keep creating new TTPs. The MITRE ATT&CK framework which documents observed adversary behaviour is updated by adding entries every release.
[bookmark: _Toc227765968]2.Legal, Ethical and Privacy Obligations 
Expectations around privacy and data rights have shifted fast, and regulation must stay ahead of the curve. The General Data Protection Regulation filled the voids of the older Data Protection Directive with stronger protections such as data protection by design, the right to erasure and heavy fines. Beyond legal compliance, ethical concerns around surveillance, algorithmic bias, and manipulation point to risks that laws alone cannot fully address. The increasing responsibilities on organisations, especially in critical sectors, to keep pace with the growing cyber threats and the need for a more proactive and security-minded approach are emerging frameworks such as the NIS2 Directive.
[bookmark: _Toc227765969]3.Technological Change and Digital Transformation
Technology changes faster than regulation. ISO/IEC 27001’s 2022 revision added 11 new controls specifically covering cloud services, threat intelligence, and ICT supply chain readiness areas that simply did not exist in any meaningful form when the standard was last updated in 2005. Without that revision, organisations running cloud-first operations would be applying controls designed for on premises perimeter architectures that no longer match how they actually work. AI is the current frontier of this problem. 
[bookmark: _Toc227765970]4.Regulatory critique and Analysis: key Factors 
	Factor
	Driver for Change
	Gap in Old Regulation
	Modern Regulatory Response
	Example Regulation / Standard

	Threat Landscape
	Ransomware, AI-driven attacks evolve rapidly.
	Static rules quickly become obsolete.
	Dynamic threat modelling, adaptive controls
	NIST CSF 2.0 (2024), NCSC Cyber Essentials+

	Technology Change
	Cloud, IoT, APIs introduce new surfaces.
	Legacy frameworks ignore modern architecture.
	Principle-based, tech-agnostic standards
	ISO 27001:2022 cloud controls, CIS Controls v8

	Data Privacy
	Biometrics, AI profiling, cross-border flows
	Older laws predate big data / AI era
	GDPR-style extraterritorial, data-centric law
	GDPR, UK DPA 2018, AI Act (EU, 2024)

	Geopolitical Factors
	Cyberwarfare, state-sponsored APTs
	Regulations may not address nation-state risk
	Critical infrastructure protection mandates
	NIS2 Directive (EU, 2024), US EO 14028

	Third-Party Risk
	Supply chain attacks (SolarWinds, Log4j)
	Compliance rarely extended to vendors
	Mandatory vendor security assessments
	ISO 27036, DORA (EU Financial sector, 2025)

	AI & Automation
	Automated attacks, deep fakes, LLM misuse
	AI-specific governance gaps
	AI risk classifications, mandatory audits
	EU AI Act, NIST AI RMF 1.0



[bookmark: _Toc227765971]5.The Risk of Regulatory Stagnation
Regulatory updates do create work, and compliance fatigue is a real problem for organisations already stretched by existing obligations. But the alternative is worse. Stagnant regulation leaves three kinds of exposure: genuine security gaps where current threats are not covered, legal liability when a breach happens that updated rules would have prevented, and erosion of public trust. The 2013 Target breach and BA’s 2018 GDPR fine both involved failures that should have been caught by better governance. The solution is not to slow regulation down it is to build better regulatory intelligence into governance processes, so that horizon scanning becomes routine rather than reactive.
[bookmark: _Toc227765972]6.Good Practice Continuous Improvement and the PDCA Cycle
The PDCA cycle built into ISO/IEC 27001 reflects a straightforward reality: security is a process, not a destination. That same logic applies to the regulatory ecosystem that governs it. NIST CSF 2.0’s addition of the Govern function in 2024 is a good example it addressed a governance gap that practitioners had been flagging through real-world use of the earlier version. Modern GRC platforms and SIEM tools make continuous compliance adaptation practical in a way it simply was not a decade ago. Iterative, evidence-based standards development is what keeps the regulatory framework both credible and relevant.
[bookmark: _Toc227765973]Conclusion 
 Static frameworks cannot keep up. What sometimes gets lost in compliance discussions is that this evolution reflects genuine progress s a move from reactive incident response toward something more structured and anticipatory. For FSB, the practical implication is clear. Building governance structures that monitor regulatory change, integrate horizon scanning, and invest in continuous staff education is what actually produces resilience. The frameworks discussed throughout this report ISO 27001, NIST CSF, ITIL, COBIT share one design principle: they are built to be updated, and organisations that engage with them seriously tend to treat compliance as a process rather than a state they can achieve and move on from.
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