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[bookmark: _Toc534829089]Abstract 
With technology growing it is becoming more of a priority and necessity to be able to access your data anywhere in the world. Looking forward and implementing a new network system for the Hyper-fort company to help there company grow and expand by creating a BYOD (bring your own device) network and policy to make this a reality instead of a possibility to ensure workers can use their own devices in the office, on the move or from the convenience of their home without compromising the quality of work. With Hyper-fort having clients from over the world this has also made it a convenient and cost efficient way for Hyper-fort to conduct business. Making this a reality over a possibility wouldn’t have been capable without the use of Cisco packet tracer 7.2







1. [bookmark: _Toc534829090]Introduction
During this assignment we will be looking into BYOD (bring your own device) and will be looking into what it takes to run a successful BYOD network this will include screenshots and a more in depth look of the hyper fort network system in action and explain what steps were taking when creating the network.  It will also go more in-depth regarding security measures to ensure the network is safe and ready if a cyber-attack takes place.

2. [bookmark: _Toc534829091]Related work 
What is BYOD? 
BYOD stands for bring your own device this is becoming a very popular option for companies to let staff to bring in their own devices instead of using a company computer this could include laptop, tablet, phone, USB stick or portable hard drive [1]  [2]. with the rise of the smartphone and the amount you can do with them now plus smaller and lighter and has a longer battery life than a laptop it is becoming a more day to day practice to do your work that once would only be completed using a computer with all the convince from being able to do it from where ever you are.
[bookmark: _Toc534829092]Advantages of a BYOD device [3] [4]
· Cost if all your staff are bringing their own devices then there is no need for the employer to have to worry about buying computers and laptops for staff and won’t have to worry about the cost of software licences thus saving the company a lot of money.
· Preferred devices / familiarity with the employee choosing the device they wish to work with this could include different platforms, types of devices they are going to be happier and confident when using the device which will boost productivity also they will be familiar with the device and this will save coast on training.
· Attracts more staff this is similar to familiarity but the employee is  more likely to feel more inclined to work for a company that they are free to use their preferred device instead stuck at a desk using a computer they are not use to using. 
· Up to date devices in today’s world technology is changing constantly employees devices are more likely to be up to date quicker than a company can implement making it beneficial for the employee and the employer the employee with have the latest software and won’t be held back and the employer will benefit from saving a lot of money and not worrying about software issues. 
· Out of work hours when the employee is using their own devices you are more able to get hold of them when sending emails or there are able to talk to the client if a problem or challenge arises and will be more willing to complete deadlines if they can do it from anywhere.






[bookmark: _Toc534829093]Disadvantages of BYOD [5] [6] [7]

· Lost or stolen if the employee loses or has there device stolen then there is a high chance that there data could get into the wrong hands and exploding your company work or plans for the future and could be a massive breach into your security leaving you valuable for hackers and if the device is lost or stolen you won’t know who has the data being very difficult to trace.
· Security with increasing risk with mobile malware now which can easily disguise itself in application and downloads you will need to make sure all devices are adequately equipped with up to date antivirus protection which could restrict what the user is able to do.
· Data loss it is very easy to make a mistake and lose all of your data with your employee using their own devices this could be harder to restore back all the data they lost might have to implement a data loss prevention and this will cost the company money.
· Employees leave if the employee leaves then you will need to wipe and collect all the data from the employee’s device before they leave. The risk is if the employee holds a grudge and left on bad terms did they make a backup of the data or mad it visible for other devices to see this could become a very big problem depending on the nature and the sensitivity of the data.
· IT Support this could become very time consuming and expensive with multiple platforms and devices. Devices might have different software or the software isn’t compatible with the platform the employee runs there device on it might become very difficult to make it available for or your employees or might limit the software they use.
· Loss of privacy when business and personal devices are all in one it could run the risk of crossing the line between work info and personal info.

[bookmark: _Toc534829094]Rise of BYOD 
· According to recent research [8] the BYOD Market is expected to worth a value of around 366.95 billion dollars by as early as 2022 this is a staggering amount higher than the 30 billion dollars it was valued at in 2014.
· In a survey taking by Tech Pro Research [9] where 206 participants from the tech industry were asked if BYOD was used or where hoping to implement BYOD into their company within 12 months. 
· 59 percent of companies had introduced a BYOD policy and allowed staff to use their own devices 
· While a further 13 percent where hoping to implement the use of personal devices.
· 28 percent they had no plan to allow their staff to bring their own devices for work purposes 
With the stats shown in the survey it is defiantly a popular choice for companies to let staff bring in their own devices 

· In the [10] 2016 cisco annual report shows that 69 percent of it decision makers were in favour and seen it as an excellent addition to any workplace policy. It also stated that employees were saving around 81 minutes per week by using their own devices.  
· Also in the Cisco annual report it was stated that employers were saving around 360 dollars per year per employee.
· It was showed over 53 percent of all workers polled in a [11]CITO research feel they are more productive when using their own devices.

With all this showed it is becoming a more lucrative and more popular option used by companies.
For these reasons it is why Hyper-fort have decided to implement this into their company.




3. [bookmark: _Toc534829095]Policy

Hyper-fort limited allows the use of your own devices to be used on our network to conduct your work.
Hyper-fort link refuse access or refuse the use of the employees own device if breach of the policy [1].
· The company allows the use of personal devices this includes laptops, blackberries, android tablets, iPad, I phones and android mobile phones.
· While in work hours Hyper-fort allow access to social media sites this is limited to Facebook, Snapchat and Instagram.
· Employees are allowed to access email, calendars, contacts and documents when connected to the Hyper-fort network.
· While in the Hyper-fort facility photo or video recording is allowed for the purpose of promoting the company and expanding its social media.
· Devices may not be used at any time to: 
· Be used for other work outside of Hyper-fort
· Hold or store inappropriate or sexual material.
· Harass or intimidate another employee 
· Store or be used to promote another company.
 	Breaking any of these rules will be a disciplinary procedure and depending on the level might	lead to termination.
· Before you can use your device you must go to it for them to:
· Install and make sure all devices have the correct antivirus software running.
· Correct backup stagey in place in case device is lost or stolen
· All devices must be have passwords securing the device from unwanted entry. All passwords must be at least eight characters long this will include numbers letters and at least one capital letter.
· Finger print can be used as a password but will still need to create a password
· All employees will have a VPN installed on their devices which will be used for work purposes.
· All devices will lock if not used for fifteen minutes and will need password or finger print to access the device.
· All passwords will need to be changed every 60 days and cannot use the same one twice until you have reached twenty new passwords.
· Hyper-fort will reimburse any costs to faulty or broken devices a receipt must be shown to receive the reimbursement.
· Hyper-fort will not replace any device which is lost or stolen.
· Hyper-fort will pay for your data plan on your device and will set the limit of 4g data you receive any usage over the amount the employee will need to pay themselves.
· If device is lost or stolen you must report this to the IT department immediately failure to do this will leave you liable if the data is used in misconduct and you must report the phone lost or stolen immediately to the service provider.
· If your device get any viruses or malware, Trojans, worms etc. you must report this to IT support immediately and wait for further instruction before proceeding in using that device.
· Any devices which are for personal use and not for work are prohibited from connecting to the network
· You will need to hand your device into IT support every three months for them to run checks to make sure no malware running on the device.
· If you have any hardware problems with the device you must bring the device to IT support and they will diagnose the problem and well put the correct motions in plan to get that resolved.
· Hyper-fort hold the right to terminate or restrict you from the device at any time without reason of explanation.



4. [bookmark: _Toc534829096]Problem formulation
[bookmark: _Toc534829097]Mobile device management 

[bookmark: _Toc534829098]What is device management?
While BYOD is becoming more and more popular and with employees using their own devices and employees working from home or doing the brunt of the work on the move it is an essential to have a mobile management device solution in place to [12].
While BYOD is growing the business and have the capability to keep the business running and completing deadlines from anywhere in the world there is still problems that will arise with your employees running multiple operating systems e.g. Mac IOS, Android and Windows you will have to have something in place to support and monitor all these different operating systems.
This is where mobile management systems come into the place. Mobile management system is run by the IT department to ensure all devices that are used on your network is secure when being used anywhere for work. With a mobile management device the company will be able to monitor the devices jailbroken or if the device has any malware which could compromise the safety and security of the company. It also allows the monitoring of apps and software that run on the device to make sure it follows the company’s strict BYOD policy.
When purchasing a mobile management device not all device management company will be the right fit for your company when Hyper-fort looked into mobile management device there many good mobile management to choose from with this in case it came down two different choices. 
AirWatch MDM 
Was first choice with the ability to detect malware threats or a jailbroken device and automatically remediate with a remote lock was something we would want to implement within the Hyper-fort network it also had automatic upgrades and scalable system [13].
Pricing at $3.78 per device or $6.52 per user per month.
IBM’s MaaS360 
Was our second choice with the ability to run apple, Android, Windows  operating systems  and the ability to enrol a device over the air (OTA) without our employees needing to come into the Hyper-fort or install any hardware [14]. 
Pricing at $6.25 per device or $12.50 per user per month.
Hyper-fort decided to choose the IBM’s MaaS360 as its mobile management device although AirWatch MDM was a close choice but it wasn’t a concern about the price with the size of the business and the nature of our policy running multiple operating systems and a lot of our employees working in different countries it makes it easier to enrol and setup there devices to run our software easier making it easier to manage and implement into the Hyper-fort network.



5. [bookmark: _Toc534829099]Implementation 
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Figure 1 Shows the Hyper-fort network
 there will be more screenshots in the appendix.
In the image above it shows the Hyper-fort network it breaks down into six main parts. 
· Server room
· Inbound staff 
· Home workers 
· Client 
· Guests 

The Hyper-fort network was created using Cisco packet tracer 7.2
When accessing the servers and routers passwords are cisco and class.
Wi-Fi passwords are:
· Guest 1212121212
· Home workers 9876543210
· Staff 0123456789

Many security procedures were implemented to make sure the Hyper-fort was a secure network.
The main security with the Hyper-fort building was the server room it is equipped with a key card entry door to deny access to any one without the level of permission to enter the building a trip sensor was also implemented into the security just in case the key card went down or somebody had stolen a card and tried to access the server room it would alarm that someone had breached the server room. Though not running now due to lack of knowledge it is hoped to be running correctly in the future.
It was also implemented that firewalls would be connected to all wireless router and access points thou with many tries the firewalls were not set up correctly it is defiantly important to have them in place firewalls play a hugely significant role in the security of your network stopping unauthorised access to your network through the internet there are a few different firewalls.
· Packet filtering this is used to control network access of your outgoing and incoming packets this is what would be used in the Hyper-fort network to ensure web and email packets are secure and decline in any unwanted packets [15]. 
· Circuit level gateway when a TCP (transmission control protocol) or UDP (user datagram protocol) connection is established the packets can move freely and won’t keep being checked [16].
· Proxy server / firewall the firewall is very effective but could limit which applications your network can use [17]. The firewall hides the true network address of the computer which is connected through it.it is deployed to provide safety in your security by controlling the information going through the network in and out. It filters request sent from a client to secure and free from any malicious viruses and unwanted users 
· [18]Web application firewall helps protect web applications by monitoring and filtering HTTP traffic between the internet and a web application.
Next security procedure implemented into the Hyper-fort network was to secure all the servers [19].          A banner was implemented to all of the servers to ensure security stating that no unauthorised access to the network is allowed and would result in prosecution and it was a crime to try and get access to. 
To access the server in exec mode an encrypted password was setup to stop any security preach the encrypted password is better it doesn’t show any of the password and if a hacker got into the Hyper-fort security and tried to steal any passwords they would need to decrypt the password first.
The same procedures were taking to access the privileged exec mode too it was implemented that both passwords were encrypted to ensure that it would take a hacker longer to decrypt the servers and if an attack was taking place it would ensure more time to stop any attack in its tracks. 

[bookmark: _Toc534829100]WIFI AND ACCESS POINT
When deciding on the setup of access points and WIFI it was secured by the use of WEP (wired equivalent privacy) and would need a key to access the network each section of the Hyper-fort network has its own unique key to ensure that visitors would not be able to access the same servers as the staff and the clients. At a later date and with some more knowledge in the field it would be an option that the pass keys would change and that each guest would have to log on using a different password and that password would change each time they tried to connect to the network to ensure a higher level of security and stop a user leaving and being able to access the network at a later date.
It would also be an advantage to implement the same concept with staff having separate passwords or keys keeping it safer and less likely to have a breach of security with everyone having the same password it could easily be a slip and someone lets an outsider know about the password.
[bookmark: _Toc534829101]Setting the SSID (Service Set Identifier)
The SSID is used for identifying the network connection this is mainly used to connect your device to the WIFI it shows what the network is called when connecting your device you will get a list of all the available networks in your area and how strong the signal of the network is [20].
[bookmark: _Toc534829102]VPN (Virtual Private Network)
What is a VPN?  VPN is a secure private network in which it encrypts all the data being sent throughout the network it is also used for remote employees to access the network while there away from the office or working from home or working abroad making it available to access your work anywhere [21].
It is important to implement this into the Hyper-fort network thou currently it does not have one (after many attempts it was not setup correctly) it will be implemented in the future to keep the safety for the employees who work from home this will stop hackers and people fishing while using a less secure network when our staff are on the move or a traveling using for an example coffee shops, restaurants and shopping malls etc. [22].
It is also important for Hyper-fort clients with many of our clients around the world might want us to send the progress or wish to see the final product but are unable to attend our office so we would want to secure that no one else is able to access the data over the network without compromising the security of each company while keeping it available at all times.
[bookmark: _Toc534829103]The Cloud 
There is a large increase of people bring in their own devices to work and there is a large increase of people working from home or remotely. This means that it is essential for Hyper-fort to have the cloud to meet the demands of the remote workers. With the increase on demand Hyper-fort need to take this into account when designing networks. The designed network is therefore designed with a backup cloud as well as a main cloud. This will ensure that the demand will always be meet no matter the circumstances. 
















[bookmark: _Toc534829104]Flowchart

[image: ]Figure 2 flow chart to show login for Hyper-fort network
[bookmark: _Toc534829105]
6.Results/ findings 

When creating the Hyper-fort network it was found that in the design of the Hyper-fort network there was a flaw in the original plan on first approach of the design only one cloud was implemented. This was a massive flaw in the Hyper-fort network and could have caused the business a lot of problems. If the cloud server had crashed and there was no backup the problems from that such as corrupted data and down time for employees where they couldn’t work. Could cause massive problems for the company. This came to attention and it was decided to run a backup up cloud to make sure productivity and work flow was not compromised allowing the business to not have to shut down and lose money from this small flaw.



[bookmark: _Toc534829106]7.Conclusion and recommendation  
With everything that has been implemented to Hyper-fort it is ready to move forward and embrace the BYOD network to thrive and move forward making business easier to conduct with clients from anywhere in the world with the freedom of the employees being to complete work from anywhere in the world. Whilst keeping the same level of security and safety from cyberattacks and malware.
Looking into the future it is recommended to keep looking forward with the way technology is moving forward and the pace it is progressing the need to stay up to date is a must. Especially in security as cybercrime is the main issue hackers are coming up with new and better ways every day to infiltrate and disturb business and pray on the vulnerability of the network security if you don’t stay up to date it just a matter of time until you become a victim to the hackers and this could leave a very big damaging mark on the Hyper-fort company.
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