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[bookmark: _Toc2036208389]Intro
Artificial intelligence (AI) has been implemented as a vital part of today’s cybersecurity and a fundamental technology across multiple sectors and professions, as most modern IT organizations infrastructure becomes more complex through the growth of remote working and interconnected systems, the threats towards these systems are rapidly growing however we can use AI and machine learning to help enhance existing security as well as help increase the speed of detection and contain most cyber threats in today’s world,
Every minute counts when attackers are actively moving through your network, AI scans systems and networks constantly, spotting suspicious activity, like odd logins or unusual file access, in seconds! This is far faster than manual processes that might take hours to process logs. Once a threat is confirmed, AI acts instantly. To limit the damage, affected devices are isolated and harmful traffic is blocked. This immediate response shrinks "dwell time", the period between initial compromise and containment, from weeks or days down to minutes. [1]
However, by increasing the adoption of AI and machine learning systems it significantly increases the challenges involved in keeping AI systems in-line with governance procedures in cybersecurity such as, data privacy, ethics, bias, accountability and compliance, organization therefore must adhere to established and effective governance frameworks to help ensure that AI systems and their data/models are secure, transparent and appropriately managed throughout the use of AI within the organization.
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[bookmark: _Toc943957899]What can happen when Organizations use AI
What Is Data Poisoning? | IBM [2] 
Data poisoning is a type of cyberattack where threat actors manipulate or corrupt the training data used to develop artificial intelligence (AI) and machine learning (ML) models. [2]
Neural networks, large language models (LLMs) and deep learning models rely heavily on the quality and integrity of training data, which ultimately determines a model’s functions. This training data can come from various sources, such as the internet, government databases, and third-party data providers. By injecting incorrect or biased data points (poisoned data) into these training datasets, malicious actors can subtly or drastically alter a model’s behavior. [2]
For example, data manipulation through poisoning can lead to data misclassification, which reduces the efficiency and accuracy of AI and ML systems. What’s more, these attacks can introduce serious cybersecurity risks, especially in industries such as healthcare and autonomous vehicles.[2]

[bookmark: _Toc1367105494]Analysis:
To show the importance of AI governance and data governance, organization must ensure the integrity and reliability of the data for their AI training, if the data is corrupted, the AI models that are trained on that data may produce inaccurate data and harmful outputs to the organization or the public, therefore organizations must implement content controls such as data validation, monitoring and access restrictions to reduce the chances of data tampering.

[bookmark: _Toc1711977147]Privacy Risks: [3]
What kinds of risks do we face, as our data is being bought, sold and used by AI systems?
Sources:
Privacy in an AI Era: How Do We Protect Our Personal Information? | Stanford HAI :
First, AI systems pose many of the same privacy risks we’ve been facing during the past decades of internet commercialization and mostly unrestrained data collection. The difference is the scale; AI systems are so data reliant and transparent that we have even less control over what information about us is collected, what it is used for, and how can remove such personal information. Today, it is basically impossible for people to use online products or services to escape systematic digital surveillance across most facets of life, and AI may make matters even worse. [3]
Second, there's the risk of others using our data and AI tools for criminal purposes. For example, generative AI tools trained with data scraped from the internet may memorize private personal information about users on the internet, this data helps enable spear-phishing the deliberate targeting of people for purposes of identity theft or fraud. People are already using AI voices to impersonate people on the phone and then scam them of their money. [3]
[bookmark: _Toc574739864]Analysis:
This proves why organizations must require effective data governance when implementing AI system, they need to understand what data they are collecting and how it is stored, as well as how it is used and processed, this is incredibly important as AI systems that were trained with large datasets using personal information without the appropriate controls, can lead to privacy violations, data breaches and regulatory repercussions.

[bookmark: _Toc983659382]The risk of AI management systems, ethics and bias
[bookmark: _Toc1923184149]1. Lack of AI Transparency and Explainability 
A Major risk that can be associated towards AI and Machine learning systems is the complexity of technologies, due to this it is difficult to find out how and why and AI has reached a particular outcome, when organizations cannot understand how these systems reach their conclusions it makes it considerably harder to detect errors as well as the ability to assess if the system is creating biased or unsafe outcomes, this helps highlight the importance of transparency and explainability within AI governance as organizations need to be able to understand how their AI systems work so they can monitor and evaluate each decision of the AI, without transparency and explainability oversight, it may become more difficult to find who is at fault when the AI has produced an outcome that is incorrect or harmful 
Effective AI risk management requires organizations to identify and continuously evaluate and monitor the potential risks that can be associated with the use of AI and machine learning systems.
[bookmark: _Toc1249093041]Sources:
18 Dangers of Artificial Intelligence (AI) | Built In :
AI and deep learning models can be difficult to understand, even for those who work directly with technology. This leads to a lack of transparency for how and why AI comes to its conclusions, creating a lack of explanation for what data AI algorithms use, or why they may make biased or unsafe decisions. These concerns have given rise to the use of explainable AI, but there’s still a long way before transparent AI systems become common practice. [4] To make matters worse, AI companies continue to remain tight-lipped about their products. Former employees of OpenAI and Google DeepMind have accused both companies of concealing the potential dangers of their AI tools. This secrecy leaves the public unaware of possible threats and makes it difficult for lawmakers to take proactive measures ensuring AI is developed responsibly. [4]
[bookmark: _Toc1220099221]Analysis:
Ethical concerns are also closely connected to AI risk management, particularly when AI systems are used to make decisions that affect individuals. AI systems can produce biased outcomes when they are trained using incomplete, inaccurate, or historically biased datasets. If these issues are not identified and addressed, AI systems may reinforce existing inequalities or produce harmful results. Organizations should therefore implement governance controls such as regular bias assessments, diverse and representative training data, human oversight, and continuous monitoring of AI outputs. Transparency and explainability are also important because organizations need to understand how AI systems reach their conclusions to identify potential bias and unsafe outcomes.
The lack of transparency within AI development can also create challenges for regulators. If organizations do not provide sufficient information about how their AI systems operate, it can become more difficult for external stakeholders to assess potential risks and ensure that AI is being developed and deployed responsibly. This demonstrates that effective AI risk management cannot rely solely on technical controls. Organizations must combine technical measures with ethical principles, transparency, explainability, human oversight, and clear accountability. By doing so, organizations can better anticipate potential AI risks, identify harmful or biased outcomes, and take appropriate action when AI systems do not operate as intended.

[bookmark: _Toc364062539]AI Data, Model Governance and Regulatory Compliance
Data Governance Frameworks for AI Compliance | 2026 - Dataversity : [5]
Most organizations still approach AI compliance as a legal review, an IT security issue, or an AI-model risk management exercise. Due to many factors, that framing is no longer sufficient. AI compliance is, at its core, a data problem. AI systems do not operate in isolation. They ingest, transform, and generate data in massive amounts. If that data is poorly governed, downstream controls cannot support regulatory scrutiny of incorrect results.[5]
As it says in the article linked above, when it comes to AI compliance the best place to start would be the data, as an AI cannot be made without data for it to train from.

[bookmark: _Toc1431391995]Why is AI data governance important?
AI and machine learning systems use a large amount of data to train the AI, the data used by these systems should therefore be assessed for quality and properly filtered before being presented to the AI models, if the data is not held to a standard then the data can be incomplete, incorrect or biased, which can then lead to a risk that these issues will be reflected into the AI, that can potentially then lead to incorrect, unfair or biased outcomes 
When using machine learning systems, organizations must be held to an agreement where all data being used must be documented, this will include information about the source and ownership of the dataset associated with metadata, who approved the use of the dataset and how the data has been filtered and processed or modified, maintaining this documentation will help improve the organizations accountability and traceability, especially when and AI outcome is challenge, it allows the organization to track the data that contributed to a particular outcome and the teams that approved the use of it

[bookmark: _Toc1600630024]AI models:
What is an AI model?
What is AI Model ? - GeeksforGeeks [6]
AI programs primarily recognize patterns and provide results based on having previously reviewed examples of the patterns that deal with the topic (voice recognition, machine vision, etc.). AI models use neural network architectures to learn and produce results. AI models are complex mathematical and computational techniques to process vast amounts of data and extract meaningful insights. The term AI model encompasses a wide range of techniques and approaches used in artificial intelligence that include machine learning, deep learning, and neural networks. These models are trained on diverse dataset to learn from examples and derive patterns that enable them to perform specific tasks. [6]
AI model governance is an important section that ties in with the data governance, when managing AI systems effective governance should not stop at data collection or when an AI model has been trained, organizations must ensure that all models tested and verified before deployment minimizing the risk for potential bias outcomes.
Once an AI model is deployed, the organization must keep monitoring the performance of the AI model to help identify problems that were missed in development such as unexpected behavior or harmful outputs, this is important as the AI model can begin to change over time creating a less reliable system, regular monitoring can help keep this from happening as the organization can take measures into fixing the problem.
Furthermore, accountability and human oversight is a component that cannot be missed, organization should establish clear responsibilities that can help manage AI systems, if an AI is used to support decisions that could significantly affect individuals or has produces incorrect or harmful results Organizations should be able to identify the team responsible for managing the AI model and investigate the incident.
These points demonstrate how the lifecycle of AI models must be maintained in accordance with AI governance procedures.

[bookmark: _Toc2066583815]AI compliance and Regulation:
AI governance must also align with legal and regulatory requirements that specify how organizations collect and use data as well as developing AI models and machine learning systems, these frameworks and regulation that are conformed to AI Governance help provide a structured approach that can help manage the risks with AI, while also allowing for accountability and the protection of private personal data. The (EU AI Act) introduces a risk-based framework that imposes stricter obligations on high-risk AI systems, requiring organizations to identify, assess, and mitigate risks throughout the AI lifecycle (European Commission, 2024). [7]
When gathering data for AI systems, the Data protection laws are critical when it comes to using personal data, organization must ensure that private personal data is collected and processed in compliance with regulations such as the (UK GDPR) with appropriate measures to protect the data and prevent it from being misused as well as preventing breaches and unauthorized access to the datasets [8]
Using different standards in conjunction can help create a well balance and secure AI Governance, the ISO/IEC 42001 standard will help provide guidance for creating and maintaining AI management systems, while the NIST AI Risk management framework establishes a support network that can help in identifying and managing the risk that are involved in using AI and machine learning systems, furthermore compliance alone does not guarantee that collected data and AI systems are reliable and securely protected, Effective AI governance requires continuous monitoring over each system, human oversight, and integration of data and model governance practices to manage evolving risks.

[bookmark: _Toc1040035360]Conclusion:
The creation of AI added new opportunities to the workplace such as automation and improved cyber security capabilities allowing for increased efficiency in affected areas, however the use of AI and machine learning also comes with it risks that require affective procedures to help reduce these risks, Data poisoning, privacy risks, bias, lack of transparency and unreliable AI models demonstrate the potential consequences of poorly managed AI systems. This is why organizations must adopt an AI governance process that can protect the data used by AI systems and models created from that data.
A successful governance must include a wide range of procedures that help minimize the chances of inaccurate, incorrect or biased data, such as data quality controls, model testing, continuous monitoring, human oversight, transparency and clear accountability, furthermore regulatory requirements and frameworks such as NIST AI Risk management framework and the ISO/IEC 42001 standard can help amplify maintaining and managing the risks.
In the end to help protect the organizations data and models, they must create an environment that can help anticipate security threats against the AI its data and the model it is using while also detecting harmful or unexpected behavior, responding effectively to each incident that occur. This helps the organization implement AI safely with a responsibly secure, compliant environment.

Task 2 - Work-Based Project: Chief Information Security Officer (CISO) Proposal

CISO Proposal and Implementation Plan for Aegis FinTech Innovations Ltd

Executive summary
Aegis Fintech is expanding into the European Union while using and operating a new AI – powered financial platform, in doing so this transition will increase the threat of cyber-attacks, to combat this the organization should also improve the Cybersecurity, data protection and regulation requirements, especially when working in the financial industry when the threat of ransomware attacks are more common than other sectors. This proposal recommends creating and establishing a team dedicated and responsible for managing AI security, data protection, cybersecurity, cloud security, and regulatory compliance.
The findings from task 1 will help identify key AI governance Risks, throughout task 1 it was established that data poisoning, privacy violations, lack of transparency, bias and unreliable AI model outputs are key risks that must be prioritized. The proposed program will be built of the NIST cyber security framework (CSF) 2.0 and shall adopt zero trust principles, this will be achieved by using dedicated security personnel, technical controls, an incident response procedure and a 12-month implementation process roadmap.

1. Organizational Design & Resourcing
The proposed security team should be reporting to the CISO, who provides the leadership and reports any impacting risks to the board, within this team I believe there should be specialized roles that govern security operations, cloud infrastructure, AI security, compliance and third-party risks.
[image: ]
The CISO:
will be the first line of defense in implementing the overall security strategy, and is responsible for Risk management and reporting to senior management
A Cloud Security Architect:
This role will be essential as Aegis FinTech's AI-powered platform will depend on cloud infrastructure; it will be the cloud architects' job to secure the cloud configurations, identity controls and Zero Trust principles.
A DevSecOps Engineer:
Will create and enforce security controls within software development, that will be used to identify vulnerabilities before deployment, it will be this role that will oversee data integrity and the security of the AI model while monitoring for AI specific risks
AI Security Specialist: 
An important role due to the findings on the risks of AI systems, which were identified as data poisoning, privacy, bias, and model governance as significant risks.
A Data Protection Officer (DPO):
Will follow the GDPR compliance to ensure and assist the organization with personal data processing and privacy risks.
Third party’s:
A third-party risk assessment specialist will help select and asses third party cloud providers and supplies

2. Policy Framework Development
2.1 Acceptable Use Policy for AI & Cloud Services
The purpose of this policy is to ensure that established rules are used to govern on how employees can use AI and cloud Services, all employees must use AI platforms that have been approved by management while adhering to confidentiality by not entering confidential customer information, financial data, credentials or other sensitive information into unauthorized public AI tools.
All AI-generated outputs that are used in making business decisions must be reviewed by an employee before use, employees must also ensure that all code that is generated by AI is also subject to review and testing from an employee before being added to mainstream/production systems. Approved cloud services must also undergo extensive security and privacy assessments.
2.2 Hybrid Work and Remote Access Security Policy
This policy will adhere to those who are working as hybrid or remotely, this will establish a set of security requirements for employees accessing the system remotely, all remote access will require multi-factor authentication when access Aegis systems and will adopt a zero-trust network access, all employees must access the system through organization managed devices that are protected with endpoint detection and response, encryption on all devices.
All access to the system will be following the least privileged principle, this will be to ensure that each employee only has access to systems and data that are only required by their role, all remote authentications will be logged and monitored through the use of security information and event manager (SIEM) system.
2.3 Third-Party and Cloud Vendor Risk Management Policy
All Third-party vendors and cloud service providers must be approved by management through a security assessment before any decisions are made, all assessments should consider how well each vender or service provider take data protection, access controls, incident response capabilities into considerations as well as ensure they have the required security certifications.
Major venders and suppliers must be reviewed regularly while their access to Aegis system will follow zero trust and least privileged principles 
3. Regulatory Compliance Strategy
I believe the organizations should use a phased compliance approach to better prepare for the EU expansion.
	Timeline
	Key Activities
	Deliverable

	Months 1–3
	Data mapping, identify personal data, identify ICT risks
	Data inventory and risk assessment

	Months 3–6
	GDPR gap assessment, DPIAs, security controls
	GDPR remediation plan

	Months 6–9
	DORA ICT risk management and incident response testing
	DORA readiness assessment

	Months 9–12
	Third-party reviews, resilience testing and audit
	EU expansion compliance review



The GDPR program will focus on the laws that govern how data is to be used and processed along with technical and organizational measures, while Data Protection Impact Assessments (DPIAs) are conducted where AI processing can create potential privacy risks
Digital Operations Resilience Act (DORA) should be implemented through incident reporting, risk management, resilience testing and third-party assessments
4. Technical Standards & Architecture
I would recommend that the organizations should use the NIST Cybersecurity framework (CSF) 2.0 as the foundation framework for our security.
The framework works off 6 principles
· Govern
· Identify
· Protect
· Detect
· Respond
· Recover
I believe NIST CSF 2.0 is appropriate for Aegis Fintech because of the flexability it has within its approach that can be applied to our cloud infrastructure, AI systems and our third-party venders
For example:
The Identify and Govern principles, support AI risk assessments and data governance.
Protect supports access controls and data protection.
Detect supports monitoring for AI and cybersecurity threats
While Respond and Recover support incident response and ransomware recovery.
[image: ]
[bookmark: _Int_SnEyaNng]I believe that this architecture follows the zero trust principles, due to its continuous verification of user and devices rather than trusting the network location, MFA and ZTNA control access while EDR helps protect endpoints and CSPM identifies cloud misconfigurations within the systems. SIEM provides a centralized monitoring and supports security detection and incident response.
5. Strategic Risk Assessment
	Risk
	Impact
	Likelihood
	Mitigation

	AI Data Poisoning
	Incorrect financial analytics, loss of customer trust, reputational damage
	Medium
	Data validation, dataset provenance, access controls, monitoring

	Cloud Misconfiguration
	Data breach, service disruption, regulatory penalties
	High
	CSPM, secure configuration baselines, least privilege

	Third-Party Compromise
	Supply-chain attack, unauthorized data access, operational disruption
	High
	Vendor assessments, contractual controls, monitoring



AI Data poisoning – In our research we identified that incorrect or manipulated data can cause inaccurate results with our AI systems, which can affect the reliability of our systems, the organization should implement data quality control with strict access and monitoring of datasets. 
Cloud misconfiguration – Cloud environments hold a lot of data and if one environment is misconfigured, they can expose sensitive financial data or personal data, I recommend regular assessments and CSPM to be mandatory.
Third-Party compromise – Our organization will depend on the cloud services and technology providers; a compromised supplier could allow outside threats with access to the Aegis systems and data therefore, I propose that all venders are subject to security assessments and contractual requirements to be mandatory.
6. Incident Response & Business Continuity
Aegis FinTech should implement a ransomware attack response plan based on five stages:
Detect
The SOC will investigate SIEM and EDR alerts to identify ransomware activity. The affected systems and potential attack scope will be determined.
Contain
Compromised devices will be isolated from the network, compromised accounts disabled and malicious network traffic blocked. This aims to prevent lateral movement.
Eradicate
The security team will identify the initial attack vector keeping the device isolated from the network, remove malicious software, patch vulnerabilities, and reset compromised credentials.
Recover
Critical systems will be prioritized for restoration. Systems will be rebuilt where necessary and restored from immutable backups that cannot be modified or deleted by attackers. Backups will be tested regularly to ensure they can support recovery.
Communication
The CISO will notify the CEO and Cyber Security Steering Committee. Legal and the DPO will assess the incident and create a plan on communicating with customers and regulators which will be coordinated through appropriate leadership.

7. Governance & Strategic Roadmap
Cyber Security Steering Committee
The committee should include:
· CEO — Executive sponsor 
· CISO — Chair 
· CFO — Financial risk 
· CTO — Technology 
· DPO / Legal — Privacy and regulatory compliance 
· Head of Engineering — Secure development 
· COO — Business continuity 
· Risk and Compliance Manager 
The committee will meet monthly to review security risks, incidents, compliance progress, project delivery and KPIs.
12-Month Roadmap
	Quarter
	Priority
	Key Deliverables
	KPI

	Q1
	Establish security foundations
	Security team, policies, asset inventory, risk assessment, MFA
	100% critical assets identified

	Q2
	Protect AI and cloud
	AI governance, Zero Trust design, CSPM, vendor assessments
	100% critical vendors assessed

	Q3
	Detect and respond
	SIEM, EDR, SOC, ransomware exercise
	Reduce MTTD and MTTR

	Q4
	Resilience and compliance
	GDPR/DORA assessment, backup testing, security audit
	100% critical backups successfully tested



For the first quarter I would recommend prioritizing establishing a security foundation as identified through task 1 AI governance and data protection are addressed early because Task 1 identified data poisoning, privacy, bias and data integrity as significant risks, we should also prioritize the creation of policies to protect us and any future addition that will be added to our systems.
Q2. Will help us strengthen the security within our AI and cloud systems by assessing which venders why should prioritize or remove
Q3. Will focus on the testing and deployment of our detection and response plan to minimize ransomware attacks 
Q4. This will be the last stage where GDPR/DORA assessments will be carried out on our systems as well as backup testing and logging of security audits.

Conclusion
Aegis Fintech’s expansion into EU using their financial analytics powered by AI, however with the reliance of AI powered systems, a new security program is required to help address both new and emerging risks associated with traditional cybersecurity and AI risks task 1 identified data poisoning, privacy, bias, transparency and AI model governance as key concerns.
This proposal addresses minimizing these risks through using specialized roles, new security governance policies, NIST CSF 2.0, Zero Trust architecture, regulatory compliance, and a resilient incident response plan. 
The proposed roadmap will help provide Aegis with a strong and practical foundation that will protect its systems while expanding into the EU market while remaining compliant with local policies and procedures. 
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