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ABSTRACT

The spread of information systems within companies has a double effect: while on the one hand many of the decision-making and production processes are optimised thanks to the work of personal computers, on the other hand, entrusting the storage and management of data to computers vital parts of a company, puts the company itself at risk of possible attacks by malicious people and malfunctions that could cause a slowdown or stop of the production and decision-making processes managed by the computer system being adopted. Therefore, some aspects of network virtualisation security and penetration methods are addressed in this study; a phenomenon now considered a severe and multifaceted threat to small and medium company.

The main objective of this project is to analyse network vulnerabilities and IT security techniques that should be taken to enhance network security for small and medium company. In particular, some are described, including the Window Server, and the Kali Linux are used to build a penetration testing through a client machine and to determine how Server acknowledge that kind of penetration or hacking. 

The next phase in this project was to investigate the research onion and choose the best plan of action to obtain correct findings. It was determined that positivism was a major approach because it is largely employed to build a hypothesis. Before beginning the implementation process, it was critical to decide whether to utilise a simulation or a real-world implementation; based on the information acquired, the benefits of the simulation outweighed the benefits of the real-world application. After opting to employ a simulation, the following step was to select a simulation programme for the penetration. The one that was chosen out among all the software’s reviewed was Nmap, it is a system for dynamically modifying the firewall rules by sending connection attempts to a predetermined sequence of closed ports. In particular, it is shown how to conFigure  this port knocking service and some examples of bad configuration are given that would make this service inefficient. The thesis also describes some attack techniques, including DoS and DDoS attacks, and some methods to mitigate such attempts to damage the system.

The selection of system architecture was also important in this experiment, as the findings may differ depending on whatever network was used. The designs used were a small network to provide a basic result during the Penetration testing. In the phase of the Penetration testing, they were six phases we followed arrive to the final conclusion which were:

· Planning for penetration testing
· Reconnaissance and information gathering
· Scan and detection
· Attack and gain access
· Maintain access and penetration

Because of flaws with the network architecture, the final simulation results were very useful as I was able to gain access to the client machine remotely and the author was able to determine the weakness of the client machine and implementing the server policy and at the end of the simulation a final thought will be determine.
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CHAPTER 1 – INTRODUCTION
1.1 INTRODUCTION

Cyber security is becoming an increasingly important and urgent problem for businesses: data breaches, ransomware attacks, and other cybersecurity events continue to dominate the news, contributing to increased attention to it and consideration of vertical strategies in this area. One of the ways to check the current state of your network is to carry out penetration tests or to simulate attacks on the network itself. Over the years, some distributions have been created specifically - consisting of tools and software - that allow you to verify the security and protection of the corporate infrastructure. What is put in place is a real control process on the presence of vulnerabilities, flaws or weaknesses that can allow the theft of corporate information and sensitive data [1]. The penetration test, in particular, provides a clear estimate of the defence capabilities and the level of penetration achieved against:
· internal system vulnerabilities.
· vulnerabilities external to the system.
· physical security.
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Figure 1: Penetration rate [2]

To accomplish this project penetration testing will be carry out. The OS (Operating System) Kali Linux being utilised. 
Kali Linux is one of these distributions and is one of the most useful and effective for two fundamental reasons:

· integrates privacy tools to surf the internet anonymously and securely.
· has included programs and tools for testing security and hacking networks and computers remotely [3].

During the phase of the penetration various methods were used simultaneously within the time scale to determine weakness of the Client OS. At the end of the penetration, the outcomes discovered will be discussed and will be some implementation that will be taking in consideration to enhance network security.

1.2 AIM

Today's small and medium-sized businesses rely increasingly on computer network servers. Our goal is to design a sophisticated system capable of maintaining system integrity and detecting any threats to the system's operation.

1.3 OBJECTIVE

· Background research to understand Network Virtualisation security issues.
· Investigating recent threats. 
· Experimental and setup system operative Windows Server and Windows Client
· Deploying Kali Linux for the penetration testing  
· Produce a final conclusion about security issue.


1.4 MOTIVATION

During my recent year, I had extremely skilled instructors that assisted me in improving my knowledge of network security, particularly the ability to comprehend how the world of penetration works, and the ability to put all I had studied over the years of university UWTSD that encouraged me.


1.5 Project Structure 

This study is divided into four sections, the first of which contains background research into network security, as well as a literature review considering additional findings from comparable papers. The following section describes how the experiment will be conducted including the specifics of the network security and vulnerabilities. The third section will go into the design decisions that led to the experiment's execution. The last part will include a full assessment of the experiment's that was carry during the penetration testing and deduct a solution to how small and medium company can enhance their network security.




CHAPTER 1:  high-level summary of the report and describes the goals and objectives that will be carry out, at first when attained, will result in the success of this research.

CHAPTER 2:  in this chapter the author concentrates on network security research, but also develops background knowledge on other related papers.


CHAPTER 3: outlines the research behind the several viable approaches for this experiment and which are the best suitable fit for the testing.


CHAPTER 4:  contains the technique for this experiment and how it was completed.


CHAPTER 5: examines the experiment's findings and their relevance to other studies' discoveries 


CHAPTER 6: evaluate the project while also providing a final conclusion and   References 




CHAPTER 2 – RESEARCH AND LITTERATURE REVIEW

2.1 INTRODUCTION

Over the past decade, Servers have become the most popular way to deliver services over the Internet. As they integrate more and more into business activities, they require to support sophisticated functionalities, making their design and implementation increasingly complicated. The growing popularity and complexity make User login a prime target for hackers, as a huge number of Servers are attacked every day, impacting both directly and significantly on huge amounts of people and data. Furthermore, due to the COVID-19 pandemic, the forced adoption of new technologies and the emergency rush to remote work have been necessary. This forced companies to double check and evolve their security practices faster than ever [4], [5].

Companies that worked offline found themselves having to use the Internet by providing ground for malicious hackers, and while many have invested in effective security solutions, some are still lagging behind as any unaddressed vulnerability in an application increases exposure to risk of the organisation.


2.2 WHAT IS A SERVER?

A server is a huge computer or a group of large computers that are linked together, hard discs must have huge memory storage systems, they are big in size. The servers contain massive amounts of data that they transfer to other servers, which leads to the user connected through PC who asked to download or see that data [6].
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Figure 2: Server design [7]

Servers have changed over time to include more robust operating systems and hardware (components) that perform and survive longer. Requests for server space have steadily increased throughout the years and continue to do so. Servers are built in such a way that you can quickly add hard drives to expand their storage capacity. They are created in the same way as a traditional home computer is CPU, motherboard, connectors, hard drive, RAM memory, and visual card. However, they are clearly far better performing, except for graphics, for which they make no huge promises [8].


2.2.1 Servers Typology  

Servers perform a variety of functions other than operating systems. As a result, there exist several types of servers, each tailored to execute certain processes and respond to unique needs below are some of the most essential.

· Database server: Many business applications, such as accounting, production, sales, and invoicing, rely on specialised databases to which PCs on the network connect in order to write, review, alter, or remove data. The most well-known are Oracle, and MySQL.
· DNS server: translates client names into IP addresses, allowing all network resources to be identified.
· File server: parts or full hard drives are made available to users for saving, creating, modifying, or deleting data. Access to these shared regions is granted by authentication (username and password), and each user may access certain shared files on the server but not others based on their needs [9],[10].

2.2.2 DHCP SERVER 

 DHCP, or Dynamic Host Configuration Mechanism, is a protocol that allocates IP addresses to network devices. Every machine that connects to the Network necessitates the use of an IP address., which is often provided by a router that also serves as a DHCP server. On big networks, a router cannot control all of the devices that connect to it; hence IP addresses are managed by a dedicated server [11]. DHCP is handled by the server rather than the router. DHCP does more than simply allocate IP addresses; it also maintains the subnet mask, default gateway, and DNS service setup [12]. The DHCP architecture consists of three components: a DHCP client, a DHCP server, and relay agents.
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FIGURE   3: DHCP CLIENT SERVER [13]

Any device that has the ability to connect to a network and communicate with other devices is considered a network device with a DHCP server is considered a DHCP client. Phones and laptops are included, as are printers and network servers. The device that allocates IP addresses is known as a DHCP server. 
Requests for DHCP Relay Agent are sent between the DHCP client and server. They are not, however, a necessary component of a network; but, in vast and complicated networks, they are [14].

2.2.3 TPC/IP

The TCP / IP reference model illustrates how data passes from one application on a host system to another. This suite is made up of layers that are referred to as layers. Each level handles a different set of challenges related to the data to be sent. They are offered at higher levels once they have been resolved. 
Higher levels are closer to the user and work with more abstract data, leaving lower levels to translate the data so that it can be physically sent [15]. During the penetration phase the TCP/IP will play an important role.

2.3.1 Levels TPC/IP
The suite consists of four levels:
· Application level
· Transportation Level
· Internet level
· Network Interface Level

2.2.4 INTERNET CONNECTIVTY
  2.2.5 WAN 

A WAN is the acronym for Wide Area Network and indicates a geographic network, its substantial difference with the LAN is the range, since the WAN is able to cover much larger areas. This category includes lines that allow the connection of various devices located in different areas, such as the services offered by ISP providers. Wired networks are able to reach all possible homes, the line starts from a central cabinet, this is then sorted to the various buildings, while in the optical fibre, the connection starts directly from the cabinet closest to the home (about 300 m), ensuring a higher speed than the classic ADSL [16].
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FIGURE   4: WAN network [17]

2.2.6 LAN

Local Area Network, sometimes known as a local area network or, more simply, a local network. Local Area Network is a computer network that spans a relatively limited geographical region, such as a room or a building (which can be a home, a school, a company). In contrast to the WAN, which can have a territorial expansion equivalent to one or more geographical regions, a LAN covers a limited area. LANs, as opposed to WANs, can send data at very high rates, far faster than data can be carried over a telephone line. A LAN allows you to connect not just computers, but also tablets smartwatches, and printers.[18]

[image: Rete LAN: che cos&#39;è, i tipi e a cosa servono queste reti locali? -  Guardacome.com]

FIGURE5: LAN network [19]

2.3 Server Vulnerability?

When a Server isn’t well configure put the security of our data at risk then we talk about computer vulnerability, and we must be very careful.
A cyber vulnerability can be understood as a component (explicit or implicit) of a computer system in correspondence with which the security measures are absent, reduced or compromised, which represents a weak point of the system and allows a potential attacker to compromise the security level of the whole system [20],[21].

Specifically, a vulnerability is a weakness or misconfiguration in the code of the website or web application that allows an attacker to gain some level of control of the site and possibly the hosting server. Most vulnerabilities are exploited through automated means, such as vulnerability scanners and botnets. Cybercriminals create specialised tools that scour the internet for certain platforms, for common and publicised vulnerabilities. Once found, these vulnerabilities are then exploited to steal data, distribute malicious content, or inject disfiguring and spam content into the server.

2.3.1 TYPE OF HACKERS

The types of hackers are classified according to the hacker's own intentions. The world of hacking, as well as the real world, is made up of good guys and bad guys. Precisely for this reason, sub-categories of hackers have been created, which help to understand who uses hacking as a tool to improve computer security and who uses it as a weapon of destruction [22].

2.3.2 White hat

The White Hat is certainly the most harmless of all. It is usually associated with the so-called Ethical Hacking, that is the verification of the security of computer operating systems. The task of an ethical hacker is to improve the security of a network infrastructure in order to avoid possible attacks or intrusions. An Ethical Hacker works by simulating different cyber assaults, such as DDoS or cyber exploits, in order to find and correct holes in the system before a malevolent hacker may access the network and take vital information [23],[24].

2.3.3 Hacktivist

A hacktivist is a hacker that specifically targets individuals and businesses with clout, such as legislators, presidents, and private computers of billion-dollar corporations. The goal is to simply convey a word throughout the world, similar to how it is done in courts and public events. In this situation, everything takes place over the internet, via blogs and videos [23],[24].

2.3.4 Black Hat

As the name suggests, the Black Hat is the exact opposite of the white hat. Its immoral ethics pushes this type of hacker to carry out very invasive and very dangerous cyber-attacks. Thanks to his computer skills, even if used for illegal purposes, he can access any private or corporate network that is not strongly protected, managing to steal not only files and access information, but even money [23],[24].

2.3.5 eMugger

Typically, these hackers employ technologies, such as antivirus, and delicate circumstances to persuade victims to enter their data on an ad hoc web page propagated by phishing emails. The most knowledgeable user understands how to protect oneself from these easy incursion operations, while the most vulnerable targets remain exposed [23][24].

2.4 Malware characteristics

Trying to make a classification would have been impossible, and each listing would have been incomplete; What we've been aiming to do is to summarise and highlight the salient features of the most exciting groups 
2.4.1 Virus

It is a predominant term that has emerged in conjunction with the term malware. The term is often used to describe different types of malwares, even if these do not correspond to the attributes related to the very definition of a virus. Some definitions are:
A virus is a specific type of malicious software characterised by self-replication; it is a computer program file that can associate itself with disks or other files and replicate itself repeatedly, usually without the user's knowledge or permission. Some viruses attach themselves to the files so that when the infected files are executed, the virus is also implemented. Other viruses reside in a computer's memory and infect files when the computer is turned on, modify or create files. Some viruses show symptoms, others damage the files and the computer system, but neither of the two characteristics is essential in the definition of a virus; a virus that does not harm is still a virus [25],[26].

Viruses are programs that recursively self-replicate, which means that infected systems spread the virus to other systems, which then propagate the virus further.
While many viruses contain a destructive payload, it is pretty standard Viruses' sole purpose is to transmit from one system to another. (passive behaviour). Effective propagation between systems occurs when infected files are transferred to other systems. Depending on its development, a computer virus can use all kinds of different media for these reproductive capabilities, such as network-based files-systems or removable media.[27],
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Figure 6: Virus [28]

2.4.2 Computer Worm

Unlike a virus, a worm not only has the ability to copy itself to different systems, but it is also capable of actively spreading itself. A worm can independently search for other computers on the network and infect them if they have been identified as vulnerable. This is typically accomplished by exploiting known or unknown vulnerabilities in the operating system or additional software installed on it [29].

A worm is like a virus that spreads by creating duplicates of itself on other drives, systems, or networks. A mass-mailing worm is one that spreads by requiring a user's involvement, such as opening an attachment or running a downloaded programme. Worms, unlike viruses, do not infect other files. Worms are the most common type of email virus nowadays. To propagate, a self-propagating worm does not require user participation.
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Figure 7:  Worm Virus [30]
2.4.3 Trojan Attacks 

While worms operate silently and autonomously, a Trojan virus is malware that takes a different approach. In general, a Trojan attack hides harmful routines pretending to be legitimate software to be run for lawful and reasonable faith activities. Pretending to have a legitimate purpose, it tricks the user into installing or running software that contains the Trojan horse, which will then load malicious embedded routines [31].

a harmful application that masquerades as a harmless application. It does not replicate, but it damages or compromises the security of the computer. Typically, they are sent via email, and it is also possible to download a Trojan from a website or via a peer-to-peer network. Trojans are not considered viruses as they do not replicate.

The most well-known trojans are certainly the so-called Back Doors (or Remote Access Tool (RAT) or even Trojan Server-Client) which allow you to manage a remote system via the TCP / IP protocol. Born with the aim of facilitating the work of those who need to work on remote machines, they allow you to have complete control of the infected system. They generally consist of two parts: the Server and the Client:

· The server (the part of the program to be installed on the victim system), when executed, makes changes to the system registers in order to be started at each session and listens on a specific port; it is usually small, and its execution is invisible to the user.

· The client, on the other hand, is installed on the attacker's machine. This application allows you to communicate with the server. There are hundreds of Back Doors, but roughly speaking, most tend to have the characteristics of the most famous (and used): NetBus [32],[33]
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Figure 8: Trojan Virus [34]


2.4.4 Cryptlocker  Ransomware  

They typically propagate like a Trojan, entering a system through, for example, a downloaded file or a vulnerability in a network service. The program then executes a payload, which typically takes the form of a malicious program. This may display a false warning message allegedly from an entity such as a law enforcement agency, falsely claiming that the system was used for illegal activities, handles content such as pornography and "pirated" media, or executes a non-genuine version of Microsoft Windows [35].
cryptlocker is software that blocks access to the computer system until a ransom is paid by the user or company to get back the data contained in the device, some names of ransomware: WannaCry.

In July 2015, a cyber security expert from Kaspersky Lab presented his analysis: Highlights the growing trend of ransomware attacks, explains how a resumed attack operates and the consequences associated with paying the ransom, and what they can make users and businesses protect themselves. Unfortunately, in many cases, once ransomware is launched, if there is no backup or preventative technology attached to the system, there is minimal a user can do. However, it is sometimes possible to help users decrypt their data that has been blocked by ransomware without having to pay the ransom. Decryption key archives have been created. But the attack can only happen if there is the victim's interaction with the potential attacker: Ransomware is typically delivered via an email that includes an attachment that could be an executable file, an archive, or an image. Once the extension is opened, the malware is distributed to the user's system. Ransomware could also run on a user's machine if they visit a website that has hidden the malware. Once on the site, the user unknowingly executes insecure scripts occasionally, by clicking on a If you click on a link or download a file, malware will be installed. distributed to the system[36],[37].

[image: crypto]

Figure 9: CryptoLocker Ransomware [38]


2.4.5 Keylogger

A feature regularly present in malware is the ability to extract data in real-time from a remote system. This is typically achieved through functions that act at the operating system level. Subgroups of malware are named after their activity.

Spyware: is a generic term for programs written with the intention of extracting data. This can range from monitoring a user's behaviour for optimising advertisements to more aggressive forms, such as stealing serial numbers for software or other sensitive data, such as credit card information [39].

Keylogger: malware that logs keystrokes in order to acquire credentials.

Sniffer: tools originating from network analysis, which have been found helpful in a malicious context in order to intercept network traffic to filter for credentials, are called sniffers [40],[41]. 


2.4.6 CSS- Cross-Site Scripting

[bookmark: _Toc88105750]The expression "cross-site scripting" referred initially solely to attacks based on the use of JavaScript code fragments inserted into calls to dynamic web pages placed on a web server (the technique that is part of code injection methods) so that the remote server performed operations other than those initially envisaged by the web application. This definition has gradually expanded to include additional "code injection" methods based not only on JavaScript but also on ActiveX, VBScript, Flash, ... or even pure HTML. This has generated an inevitable confusion in the terminology referring to IT security: the term, in fact, today encompasses a whole set of attack techniques and not exclusively that based on the manipulation of JavaScript code.

JavaScript introduced in 1995 by Netscape allowed web developers to do all sorts of activities such as rollovers, mouse movements, and opening pop-up windows. At first, usage was quite orderly, but what was soon discovered was that a malicious website could load another site in an adjacent frame or window, then use JavaScript to read into it. A website could cross a border and script on another page. Extract data from forms, rewrite the page, etc., and hence the name of cross-site scripting (CSS). Currently, DOM XSS is potentially perilous cloud-based websites, and new HTML5 web interfaces use a lot of Javas - crypt code [42].


2.4.7 Rootkits

On Kaspersky's website, it is classified as a trojan. The main feature of a rootkit is its ability to hide certain information (i.e., its presence) from a computer user. Rootkits have initially been designed as a tool reserved for administrators, allowing them to have complete control over the processes running on client systems. This enormous power is given by the direct execution of the rootkit on the central node of the operating systems to launch critical processes. Over time, this "super-user" role has turned against the computer industry. In fact, with these methods, external agents are able to infiltrate the systems to take control without the knowledge of the users, who ignore these intrusions most of the time. Rootkit techniques can be applied at different system levels [43].

The operating system communicates with programs through a set of functions called API. The part of these functions that concern the file system has the task of requesting information from the design on the data recorded in the hard disk and of communicating to applications. To achieve its purpose, the rootkit acts precisely on this sector, intercepting the responses that the API functions return to applications to remove any reference from them concerning the object it intends to hide (trojan or backdoor). It is evident that not having received any information, the applications will not be able to detect any hidden objects. The rootkit makes sure to be launched at each start of the operating system through a registry key, obviously also made invisible with the technique just seen. Once active, like any other application, the rootkit can operate in both user mode and kernel mode. Programs running in user mode are more limited in the sense that they operate in a restricted area of ​​memory and cannot in any way access other areas of memory. The kernel-mode, on the contrary, allows unlimited access; this means that software in the kernel can modify and overwrite other programs (even the operating system code) present in memory. However, a program to run in kernel-mode must be started with administrator privileges. Rootkits are currently classified as "user mode" or "kernel mode" based on how they behave once on the system.

Manipulating the respective information allows a rootkit to hide processes, files, or network connections on an infected system. Additionally, virtual machine-based rootkits conceal their presence by migrating an infected operating system to a virtual machine. Many malware samples apply rootkit techniques to hide their presence on the system[44].


2.4.8 Bot 

A bot is a harmful piece of software that can be installed on a user's machine without its (user's) knowledge. Once its execution begins, the bot connects (in some cases to the IRC server) and joins the channel specified by the attacker. These bots are remotely controlled by an attacker. Therefore, the main difference between worms and bots is that the bot offers the attacker a remotely controlled channel. Today's bots combine the characteristics of viruses and worms. For example, they propagate as worms across network shares, file-sharing platforms, peer-to-peer networks, back doors left behind by previous worms, and exploit vulnerabilities. They can also hide their existence as a virus by using rootkits. Some analysts refer to them as Trojans. Bots are able to communicate with others using different types of protocols such as IRC, HTTP, or peer-to-peer protocols [45].


Botnet 

A botnet is a network made up of computer devices connected to the Internet and infected with malware that are under the command of a single hacker or a small group of hackers, known as a botmaster. The devices that make up the botnet are called bots (from roBOTs) or zombies.

· A bot refers to compromised client-hosts or a computer, which is a member of a botnet. A bot also refers to a malicious executable that compromises, controls and recruit’s client-host into a botnet without confusing.

· A zombie is a compromised item (bot) belonging to the botnet; typically, an IRC server is set up by a botmaster. After a bot infects a host, it will connect to the server and wait for commands from the botmaster. Thus, bots allow their creators to control the system remotely.

· In this way, the botnet controllers can exploit compromised systems to launch distributed denial of service (DDoS) attacks against any other system on the network or carry out other illegal operations, in some cases even acting on commission from criminal organisations [46].

[image: Wondering About IOT Botnet Attacks? - Business Upside]

 



FIGURE10 : Botnet attacks [47]

The figure illustrates the general structure of botnet and examples of DDoS attacks, the discoverer bot, connecting to the C&C centralised server. First, bots are already inserted into the network (the troops that acquire a new victim to be infected). Then, one of the bots finds a new victim and infects her. Finally, several bots attack a web server in DDoS form.

2.5 Propagation / infection vectors

This section provides an overview of the infection vectors commonly used by malicious software to infect the victim's system, in conjunction with other attack tools used by Kali Linux.

2.5.1 Vulnerable services via the network

Network services running on a server provide shared resources and services to customers on a network. For example, a DNS service offers the ability to resolve hostnames to IP addresses, and a file server provides shared storage on the network.
Many products systems are equipped with a variety of network services that are already up and running. Some vulnerabilities in these services could allow an attacker to execute code on the machine providing the service (Servers) [48].

Large core service installations sharing the same vulnerability, see, for example, vulnerabilities on widely used systems, for example Microsoft:

· Microsoft Data Access Components function that can allow code execution by external users as published in the Microsoft security and that in the Server service that can allow the remote code execution as published in Microsoft Security, allowing an attacker to execute arbitrary code without authentication, creating a scenario susceptible to worm attack, have paved the way for automatic exploitation. Therefore, these conditions allow malicious software to infect automatically accessible systems.

This feature makes network service exploitation the preferred method of worm infection, paving the way for structured botnets with Servers running numerous bots. In addition, the services that provide access to the system to remote users and allow the authentication of these users with passwords are ssh, Web Interfaces), and are often exposed to so-called dictionary attacks

Such an attack iteratively attempts to access a system that uses passwords stored in a dictionary. This attack vector is identical to the case of exploitable network services. In addition, the availability of client-side scripting languages, such as JavaScript or VBScript, provide the attacker with additional means to successfully launch an attack [49].

2.5.2 Driver-by download

Drive-by downloads target the victim's web browser. By exploiting a vulnerability in the application, a drive-by download is able to download malicious code from the web and then execute it on the victim's machine. This is usually done without further interaction with the user. Otherwise, to exploit vulnerabilities in network services where push-based infection patterns are dominant. Drive-by downloads follow a pull-based scheme. That is, connections are initiated by the customer when it is requesting malicious content. Therefore, firewalls that protect network services from
Unauthorised access cannot mitigate the threat of drive-by attacks [50].

Currently, the following two techniques are observed, which could lead to drive-by infections.

· API abuse: if a certain API allows you to download an arbitrary file from the Internet, and another API provides the functionality of running a random file on a local machine, the combination of these two APIs can lead to a drive-by infection. The widespread use of browser plug-ins usually gives attackers a huge portfolio of APIs that they could use and combine for their own evil purposes in unintended ways [51].

· Exploitation of Browser Vulnerabilities: this attack vector is identical to the case of exploitable network services. In addition, the availability of client-side scripting languages, such as JavaScript or VBScript, provide the attacker with additional means to successfully launch an attack. Before a drive-by download happens, a user may have to visit a malicious site. In order to lure the user to visit the malicious site, attackers perform social engineering by sending spam emails that link to these sites or infect existing web pages with malicious code. For example, a worm storm uses its botnet resources to send spam emails containing links to such attack pages [51].


2.5.3 Backdoors

Backdoors are similar to service doors in that they allow the safety processes triggered in a computer system to be bypassed in part or whole. These "doors" might be purposely constructed by information system administrators to facilitate simpler maintenance of the IT infrastructure, or they can be created by crackers intent on interfering with the system. Some viruses can even install them on their own to allow an external user to remotely take control of the system without the owner's permission. The Back orifice application, for example, activates a backdoor on the system on which it is installed, enabling anybody with the address to inspect the computer [52].



2.5.4 Port scanning

Port Scanning is a computer technique used to collect information on a computer connected to a network by establishing which ports are listening on a machine. The result of scanning a port usually falls into one of the following categories: open (accepted): the host has sent a response indicating that a service is listening on that port • closed (denied): the host has sent a response indicating that connections to the port will be refused • blocked (dropped): there has been no response from the 'host filtered (filtered): detects the presence of a firewall or a network obstacle that can block access to the port, preventing Nmap from identifying its status [53]. Port scanning itself is not dangerous for IT systems and is commonly used by system administrators to perform checks and maintenance. However, it does reveal detailed information that could be used by a prospective attacker to easily prepare a technique aimed at undermining system security, so administrators pay close attention to how and when port scans are performed to computers on their network. A good system administrator knows that a well-configured firewall allows machines to do all of their duties but makes it difficult (if not impossible) to scan ports.


2.6. Analysis and tools required

As we described above in section 1.1 the tools, we will need to perform the penetration testing on a device victim will be the following:

·  Install VMware and deploy all the machine in.
· A PC with Kali Linux operating system installed on a virtual machine.
· A PC with Windows Server operating system installed on a virtual machine.
· A PC with Window 10 operating system installed on a virtual machine as a victim.
· The Wireshark software, to monitor the traffic during the attack.
· Wi-Fi network.

 

2.7 Conclusion

After defining all the type of vulnerabilities that could impacted a Server also, we have a clear picture that some of attacks can happen to the system without we will be aware even though utilising some packet filter it would help because It will not be able to detect those attacks. The only way small and medium enterprise enhance is by daily tracking the activities user and in the implementation section clear idea will be demonstrated to how can we avoid any kind of attacks.


CHAPTER 3 – RESEARCH METHODOLOGY

3.1 Introduction

The section provides decompose and evaluate the project's philosophy, tactics, methods, and time frame. This chapter also discusses how the methodology for the literature review was developed, as well as the reliability of the sources. The final section of this chapter will focus on the experiments and how the study has influenced the penetration simulation studies carry during the phase of test. It was critical to define and design a research approach for this project.

 3.2.1 Research Methodology

 After reviewing various type of research methodology, the suitable methodology that has been taken during the production if this research was research onion that was created by Saunders et al [54]. Each layer of the onion in the figure below has been examined in order to build a research approach.
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Figure : Research Onion [54]

3.2.2 Research Philosophy 

The phenomenological philosophy is the primary philosophy used in this endeavour. understanding experimental perspectives and computer behaviour, the positivism was the suitable philosophy [54]. This information is recognised to be founded on observational principles and common experiences. Because the project is based on an experimental subject centred on a well-studied issue with well-documented ideas and experiments.

3.2.3 Research Approach

During the development of the project the deductive approach was used as the success of this endeavour is via experimenting. An experiment is utilised to put theory into practise; in this project, either simulation or real experiments will be performed. Considering the ideas stated in the penetration testing and design implementation, it is safe to claim that this technique will provide a decisive result [54]

3.2.4 Research Strategy

The research strategy that was chosen during the experiment of the project was the collection of secondary data as we can see in the chapter 2 in the Literature Review. Various was taken from various sources such books, articles and previous thesis that was developed by other student.







CHAPTER  4 DESIGN AND IMPLEMENTATION

4.1 Introduction

The next chapter focuses into the network vulnerabilities, technology, and software that will be used to achieve the project's objectives and goals. Divided into three important areas: first, identify the problem, then move on to the real physical and simulation designs. Finally, consider the overall implementation and what has been accomplished in order to fulfil the initial problem identification.



4.2 Problem Approach


In this project will focus on RDP, or Remote Desktop Technology, is a protocol that allows PCs to be accessed and managed remotely by a large number of businesses. This protocol makes it much easier to handle the numerous corporate devices, particularly the Windows servers. This protocol, however, has been discovered to be vulnerable and hackers are taking advantages to penetrate to various company.  


4.3 Advantages in discovering of solving the problem


There are wide advantages in resolving the problem as it will allow small and medium to increase their level of the following:
Confidentiality, faithful that private information and / or confidential are not available. Privacy:  has control of the information of private   individuals do not disclose them.
Integrity, the information comes modified only by those who have the authorization to do so, and features are not altered by anyone who does not have the authorization to do so. Availability that the system is working and that services are not denied to authorised persons

4.4 Design 

As mentioned from section 1.1 about the structure of Server to be able to test the penetration and check if there any vulnerabilities. The following architecture were use but specially our main focus will be in the server and the and the client victim as the pen tester will used to target the main machine. 
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Figure 11: Small and medium enterprise system architecture 


4.4.1 Windows Server

Windows Server is a Microsoft-created operating system that has vast potential and allows you to manage servers with relative ease. To simplify the notion, we may think of Windows Server as a personal computer that is networked to other computers and provides a set of services such as database, email, internet, intranet, and so on.
From the foregoing, it is clear that this sort of operating system is only suitable in cases when a computer is required to operate as a control unit for other computers on the network: a common example of a Windows Server application is inside schools or colleges. Unlike Windows 10, this operating system includes several discontinuity characteristics, yet sharing numerous components with the more popular operating system. In truth, Windows is more beneficial for everyday usage, but Windows Server is ideal for managing medium-sized networks ranging from tiny offices to major corporations [55].
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Figure. 12: Windows Server Installation
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Figure 13:  Windows Server Manager 

4.4.2 Active Directory

Active Directory is a service that is built into the Windows Server operating systems and serves as the primary point of management for many businesses that use it. 

· domains of the network 
· user identification. 
· Authorization and authentication. 
· Server and application access control.
· as well as to link various systems.

In the context of Active Directory, cybercriminals' attack tactics are identical to those employed against any other system, since they exploit: 
· Windows server system vulnerability. 
· improper Active Directory setups.
· human factor susceptibility.

In this section we will install the active directory and join the client machine once the client in the first step we will not go through the penetration testing first of all we will see how the system behave and if it will detect any attacks.
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Figure 14: Active directory configuration 
 After the configure was completed we can now see the domain change from the Server to UWTSD as in the following picture 

[image: Graphical user interface, website

Description automatically generated]


Figure15: Windows Server domain changed

4.4.3 Client side

In this phase we start joining the client machine which it will the victim of the penetration testing before adding it to the main server we must start configuring the network setting during the configuration the class of iP address we have used was class B. 

IP address classes -Class A addresses are designated for networks created in major corporations and are denoted by the following notation: 0-127. H.H.H 
Where the first byte represents the network, and the other three bytes represent the host (indicated with H) [56].

IP address classes - Class B addresses are used for medium-sized networks, such as those found at universities. This is followed by a list of numbers ranging from 128 to 191. 
N.H.H, where the first two bytes denote the network, and the last two bytes represent the hosts for each network [56].


IP address – Class C addresses are used to identify small networks built by service providers with Internet access. To be specific, they are the networks that exist in our homes or tiny schools. In reality, they allow you to address 2 8 minus two, or 254, network devices. The notation is 192-223.N.N.H, where the first three bytes represent the network and the last three bytes denote the host [56].
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Figure 1:  Network configuration

Once we configure the network setting the second step that will follow will be to join the client machine to the domain.
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Figure 17: Joining client machine to the server 

Once the client has been join to the server the following picture shows that the configuration was successful and now we can log on the client machine.
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Figure 18: Successful client join
After that the client was join to the server, we must double check the configuration to see if there is any misconfiguration because in general any kind that misconfiguration will lead the system to be more vulnerable. The following figure shows that all the configuration was perfect.
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Figure 19: Network settings 


4.4.4 Nmap

Nmap is a fascinating tool that is frequently connected with "hacker" activities because to the threats of investigator within a network, particularly corporate networks. 
Hacker is nothing more than a tool that "hunts" for specific information (Information Gathering), which may be freely browsed with a simple Telnet. This tool, on the other hand, can assist us since it is capable of performing successive actions on whole subnets and returning the results to us [57].

The Nmap command is most commonly connected with a host, which may be stated with an IP address or a Hostname, but we can also specify a subnet and even a block of contiguous addresses. For example 
· Nmap <IP Address> which is 172.16.42 or we can also to the domain
· Nmap UWTSD.AC.UK

One of the most "hacker" uses is undoubtedly port scanning, as seen in the samples above, for example, the first on the list, where the scan goes to seek for open ports on that specific host. For example, we want to see if port 22, which is solely used for SSH connections, is open.
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Figure 20: Nmap port scan  


4.5 Conclusion

As demonstrated above, we have demonstrated all of the tools that will be required to complete the experiment, and the author has also determined the specific tools that were taken into account during the penetration testing phase to determine what kind of vulnerabilities can be found in the Server and how we can be aware of them.





CHAPTER  5 TESTING AND EVALUATION

5.1 Introduction

In this section, it will give us the result of the methods that was used during the penetration phase by using Nmap, Crowbar and Rdesktop to determine whether the attacks were successful to the client machine or not and at the end of the experiment the author will evaluate methods that should be taken in consideration to enhance network security for small and medium enterprises.

5.2 Penetration testing  Overview

Penetration testing is a method of hacking  the IT infrastructure's security. Penetration techniques are used to examine the network's security and security in a controlled manner. Operating systems, services, applications, and even end-user behaviour are scrutinised in order to validate current protection mechanisms and the efficacy of end-user security rules. Likewise, penetration testing has some key benefits. It allows an the author  to proactively showcase their expertise and skilfully manage vulnerabilities. Saves money by allowing organizations to avoid network downtime. Penetration testing methods can help organisation to meet regulatory requirements and avoid vulnerabilities, the following diagram illustrate the procedure that have be taken [58].

 [image: Diagram

Description automatically generated]
Figure 21: Security test methodology [59]

5.2.1 Phases of a penetration test

There are six generally accepted steps of penetration testing. They are planning; reconnaissance and information gathering; scan and discovery; attack and gain access; maintain access and penetration; and risk analysis and reporting. 

5.2.2 Planning for penetration testing

The first phase of the penetration test involves determining the scope and objectives of the test as the author determined in the chapter 1. The author needs to work with client machine to understand the logistics, expectations, goals, objectives and systems to be addressed.

5.2.3 Reconnaissance and information gathering

In this phase, the penetration tester tries to find out as much information as possible about their target by using the tools Nmap. They will collect information on end users, systems, applications and more. The information will be used to be accurate in the penetration test, using a complete and detailed overview of the systems to understand what, exactly, needs to be addressed and evaluated. After gathering all the information and detect the range of address 172.42.16.134 (for the Server) 172.42.16.132 (for the client) and that was going to be used to start the penetration testing.


5.2.4 Scan and detection

The scan and detection phase are designed to find out how the target system will respond to various intrusion attempts. In this phase the author start scan the range of addresses that were given and to determine any open door that help the author to complete his experiment. During the scan the port the author trying to see if the port 3389 was open which help the author to get remote access to the victim machine 
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Figure 22: Nmap scan 

As we determine the port 3389 was open to those machines which let us know that there is a possible to attack the victim. After knowing the port 3389 was open the second that will be followed is to do a DDOS attack. In this case the author targets the victim and start creating txt file for common password that should be normally used.
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Figure 23: Creating common password

5.2.4 Attack and gain access
Once the author has acquired a complete understanding of the scope and components to be tested, the authors will attack in a simulated and controlled environment. By imitating a real cyber-attack, the author can take control of a device to extract data which he will used to get access to the remote desktop
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Figure 24: Gain access 

As we can see below after creating our library of password, we had that luck that in a manner of short second the cyber-attack was successful and I able to get the login details of the Client-1. In the second of the gain access the author will try to use the login details to get remote access to the client machine.
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Figure 25 : Gained access remotely to the victim machine

5.3.5 Risk analysis and reporting

The last phase of the penetration test is the evaluation and reporting phase. Once the author has been discovered the timeline for the project has been completed, the final report should be to document how these attacks can prevented. In the evaluation section the author will discuss about implementing firewall, and how can we enhance remote desktop connectivity to reduce the vulnerabilities.

5.4Evaluation 

Most IT security breaches start with the compromise of one or more systems inside an infrastructure, from which the breach can spread swiftly or be halted or prevented, depending on the steps taken to reduce risk in crucial locations. It is therefore essential that the IT team is aware of existing vulnerabilities which, if they cannot be eliminated, must at least be monitored to prevent them from being exploited with uncontrolled propagation up to the Active Directory and the domain controllers of the organization. Antivirus protection may appear apparent, yet it is not uncommon to discover servers that do not have it (who knows why not a few IT workers believe they only foresee them on clients). An antivirus and antimalware system should be centrally installed and maintained, and any user efforts to stop or delete this software should be carefully monitored. A centralised system allows you to get notifications whenever the antivirus identifies an infection or a potentially risky behaviour, which should prompt the IT staff to respond to the person in question and tackle the attacks in due time before it starts spreading over the network.

For implementing the system security, the following steps should be taken in consideration 
· Using the right configuration settings and approaches, secure all accounts and privileged groups.
· Avoid deactivating security measures on the PCs of users.
· Accounts (particularly service accounts) should not be given excessive access and permissions.
· Avoid the usage of similar local credentials across systems and prohibit the installation of unauthorised apps and utilities.
· Permanent membership in extremely privileged groups should not be permitted.
· On domain controllers, avoid installing superfluous programmes.
· Domain controllers should not be able to download Internet content.



CHAPTER 6 FURTHER ENHANCEMENT
6.1 Introduction

Throughout the research's developed small and medium enterprises networks must be configured with security, efficiency, and redundancy in mind, many pieces of a network project may be left alone for a long time, while others require continual maintenance and upgrading to ensure high levels of security. As a result, preventative maintenance is unquestionably one of the most crucial factors to consider when it comes to internet security. The following are the most efficient way to protect a network:

6.2 Decent anti-virus and anti-malware programme.

Any business with even one PC linked to the internet need virus and malware protection. There are frequently free versions of anti-virus software that perform effectively. Most dangers may be blocked by a basic anti-virus application. To be fully successful, anti-virus software must be installed on every device and constantly monitored.

6.3 Updates

it's critical to maintain organisation operating system and firmware up to date. The only possible exception is if the upgrade causes hardware or software issues. The upgrade should be performed by network maintenance staff to verify that the work is completed in a compliant way and has no impact on network performance.

6.4 Procedures and Policies

All businesses should have established network policies in place. A policy should include information regarding permissible behaviours, such as which sites someone using the network can and cannot view. The processes in the event of an accident (data loss, external intrusions, viruses) and access regulations in the case of external visitors should then be outlined. These papers primarily serve as a security blanket for each employee as well as a check on inappropriate and possibly harmful behaviour on the business network, such as downloading unlawful content or accessing sites of questionable morals.

6.5 Audit 

Designing a safe environment from the start is a big step in safety. But as we all know, it sometimes happens that the initial conditions change. It is a good idea to schedule an annual review that guarantees the entire environment the safety it needs. This process improves the awareness of administrators and engineers about the present situation.
The following figure will give a full picture about the importance of audit.
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 Figure 26: Audit logs without policy 

As we can see to the figure above, we were not able to see who logs in due to lack of policies setting. After changing the audit configuration in the following figure, the Event Viewer was able to tract each login in and log of and also the time, that will help IT administrator if anyone log in after the shift, it will an alert that some vulnerabilities may occur.

5.6 Utilise the Firewall 
Firewalls are an integral aspect of a network's initial architecture. They must be serviced on a regular basis to guarantee proper operation. This manner, you'll be able to get rid of outdated, out-of-date rules, as well as old users and setups. 
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Figure 27: Audit configured



6.7 Conclusion

As the years went by and the internet continued to expand, the hacker attacks will inevitably become more and more insidious numerous, but for this reason also the Cyber security techniques they will in turn be increasingly at the forefront. With the thesis just concluded, I hope I have given an idea of the importance of network security and therefore of the protection of personal data through software such as firewalls and other methods. The examples in Chapter 4 in particular were intended to show ways that hacker can take control to our system and what are the strategy we must make to secure our system and enhance it to be more complex to access by unauthorised users. 
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