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[bookmark: _3l1trqrxsers]Introduction
Within this report I will be covering task 1 which is to cover different security measures that can be implemented to protect an organisation's data and task 2 which is to apply what was discussed and develop a proposed implementation plan. For the security measures

[bookmark: _sea66s9dld1p][bookmark: _sea66s9dld1p]
[bookmark: _omswzjtp5ccn][bookmark: _omswzjtp5ccn]

[bookmark: _ingjg8k3zqze]Task 1 - research into data security and compliance
[bookmark: _2fq97e3nnswy]Physical security 
Within an organisation there are many physical barriers to access a system, this is the organisation's physical security.

First, some physical security threats can be the result of employee actions, this includes leaving a door unlocked or losing items such as key cards [1].

There are many solutions  to these physical security threats, one of these solutions is to implement security personnel to protect the physical systems that store the organisation's data.

Another implementation can be to implement a keycard system, this allows for the organisation to use RFID technology to only allow individuals who are allowed to enter the space [2] .

Additionally keycards are hard to duplicate, making it more difficult for an individual to modify, create and distribute fake duplicate key cards[2]. An issue for these systems is that they are unable to add and remove access in real time[3], as a result if a card is lost or stolen, data is at risk for potentially a long period of time.
[bookmark: _w4jyvjr3jcut][bookmark: _w4jyvjr3jcut]
[bookmark: _tt4gdx9sengq][bookmark: _tt4gdx9sengq]
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[bookmark: _77s0cq94j2ab]Security frameworks
Information security is the tools and processes that an organisation uses to secure confidential data on individuals or businesses[4].

There are models that can be used to assist a business to create and develop information security, one of these systems is the CIA Triad. The CIA Triad is a system, where 3 areas are the main focus for the development of information security, and are used to find vulnerabilities in an information system [5].

The CIA in the triad is an acronym standing for Confidentiality, integrity and availability[5].

Confidentiality within the triad covers the measures put into place to protect an individual, and the organisations private data, from unauthorised access attempts[6].

Businesses often classify this sensitive data that is at risk by order of severity and allocate protection measures to the data at most risk to the data at the least risk[6].

Integrity on the triad covers the consistency, trustworthiness and reliability[6] of the data stored on a network therefore it is important for an organisation to ensure the data that they have collected is accurate. Additionally measures should be implemented to ensure that unauthorised users cannot edit the information on the system[6]

Availability covers the availability of the information stored on a network. information should be available to the authorised users on a computer network, additionally this covers the maintenance and management of the information infrastructure on the network[6]

ISO27000 is a set of standards that outline a series of good practices that can be used to improve an organization's information security[14], it is commonly used within the industry to improve a computer network's security and protect data from theft and misuse. This standard involves multiple phases to implement improvements to the network's security.

To meet the isp standards an organization must assemble a project team, conduct a gap analysis, develop a High level policy (this is a policy that affects the entire network or organization), conduct a risk assessment, conduct regular staff training and finally review and audit the implemented network to find flaws or improvements[15].

NIST framework is a framework designed to assist organizations in reducing the risks their data is at cyberattack[16]. The NIST framework focuses on 6 core functions these are referred to as govern, identify, protect, detect, respond and recover and outline an organizations response systems and implementation of data protection on there network [16]

Govern in the NIST framework covers the organizations cybersecurity risk management, it provides improvements to implement hat aim to help achieve the other functions[16]

Next is identify, identify is the identification of the organizations current threats and risks, and aims to help the organization find and assess the threats the risks pose to the organization this function also covers the identification of improvements that can be implemented into the network[16].

Next part of the NIST framework is protect, protect covers the implementation of safeguards into the network to further protect the data stored on them, it goal is to reinforce the protection of assets owned by the organization that have been identified by the identify stage[16]. Its main goal is to reduce the impact caused by failure of the cybersecurity systems, this is done via multiple methods as outlined by NIST.gov as “securing the hardware, software, and services of physical and virtual platforms”[16]

Detect covers the possible threats to the organisations cybersecurity, and compromises within the network are analysed, allowing for detection systems to be implemented to ensure that if an intrusion into the network occurs, it is detected within a reasonable time frame[16].

Respond outlines the organization's plan for a response to a cyber attack, and plans to reduce the impact that a cyber attack has to the organization [16].

Finally, recover covers how the organization recovers form a cyberattack, and restores any damaged or altered data back to the state it was in before the attack occurred[16].

When fully implemented the NIST framework provides a strong and effective outline for the response to cyberthreats and actions taken to mitigate the damage these threats can cause.
[bookmark: _lycpl5n9epdx]Security technologies
There are many different security technologies that businesses and individuals implement and use, we will cover two commonly used security technologies, Firewalls and VPNs.

Firewalls are a security technology designed to help protect a network, they do this via filtering data a computer receives from the internet, firewalls do this filtering in 3 different ways, these are filtering incoming packets, acting as a 3rd individual as a proxy and tracking outgoing packets to ensure communication to the related server is not compromised[17].

VPNs are programs that create an encrypted connection, these allow for the secure transfer of data over the internet, they also allow for users to have a secure connection to the organizations services even if they are accessing the data in the network, from afar [18]
[bookmark: _j7y60eos51yn]Cryptology
Cryptology is the field of work that covers Cryptology and Cryptanalysis, cryptology is defined by the oxford dictionary as “The Science, study or practice of encrypting and decrypting information”[7].

There are a variety of different methods of encryption used within computer systems, encryption is important for computer networks as it helps protect sensitive data that the organisation has on users of the system, additionally encryption can improve the security of the internal network[8].

Two common encryption methods for data are symmetric encryption and asymmetric encryption[9]. 

Symmetric encryption is a data encryption method that functions by encrypting and decrypting data, via the same encryption key [9]. This requires both the sender and recipient to need to have the key to decrypt the messages, as a result if an attacker obtains this data key they can also illegitimately access this data.

Asymmetric encryption is when a key that can only encrypt data this is referred to as a private key, and a different key is used that can only decrypt the data this is known as the public key[10]

These systems are beneficial for the securing of data, when it is in transit (moving between two systems and when it is at rest (stored locally on a machine)[11]
[bookmark: _7caefbtq30x9]Security and personnel
Security and personnel, is covering the access that organisation members have and how it affects the organisation.

Security and personnel should have a few specific focuses these are, that the minimum amount of people have access to the data, the provider has ensured that there is a proper security structure and ensuring that the provider/organization has ensured that the people with access to the data, has the necessary information to use it and are supposed to be able to access it [12].

To ensure this is properly managed and enforced the provider needs to ensure that the individuals who have access to user data, are the individuals who are supposed to have access to it [12].

GDPR is a piece of EU and UK legislation that outlines what rules an organization has for the collection and storage of individual data[21]. The most important aspect of this legislation is, 1, it covers all data the organization processes from its users and there rights to their data. 2 usage of collected data MUST be stated or outlined to the user they are collecting from before they can use it, and they can only use the data for that purpose. 3 Another important aspect is it gives users the right to request for access to their data at any time, and receive it in a reasonable amount of time[21].

The government also provides information for the basic outline of a security policy that should be used and adjusted for the implementation into a network [22]

There is a uk legislation called the computer misuse act 1990 which outlines cases of computer misuse and the punishments in place for violation of this act for individuals and organizations[23]
[bookmark: _gtpq2nq4ihjl]Implementing information security
When implementing information security there are processes that when done will improve the organizations information security, effective application of these will be used to identify areas lacking security and improve the organization's security.

There are 9 parts to the implementation of an information security program, these are constructing an information security team, work out where and what assets there are that the system being developed needs to protect, asses risk, manage the risk, develop a plan to mitigate the effects if the system fails, ensure management of 3rd parties, apply the security system, ensure the staff are trained in the new system policy, and finally regularly reevaluate the system to ensure the risk to the data is properly assessed and managed[13]

When creating an information security team it is important to consider who is needed for the implementation of the new systems suggestions to be implemented, these groups are the developers who are trained in the creation of the security system, and Management who are responsible for evaluating if the task performed are worth mitigating the risks for the cost to implement the systems. These individuals develop the basic framework that the security system is created from[13]

Next for the implementation of an information security system, the current existing system needs to have a risk assessment. This is to find the flaws within the current existing information system, and identify what data is vulnerable in the event of a data leak/breach. Risk management is a part of this process and it's where the business decides whether or not a risk is worth taking based on factors such as the cost to implement.

The next part of the implementation of an information security system is the creation of an implementation plan that can be applied to the computer network, in the event the security system fails, and data is exposed.

Additionally management of third parties is important if it is being applied to an organisation's data storage, using services from other companies such as microsoft or google.

Finally the system needs to be applied to the organizations existing information infrastructure and ensure existing staff understand the changes to the organization data and computer usage policies.
[bookmark: _smypyg7iha9r]Information security maintenance
Information security maintenance covers and protects processes that cover integrity, availability and confidentiality of assets on the organisation's network[19] this can be focused on via the implementation of a system such as the CIA triad for a basic outlined policy that covers Integrity, availability and Confidentiality of data[4].

Integrity of assets is the insurance of the protection of assets and data on an organization's network, this covers the procedures in place to ensure data is protected, such as backup systems, these need to be inspected and maintained to ensure the business is able to recover from disasters such as fires in the event that data gets destroyed[6].

Availability of assets is the availability of the data on a computer system, when operating it is important for information security that all needed information is available to the members of the organization, if the needed information is unavailable to the people who need it, the organization's performance of the organization will suffer[6].

Confidentiality of assets are the levels of access an individual needs to access the relevant information, some information needs low levels of access while higher profile information may require specified minimum levels to access[6].
[bookmark: _jw89jh672r9d]Intrusion detection methods
Intrusion detection methods are methods for the detection of an unauthorized individual gaining access to the network.

Intrusion detection methods are systems made up of different tracking software to detect an unauthorized intrusion into the computer system, its goal is to detect and stop unauthorized behaviours from the computer system[20].

There are many different types of intrusion detection systems some of these are a Network intrusion detection system. A network node intrusion detection system and a host intrusion detection system[20].

Network intrusion detection system is designed to detect intruders who have unauthorized access to a network, this system works by analysing inbound and outbound traffic, this allows for real time detection of unauthorized usage of the network, there are a couple of major downsides to this system, these are that they need to be installed on dedicated hardware and is more likely to have a false negative when there is heavy traffic[20].

A network node intrusion detection system is a variant of the previous network intrusion system, the benefits to this system are that it allows for higher detection speeds and takes up less resources on a computer compared to the network intrusion system. However unlike the normal network intrusion detection system the network node detection system requires a new install on each server within the network, taking longer to install compared to a Network intrusion detection system[20].

a host intrusion detection system is when the network node software is installed onto every computer within the computer network, the advantage to this is that, it can pinpoint the exact device the intruder got into the system on, and can notify thee administrators if important files are deleted, they are especially good at detecting bad actors internally within the organization[20].
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[bookmark: _mw6t149uszq0]Task 2 - case scenario
For the second part of this assignment I am tasked to using knowledge researched from task 1, develop an information security system approach designed to combat cyberthreats and protect CyStresSolution (CSS)’s data.	
 	
[bookmark: _gmpcqp8fajbn]Organization structure
This section outlines the information security roles individuals at CSS have, and what should be available to them at their position in the organization, and what three roles in the implementation of these policies will be[13].

The roles outlined below are upper management and the roles thee individual will have in communications and implementation of the policy for CSS

The chief information officer is the senior technology officer who will have the main responsibility for advising executives on strategic planning and approval for implementation of new aspects/ amendments to the policy.

There should also be a chief information security officer whose main role is to assess, manage and implement additions to CSS organization security and new aspects, they should be reporting this information directly to the chief information officer.

CSS should also  implement a team of individuals with experience in different technical aspects, some critical roles CSS will need to hire are a team leader, who will be managing this team of professionals.

Security policy developers will be needed to create and develop the outlined suggestions for additions to CSS security policies and implement them, risk assessment specialists will be needed to assess the risks present to the CSS data and evaluate if the risk is worth implementing a fix within the network or systems for.

Furthermore it is useful for CSS to hire security professionals who are trained to improve their organizations security both on the network and physically. Finally a system administrator will be needed to ensure the computer network is functioning correctly.
[bookmark: _o813gldgobgz]Policies and procedures
I suggest for CSS to implement policies that focus on ensuring the staff reduce risk to the computer systems, this new set of internal policies should effectively improve the organizations ability to effectively reduce the security risk that staff members may create on the internal network.

The new policy that CSS should implement should also ensure that it has good integrity of data, high availability, and maintains assets confidentiality [19], this will improve CSS digital data that they have stored on the network

Furthermore CSS should ensure that the Staff members only have access to the data they should have access to[12] furthermore, CSS should ensure that 3rd parties that have access to the organization's data are managed and maintained to a set standard, for the protection of CSS internal data.

Whilst covered in Governance, CSS needs to implement a computer misuse policy that outline what misuse is for there computer systems, and outline punishment as non major violations of this policy [23]

CSS should also implement security systems within this policy such as a Firewall, which will filter out external access attempts, that the firewall flags as suspicious, this will Reduce the risk of a external attack on CSS data, and protect the computers in the event the staff are misusing the CSS computers[17].

CSS needs to ensure that the data they store from there users stays private, therefore it should be outlined within there policy that staff are unable to access the data that customers store on there services, if this is not done it is a violation of the GDPR legislation [21]

To further improve the organizations physical security a physical computer policy should be implemented, the goal of this policy is to prevent unauthorised access to the computers, via making it organisation policy to have staff sign out of computers and log in when they need to access the computer, prevents another employee from accessing data they are unauthorized to access.

[bookmark: _jknec7tepio7]Enterprise information security policy
This set of company policies outline CSS basic security that they should implement into their computer architecture, and generic device usage policies, which are outlined below.

The Uk Government provides a basic template that should bee used for the creation of generic policies that effect the organization, some important parts for CSS are described below[22]. 

Some objectives for CSS implementation of there new information security system are that information risks are identified, users have secure access to the information they need for their roles. All obligations for information security are met. These policies are basic policies that are useful for any organization to implement, especially any that use an internal computer network[22].

Furthermore the policy should cover information protection such as the confidentiality of data, the integrity of data and the availability of data[22] this can be done via implementation of a security system such as NIST framework[16] and the CIA triad [5] [6].
[bookmark: _8qayawv5obky]Issue specific security policy
This section of the Information security policy covers CSS specific policies relating to specific things under the organizations control such as emails and the computer misuse act.

The computer misuse act outlines violations for computer misuse, therefore it should be used for the definition of violation of the CSS computer misuse policy, the act specifies that unauthorized access to computer material is against the law for individuals, as well as intentionally causing damage to the organization's computer systems [23].

Other policy implementations include email policies that standardise the email service usage internally, and how to appropriately use it within the workplace.
[bookmark: _sc7pn0v6hl09]System specific policies
System specific policies cover aspects of CSS internal computer systems as well as physical or digital aspects that the policy moderates and controls, these include, policies for the management, access and distribution of data on the computer network
[bookmark: _s84i76qlub15]Compliance
In order for the CSS new network system to comply with the legal standards they should refer to the NIST framework to outline a minimum standard for the implementation of the security network.

The NIST framework outlines a minimum set of standards that when applied to the network, will provide it with a basic level of security, it should be noted that for CSS application of this it would be beneficial to have additional higher standards applied on top of the base NIST framework[16].

The first part of the NIST framework outlines the governance that CSS needs to implement to improve information security, this part of the framework focuses on risk management[16].

The next part of the NIST framework focuses on Identify, this is the identification and cataloging of threats present to CSS data security system[16]

The next aspect is protect which focuses on the identification implementation of the improvements to the security system, CSS should ensure the goal of this aspect is reached this should be focused on, via methods that reinforce the security of the data, this includes securing the hardware,  software and services of both the physical systems and the data on the network[16]

The final three aspects of the NIST framework are detect, respond and recover[16].

Detect outlines for CSS to create and implement systems, using analysis from other incidents to create systems that remove vulnerable parts of the information system[16], and create systems designed to detect when breaches occur, such as implementation of analysis software such as a network node intrusion detection system[20].

Respond focuses on details how CSS plans to respond in the event of a data breach, responds goal should be to minimize damage to the network, and CSS reputation as well as plans that are implemented here to minimise potential damage during the attack[16]

The final part of the NIST framework is recover, recover details how CSS plans to restore data affected by a cyberattack, furthermore, recover ensures that CSS will not be majorly affected and damage is minimised[16] 
.
The NIST framework as described here can assist in improving CSS security of their internal computer systems, as well as their data, and clients data.
[bookmark: _iw14bmxph661]Governance
The goal of this segment is to improve CSS understanding of the governance involving information security and additionally ensure the currently implemented and proposed additions to the security system are compliant with legal legislation such as GDPR. It is important that CSS focuses on being compliant with GDPR [21] as if they are in violation with this legislation they can see a Large fine depending on the severity of the violation.

Furthermore GDPR laws have coverage for the protection of individuals personal data, and there are aspects to this. The most important ones are the purpose limitation, accuracy and accountability[21].

Under GDPR CSS will be held accountable for the data compromised in the event of a data breach, as a result it is important that the implementation for their new security system covers and secures the personal data that they store[21].

The business needs to ensure that implemented into their computer systems are the minimum security requirements outlined within the GDPR legislation[21].
[bookmark: _ixv6bil4tzy8]Risk Management
The goals of the CSS new cyber security system should be to analyse the risks present and reduce the impact that may have on the computer systems. One of these systems is the identification of risks and threats present internally within the organization and externally.

One implementation CSS can undertake for the management of risk is the development of action plans that outline what will occur and what will occur in the event an issue such as a data breach occurs.

One implementation is the usage of external backup systems, so in the event the server data is destroyed in an event such as a fire, or internal attack the lost data can be restored to a prior point in the network.

Furthermore, to reduce risk implementation of security policies such as firewalls can reduce the risk of a cyberattack occurring [17].

Physical security implementations should also be implemented, in order to improve CSS coverage from attacks from bad actors.

One physical implementation is the implementation of keycards, this improves CSS physical security by Restricting staff members access to parts of the organization they don't need to access, such as the server room and financing areas, this prevents unauthorized access to parts of the organization's internal network[1][2].
[bookmark: _79jcxpseatbu]Contingencies planning
CSS needs to create a plan for the event of a security breach and develop a response plan that can be applied to the network to reduce the potential damage a security breach can cause.
[bookmark: _wqjfs9hheiry][bookmark: _wqjfs9hheiry]
[bookmark: _9zyfzbsmjwvh]Protection mechanisms
For protection mechanisms I suggest CSS to implement asymmetric encryption on the data they store within the network. This will improve the network's data security as without the decryption data, it is nearly impossible to decrypt the data[9].

Asymmetric encryption works via, using two unique encryption keys, one can encrypt data and the other can only decrypt data, this allows for secure file transfer between the two machines on the computer network[9] [10]. CSS can apply this so that in the event of a cyberattack such as a man in the middle attack, the stolen data will be unreadable.
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Another suggestion for CSS to implement is an intrusion detection system onto the data server they store the clients data on, this will allow them to have a fast response to unauthorized intrusions on the network. 

I recommend specifically for CSS to implement a network node intrusion detection system, as it provides a fast response time to a cyberattack [20]



Additionally a network node intrusion detection system will  improve CSS ability to efficiently use the system, as it is less resource intensive compared to other systems, allowing less high end systems to be able to run the detection program[20].

However the downside is that it is more time consuming and possibly more expensive to install as the system needs to be installed onto each machine within the network. Despite this I think the benefits to this system are more effective than the downside[20].

[bookmark: _xvf93ogqqsqd][bookmark: _xvf93ogqqsqd]
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