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[bookmark: _Toc506402284]Passwords
Swansea: Pa555w0rd or P@ssw0rd or P@ssword
Cardiff: Pa55w0rd 
New Cardiff password: P@55w0rd
Lab01: P@ssw0rd
FQDN Forest Password: Pa55w0rd
Alias Name for Swansea Virtual Directory: test
















[bookmark: _Toc506402285]Worksheet 1 – Facilitating a Virtualised Remote Network Infrastructure Utilising Type 1 Hypervisor software, and the RRAS (Routing Remote Access Service)

[bookmark: _Toc506402286]Task 1 – Verifying no Connection
[image: ]
Cardiff Server Task: Enabling Routing and Remote Access

[bookmark: _Toc506402287]Task 2 – Enabling the Routing and Remote Access Service on a Server
Cardiff Server Task: Enabling Routing and Remote Access on the Cardiff server in order to set routes to Swansea and lab.
[image: ]

[image: ]
Task 2 complete Cardiff to Swansea ping, success, this shows it works even though we do not know the route. It could have failed, assuming it’s static.
[image: ]
Lab 01 pinging Cardiff. Successful also, if it failed would need to route statically.
[bookmark: _Toc506402288]Task 3 – Add Routing Protocols on the Server and Add Two Routing Interfaces to the Routing Protocol on the Server
[image: ]
Task 3 Routing protocols, routed two routing interfaces on the server: Networks 0 and 11.
Showing setting up of the routes manually rather than relying on the routes working with us, by default.
[image: ]
Pinging Swansea and Lab 01, successful.
[bookmark: _Toc506402289]Task 4 – Learning about Local Area Network Routing
[image: ]
Swansea Route Print results are that interface 192.168.11.2 (Swansea) can be accessed through gateway 192.168.11.1, On link means that the addresses can be directly reachable, no need to be routed.
[image: ]
Lab 01 Route Print results show that interface 192.168.0.3 (Lab-01-01) can be accessed through gateway 192.168.0.1. It can also can be accessed directly. Destination 192.168.0.3 directly reachable to interface 192.168.0.3
[image: ]
Cardiff Route Print results show that destinations 192.168.0.1(Cardiff) and 192.168.11.1 can be accessed directly.
[bookmark: _Toc506402290]Task 5 – Additional Observation Tasks
[bookmark: _Toc506402291]Benefits of Type 1 Hypervisor
Hypervisors are used for virtualisation, which is where a virtual machine will receive a small portion of the computer’s hardware and the capability of using multiple operation systems on one computer. Virtualisation is usually achieved by using a type 1 and type 2 hypervisor, type 1 directly runs off the computer’s hardware and type 2 executes on a host operating system. 
“Type 1 hypervisors directly interface with the system hardware. All operating systems run inside a virtual machine. There is usually a special, privileged virtual machine that can manage the others”[1], they are primarily used for cloud computing and to monitor other guest operating systems. “Type 1 hypervisor, the only services the hypervisor provides is a very basic management console with no ability to run applications in parallel, it can only be used as a hypervisor.”[2].
[image: ] Figure 1 - Type 1 hypervisor[1]
Benefits of type 1 hypervisor are:
· Faster than type 2 as they run on bare metal.
· More secure than type 2 hypervisors
· Depending on which hypervisor application you use, cheaper than type 2 hypervisors
· If a virtual machine just happens to break, then it does not affect the other virtual machines.
· Scalability
· “Increase hardware utilization and dramatically decreases capital and operating cost by sharing hardware resources across a large number of virtual machines that run side-by-side on the same server.”[3]
There is a plethora of type 1 hypervisors to choose from, these are the preferred options:
· VMware vSphere/ ESXi
· Microsoft Windows Server 2012 Hyper-V
· Xen/ Citrix XenServer
· Red Hat Enterprise Virtualisation (RHEV)
[bookmark: _Toc506402292]Role of Routers
A router is designed to be an intermediary, the job of a router is a device which connect and pushes forward data packets between multiple computers and networks. A router “matches the packet’s destination address to a route in its routing table. This route specifies the interface through which the router must forward the packet in order for the packet to reach its destination.”[4]. Routers are primarily known as layer-3 devices, which is a multi-layered model that knows the address of other nearby nodes within the network, “as routers process logical addressing information in the Network header of a packet (such as IP addresses).”[5]
[bookmark: _Toc506402293]Routing Protocols and their benefits
Routing protocols are guidelines which are used by devices, mainly routers to establish the ideal path to forward data packets to the defined destination. There are two main routing protocols, Static and Dynamic routing.
Static routing is when the routes are usually manually assigned, “When you enter a static route, you specify the destination network address and subnet mask and either the next-hop address or forwarding interface for that destination.”[4].
Dynamic routing is where routers are used to identify the most ideal and redundant path for the routes, “Routers can also construct their routing tables using dynamic routing protocols”[4]. The routers essentially communicate with one another and trade routes, learn from one another and the networks that they connect to.
Benefits of Static routing:
· More ideal for smaller network than dynamic
· Highly secure
· Foreseeable, easier to track movements and what happens with the routes
· No algorithm with Static routing
Benefits of Dynamic routing:
· More ideal for larger networks with multiple components and devices
· Updates constantly and consistently
· Communicates with other devices, so you know the destination and the next router in the sequence
· Less work needs to be done with this type of routing
[bookmark: _Toc506402294]Overview of Routing Tables
Routing tables are guidelines and used to follow and determine where data packets are received and sent from by looking at the IP addresses. “IP routers do a routing lookup in a routing table to determine where IP datagrams are to be forwarded. The result of the operation is the next hop on the path to- wards the destination. An entry in a routing table is conceptually an arbitrary length prefix with associated next-hop information.”[6].
“More precisely, given a routing table that provides forwarding information for IP addresses using longest prefix match, the algorithm produces a new routing table that a) has the same forwarding behavior and b) has the least possible number of entries.”[7]
The routing table shows the following:
· Subnet mask – allows flow of traffic between devices
· Host router – the IP address of that router
· Interface – the IP address of the destination
In summary, the routing table is a list that is made by the router to show the administrator which networks are known on the network, when a data packet is sent or received the router will then look on the routing table to see if the information is stored if not, then it will add it to the routing table.
[bookmark: _Toc506402295]Subnet mask
A subnet mask is used to partition the IP address into two parts, network and host addresses. The subnet mask is vital as it allows the router to do its job correctly. “A subnet mask is a 32-bit value that allows the recipient of IP packets to distinguish the network ID portion of the IP address from the host ID portion of the IP address.”[8]. A router can identify the next-hop in the sequence for the data packet, if the subnet mask is directly connected to the next router in the sequence then the router knows that is the data packets destination.
[bookmark: _Toc506402296]Worksheet 2 – Routing and Remote Access Services in Windows Server: ARP, Managing TCP/IP & ICMP Operations using Packet Filtering

[bookmark: _Toc506402297]Task 1 – Using the ARP Protocol to obtain Physical/Logical Network Node information
[image: ]
Command prompt ARP –A. 
Shows entries being updated as more servers are connected to, mapping logical IP Addresses to Physical Addresses of Network interfaces.
[bookmark: _Toc506402298]Task 2 – Permitted TCP and ICMP Operations
[image: ]
Web Server IIS
[image: ]
Password is P@ssw0rd
[image: ]
Port 21
[image: ]
Instructions as for ‘my computer’ but it means This PC.
[image: ]
This is the C file
[image: ]
ftp for Swansea IP Address
[image: ]
Successful ftpuser login. (Error caused by different keyboard configuration)
Showing successful ftp function testing, logon to ftpuser works.
[bookmark: _Toc506402299]Task 3 – Restricting ICMP Operations Using IP Packet Filtering with the Windows 2012 Server Routing and Remote Access Service
[image: ]
Remote Access


[image: ]
Stopping the client from pinging a particular network host.
[bookmark: _Toc506402300]Task 4 – Restricting TCP Operations Using IP Packet Filtering with the Windows 2003 Server Routing and Remote Access Service

[image: ]
Receive all packets.
[image: ]
Failing to ping Swansea. Succeeding to ping Cardiff shows that the Inbound filter works.

[image: ]
Setting outbound filter from Cardiff to Swansea.
[image: ]
Failing to ping Swansea from Cardiff shows the filters work.
[image: ]
Setting up the inbound filter on Network filter.
[image: ]
Accessing Swansea from Cardiff Router successfully .
[image: ]
Failing to ping from Lab shows that the filter works.
[image: ]
Inbound filter blocking access to the ftp server only from Cardiff.
[image: ]
Cardiff unable to access ftp server.

[image: ]
Lab 01 can access the ftp server.
[bookmark: _Toc506402301]Task 5 – Exercise
IPSEC can block pings, built in**** read more into it.

[bookmark: _Toc506402302]Task 6 – Observational Tasks
[bookmark: _Toc506402303]ARP Process
ARP process which means Address Resolution Protocol is where an IP address cannot be found, so the ARP process tries to map an IP address to a physical address within the network, this is achieved by sending a broadcast packet to the unrecognized IP address and finds out where and who the IP address belongs to.
[image: ]Figure 2 - Simple ARP Process [9]
“When the destination device lies on a remote network, one beyond another Layer 3 device, the process is the same except that the sending device sends an ARP request for the MAC address of the default gateway.”[9]. When the ARP process initiates, the request messages are there to broadcast to find what IP address is for what physical device, “the source node broadcasts an ARP request packet which asks about the MAC address of the owner of the IP address. This request is received by all nodes inside the LAN. The node that owns this IP address replies with its MAC address”[10].
[image: ]
Figure 3 - Communication in LAN using ARP [11]
[bookmark: _Toc506402304]Packet Filtering and their benefits
Packet filtering is where data packets are either passed or blocked depending on their destination, source, protocols and port addresses. “The firewall keeps no state. The filtering decision is made separately for every packet, and does not take into account any earlier decisions made on related packets.”[12]. “Depending on the packet and the rule, the firewall can drop the packet, forward it, or send a message to the Source.”[13]
Overview of packet filtering:
· Immune to user applications that could hinder or make changes to the data
· Redundancy
· Highly scalable
· Low level of security
· High level of performance
[image: ]Figure 4 - Packet filtering firewall [13]
“Both input and output filters can be defined for each interface, it is possible to create contradictory filters. For example, the input filter on one interface allows the inbound traffic, but the output filter on the other interface does not allow the outbound traffic. The result is that the desired traffic is not passed across the router.”[14]
[bookmark: _Toc506402305]Server benefits in local and remote context 
Servers can provide a multitude of functions/services, some of these services are as followed:
· Shared data
· Shared resources amongst several clientele
· Executing computational tasks
[bookmark: _Toc506402306]Worksheet 3 – TCP/IP Configuration using DCHP (Dynamic Host Control Protocol)

[bookmark: _Toc506402307]Task 1 – Understanding Different TCP/IP Configurations
[image: ]
This is the release and renew. Clearing and configuring the IP address.
[image: ]
Can’t find the DHCP server.
[image: ]
Pinging Cardiff and Lab 01 servers from Swansea failed.
[bookmark: _Toc506402308]Task 2 – Installing the DHCP Server (Dynamic Host Configuration Protocol)

[image: ]
Installing DHCP Server
[bookmark: _Toc506402309]Task 3 – Authorising the DHCP Server

[image: ]
Authorized Cardiff DHCP server, meant to show green arrows, does this count? Yes it does, different version but means the same thing.
[bookmark: _Toc506402310]Task 4 – DHCP Scopes

[image: ]
PART A: created a DHCP scope on the 0 Network.
[image: ]
PART B: DHCP Client obtains IP Address from Swansea.
[bookmark: _Toc506402311]Task 5 – Configuring DHCP Reservations

[image: ]
Created a lease in Cardiff for Swansea IP. (Reservation made)
[image: ]
Physical address in the Windows 7 client.
[image: ]
Made Lab-01-01 reservation in Cardiff server
[image: ]
Ipconfig testing results in Windows 7 (Lab 01 01) client using the 192.168.0.5 address.
[image: ]
Changed IP Address of Lab 01 01 Reservation to 192.168.0.3.
[image: ]
IP Config testing from Windows 7 client, no change to IP address.
[bookmark: _Toc506402312]Task 6 – Observational Tasks
[bookmark: _Toc506402313]DHCP role
The role of a DHCP server is to automatically distribute the host IP with its own IP address, it allocates requested devices their own dynamic or manual IP addresses. “DHCP (Dynamic Host Configuration Protocol) automates the process of configuring the network parameters of network devices” [15]. 
[image: ]Figure 5 - Basic DHCP Scenario [15]
“If a compute leaves the network ‘abruptly’ and does not return the IP address that it was using, that IP address is lost for any further assignment.”[16], the role of the DHCP in this network is too allocate an IP address to each host IP address.
[bookmark: _Toc506402314]Dynamically configured TCP/IP
Manually assigned IP addresses can cause a few problems, duplicating IP address, configuring the wrong subnet masks and incorrectly input wrong parameters for TCP and IP configuration. “TCP/IP configuration was basically a manual process before the DHCP protocol was introduced. One of the main disadvantages of manually assigning IP addresses to hundreds of computers is that it could result in the assigned IP addresses not being unique”[17].
Advantages of dynamically configuration of TCP/IP addresses:
· Security
· Cost efficient
· All the work is done by DHCP
Disadvantages of dynamically configuration of TCP/IP addresses:
· Not reliable
· Failure of a network
[bookmark: _Toc506402315]4 stage process DHCP obtaining IP addresses
The process of a DHCP server obtaining an IP address is also called DHCP lease, where the DHCP client requests an IP address. There are 4 stages to this process:
· DHCP Discover
· DHCP Offer
· DHCP Request
· DHCP Ack (Acknowledge)
DHCP Discover is when a server receives a request to obtain an IP address, the server then allocates a new address to the request from a pool of addresses that are available. “The DHCP Discover message is a broadcast packet that is sent over the network, requesting for a DHCP server to respond to it.”[17].
DHCP Offer is when a lease offer is being made after receiving the DHCP discover request, “A DHCP server that is listening on that subnet then replies with an offer message, which contains the client’s MAC address, the offered IP address, the duration of the lease, and other specific configuration information”[18].
DHCP Request is where a response has been made to the DHCP Offer from a server, “Client response to servers either requesting offered parameters from one server and implicitly declining offers from all others, confirming correctness of previously allocated address after, e.g. system reboot, or extending the lease on a particular network address.”[17].
DHCP Ack is a message sent by the server to response of DHCP Request, this stage is for the server to state that the request has been received and that the server acknowledges it. “Server to client with configuration parameters, including committed network address”[15]
[image: ]Figure 6 - DHCP request process[19][image: ]Figure 7 - DHCP Protocol[15]


[bookmark: _Toc506402316]Advantages of a relay agent
A relay agent is used where DHCP sends data packets between host and clients, also used for receiving and sending messages between client and hosts on remote networks. “When DHCP clients and associated servers do not reside on the same IP network or subnet, a DHCP relay agent can transfer DHCP messages between them.”[20]. DHCP relay agents act as a gateway for DHCP traffic to access server/client. “These relay agents are configured with the parameters necessary for generating cryptographic checksums of the data in the DHCP messages that they forward to DHCP servers.”[21]

Advantages of DHCP relay agent:
· Supported for a numerous amount of interfaces
· DHCP clients can share IP addresses
· Abolish wasted IP addresses for clients on configured on the same interfaces
· Removes unwarranted hosts, uses a dynamic relay agent
[image: ]Figure 8 - DHCP message exchange with a DHCP relay agent. [22]
[bookmark: _Toc506402317]Worksheet 4 – Name Resolution using the Domain Name Service (DNS)

[bookmark: _Toc506402318]Task 1 – Understanding DNS operation; Planning and deploying DNS

[image: ]
Installing the “Active Directory Domain Services” role.
[image: ]

[image: ]

[image: ]
[image: ]
Domain changed on Lab 01 to nwtraders.msft. The same has been done on the Swansea Server.

[image: ]
Named computers on the domain on Cardiff Server
[image: ]
Named Domain controller on Cardiff server
[image: ]
Hostname shown above. (Cardiff)
[image: ]
Full computer name (fully qualified domain name) On Cardiff Server.
[image: ]
Full computer name (fully qualified domain name) on Swansea Server
[image: ]
This is how the server could be made a client of itself.
[image: ]

Configured the Swansea DNS server to use a DNS forwarder.
[image: ]
Unsure what happened here, tried updating the root hints for Cardiff.
[image: ]
Cleared the cash and set up the DNS forwarder.
[bookmark: _Toc506402319]Task 2 – Storing and Maintaining DNS Data

[image: ]
Configuring the DNS zone.
[image: ]
This error is just a warning, no need to worry over it.
[image: ]
Creating the forward look up zone on the primary look up zone
[image: ]
Similar error, same message, ignore.
[bookmark: _Toc506402320]Task 3 – DNS Application

[image: ]
Creating virtual directory on Swansea Server.
[image: ]
Allow users permission to modify properties.
[image: ]
Setting test as the default IIS page. ‘test’ file is at the top.
To test the service, we use the following code:
<html>
<header><title>This is title</title></header>
<body>
Hello world
</body>
</html>
[bookmark: _Toc506402321]Task 4 – Observational tasks
[bookmark: _Toc506402322]Process of resolving a name to an IP Address
The process of resolving a name to an IP address is called DNS name resolution, “While the concept of name resolution is relatively simple, the overall system is complex and its effects far-reaching. Name resolution for a domain is often dependent on servers well outside the control of the domain’s owner and managed by third parties”[23]. This process maps an unmapped domain to an IP address, “a name server works on the domain name segment by segment, from highest-level domain appearing on the right, to lowest-level domain on the left”[24].
[bookmark: _Toc506402323]Recursive Query and Iterative Query
There are two techniques to eventually allocate the IP address to a domain, these are called Iterative and Recursive resolutions, they differ by how they assign the IP address and what steps either of them take. 
Iterative resolution “requests that the receiving DNS respond directly to the DNS client with the IP address of the next DNS server in the hierarchy”[25].
[image: ]Figure 9 - Iterative DNS Name Resolution[26]
Recursive resolution “requests that the receiving DNS server resolve the entire request itself.”[25]. “a client sends a recursive request to a name server, the server responds back with the answer if it has the information sought.”[26].
[image: ]Figure 10 - Recursive DNS Name Resolution. [26]
[bookmark: _Toc506402324]Root hints and the process to resolve names
Root hints are hints files that hold certain information regarding the host, it contains a plethora of IP addresses of servers. “Operators who manage a DNS recursive resolver typically need to configure a root hints file. This file contains the names and IP addresses of the root zone, so the software can bootstrap the DNS resolution process. For many pieces of software, this list comes built into the software.”[27]. “It is not considered authoritative information, but only hints for the locations of the root zone servers”[28]
[bookmark: _Toc506402325]FQDN of this host
The Fully qualified domain name on this host is nwtraders.msft as stated in the screenshots above. On the Swansea server it is, Swansea.nwtraders.msft and on the Cardiff server it is, Cardiff.nwtraders.msft. FQDN or usually known as Fully Qualified Domain name is a name for a single device/computer or host. It is usually made of two parts, “Left of the @ is the "local" part, right of the "@" is the domain part”[29].
[bookmark: _Toc506402326]DNS Zones are used in DNS
DNS zones are a single domain within the domain name system, “A zone consists of a group of linked nodes served by an authoritative DNS name server (the final authority in providing information about a set of domains).”[24].
“A zone usually has an authoritative nameserver, often more than one. In an organization, you can have many nameservers, but Internet clients can query only those that the root nameservers know. The other nameservers answer internal queries only.”[30]. 
[image: ]Figure 11 - DNS Zones[24]
“A zone contains domain names starting at a particular point in the tree (“Start Of Authority”) to the end node or to a point in the tree where another host has authority for the names.”[24].
[bookmark: _Toc506402327]Worksheet 5 – Evaluation of clustering strategies
As technology keeps evolving to newer heights, it can be quite a problem from the hardware perspective of things, considerably difficult to maintain the same pace as other areas in some fields, as most fields nowadays adopt technology heavily in their day to day business. Most applications these days are business critical and as hardware isn’t getting as powerful as need be (Moore’s Law), the applications should not be run on one single physical machine, for vary of reasons. If any of these problems occur as a business, this could cost business a fortune to fix and also they business would be losing money whilst these problems occur. 
· Can’t evenly spread the workload amongst multiple machines
· Security reasons
· There’s no backup available
“Each approach evolved rapidly and converged so that each borrowed techniques from another. Many researchers believe the way of the future to be a combination of the various approaches”[31].
A solution to this is to multiple network computer to evenly spread the workload amongst multiple machines, by doing this would add redundancy and fault tolerance which means the system can carry on running when one aspect of the system fails. The reasoning for doing this is as hardware isn’t getting any ‘faster’, mainly CPU’s, as this is the case CPU’s have become more ‘parallel’ which means “a parallel computer can be characterized as a collection of processing elements that can communicate and cooperate to solve large problems fast”[32]. With this allows spread of the workload, some computational problems cannot be split up, which makes this redundant which is not is supposed to happen, some applications can use parallelism, but not everything. Applications like SISD algorithms and atomic operations cannot be made parallel.
Clustering is considered an addition to parallelism, “A cluster is a type of parallel or distributed computer system, which consists of a collection of interconnected stand-alone computers working together as a single integrated computing resource”[33]. By having multiple physical machines connected simultaneously, they can work on a range of tasks achieving the outcome faster.
[image: ]Figure 12 - Cluster Architecture[33]
The usual main types of clusters:
· High performance computing also known as ‘Compute’
· Fail-over
High performance computing is where they take a large computational problem… “High performance computing use a large amount of memory. As computers are getting faster, the size of problems they tend to operate on also goes up. The trouble is that when you want to solve these problems at high speeds, you need a memory system that is large, yet at the same time fast - a big challenge”.[34]. Used mainly for scientific purposes, to predict weather as an example, on the fore-front of scientific benefits (medicine etc.).
Fail-over is used mainly as a backup to certain applications that if failed would cause problems, if a piece of hardware fails the application/system would not go offline, highly redundant. Failover clusters are mainly used in cloud computing, they are used to host type 1 hypervisor which allow virtual machines to essentially break on a server, but as there are many of them nothing will go offline and are allowed to break. “If such an event occurs, Failover Clustering ensures that the virtual machine is relocated and restarted on another node in the cluster. This eliminates situations where unmanaged storage failures would not be detected and where virtual machines resources may become unavailable.”[35].
[image: ]Figure 13 - failover cluster[36]
Failover cluster is mainly about redundancy, giving the system some leeway to break and not affect the system as a whole. With failover clusters, they require certain hardware specifications with precise rules, these are as followed:
· 2-8 servers
· The hardware in these servers must be identical
· All within the same domain
· 2+ Switches
· By having 1 switch, if it break the entire system will break along with it
· 2+ Storage Area Networks
· Holds memory, hard drives
· Redundancy with hard drives worked through RAID
RAID is used to increase performance of a system by utilizing the hard drives in that setup, but as it is hardware, hard drives fail a lot. The older they become the more likelihood of them failing is higher, depending on the RAID level your system may be inclined to use, hard drives in a RAID setup are combined to become one single drive.
Failover process is where information is written to the SAN where all servers can access the information, when the process occurs a ‘migration’ gets triggered which means the server has become overloaded and has suffered a hardware or software failure and cannot continue. “The following is an overview of the Auto Update process in failover configurations. This process assumes that failover is enabled and operational. The Auto Update process cannot occur if the units are synchronizing configurations, if the standby unit is in the failed state for any reason other than SSM card failure, or if the failover link is down.”[37]
[image: ]Figure 14 - network failover
Quorum essentially tells us how many failures can happen to the cluster before the cluster itself fails, too many failures and the cluster will become inactive. The quorum itself holds some basic cluster in its configuration. Quorum has four main configurations:
· Node majority, every node has just 1 vote.
· Node and disk majority, each node and the disk witness gets 1 vote.
· Node and file share majority, exactly the same as the previous disk majority only using a file share.
· No majority, disk only, in this instance only the disk has a vote.
The purpose of these configurations are to ensure that if something goes wrong, the cluster will continue as is.
The ideal cluster strategy for a 3 tier web development system would be to implement the failover cluster than the high performance computing cluster. The reason why the failover cluster is better suited in this scenario is that the failover cluster allows more leeway in possible mishaps, if the main purpose of the system is for web development then having customers access a downed website would not look good on the business and customers will go elsewhere.
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icrosoft Windous LUersion 6.3.96081
[c> 2813 Microsoft Corporation. A1l rights reserved.

\Users\Adninistrator>ftp 1P 192.168.11.2

ransfers files to and from a_computer running an FTP server service
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Use any local interface when binding data connection.
login as_anonymous.
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default transfer buffer size of 65535.

Specifies the host name or IP address of the remote
host to connect to.
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- Use Control-C to abort commands.
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:\Users\Adninistrator>ftp 192.168.11.2

onnected to 192.168.11.2.
20 Microsoft FIP Service
ser <192.168.11.2:Cnone>.
31 Passuord required

30 User logged in.
to> bye

21 Goodhye .

:\Users\Adninistrator>

suanseaftpuser
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Fiteracton;
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:\Users\groups>ping 192.168.11.2

inging 192.168.11.2 uith 32 bytes of data:
equest tined out.
equest tined out.
equest tined out.
equest tined out.

ing statistics for 192.168.11.2
Packets: Sent = 4, Received

8. Lost = 4 (1882 loss).
:\Users\groups>ping 192.168.11.1

inging 192.168.11.1 uith 32 bytes of data:
eply From 192.168111.1: bytes=32 time=85ns TTL=127
eply from 1921168111 1: bytes=32 time<ins IT

eply from 1921168111 1: bytes=32 time=ins IT
eply From 192116811113 bytes=32 time<ins TT

ing statistics for 192.168.11.1
Packets: Sent = 4, Received - 4, Lost = @ <O lose,
poroxinate round trip times in milli-seconds
Mininum = Ons, Maxinum = 85ms, Average = Zims

:\Users\groups>





image23.png




image24.png
icrosoft Windous LUersion 6.3.96081
[c> 2813 Microsoft Corporation. A1l rights

\Users\Adninistrator>ftp 192.168.11.2
onnected to 192.168.11.2.
£20 Microsoft FIP Service

ser <192.168.11.2:Chone)>: hye
onnection closed by remote host.

\Users\Adninistrator>ftp 192.168.11.2
onnected to 192.168.11.2.
£20 Microsoft FIP Service

ser <192.168.11.2:Cnone)>: hye
331 Passuord reqlired
[Passuord: ~C

“\Users\Administrator>ftp 192.168.11.2
onnected to 192.168.11.2.
£20 Microsoft FIP Service

ser <192.168.11.2:Chone)>: °C
:\Users\Administrator>ftp 192.168.11.2

c
{\Users\Adninistrator>_

reserved.
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icrosoft Windous LUersion 6.3.96081
[c> 2813 Microsoft Corporation. A1l rights reserved.

\Users\Adninistrator>ftp 192.168.11.2
> ftp: connect :Connection timéd out

\Users\Adninistrator>ftp 192.168.11.2
> ftp: connect :Connection timéd out

\Users\Adninistrator>ftp 192.168.11.2
onnected to 192.168.11.2.

£20 Microsoft FIP Service

ser <192.168.11.2:Cnone>>
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:\Users\groups>ftp 192.168.11.2
tp>
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Administrator: Command Prompt - ftp 1¢
icrosoft Yindows [Uersion 6-3-96081
(53613 Microsort Corporation. ALl rights reserved.

\Users\Adninistrator>ftp 192.168.11.2
> fep: connect :Connection timéd out
Fen>
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:\Users\groupE>ftp 192.168.11.2
onnected to 192.168.1

20 Microsoft FIP Service
ser <192.168.11.2:Cnone>.
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\Users\Adninistrator>ipcont ig/release
indous IP Configuration

he operation failed as no adapter is in the state permissible for
his operation.

:\Users\Adninistrator>ipconf ig/reneu
indous IP Configuration

he operation failed as no adapter is in the state permissible for
his operation.

:\Users\Adninistrator>_
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unnel adapter isatap.(SFCFIESD-B695-49D4-8C3D-2C34BCOBDF3AY :

Media State . . . Media disconnected
Connection-specific DN§ Suffix’

:\Users\Adninistrator>ipconf ig

indous IP Configuration

thernet adapter Ethernet:

Connection-specific DNS Suffix

Link-local IPué Address

Autoconfiguration 1Pud Address 169.254.48.186
Subnot Mask . . » . . ... .. 285.255.0.0
Default Gateway - - - . . . .

unnel adapter isatap.(SFCFIESD-B695-49D4-8C3D-2C34BCOBDF3AY :

Media State . . . Media disconnected
Connection-specific DN§ Suffix’

:\Users\Adninistrator>
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:\Users\Adninistrator>ping 192.168.0.1
inging 192.168 .
NG

with 32 hytes
od. General fa:
od. General fa
ING: transmit failed. General fa
ING: transmit failed. General failure.

ing statistics for 192.168.8.1
Packets: Sent = 4, Received = 8, Lost

4 1807 loss).

\Users\Adninistrator>ping 192.168.8.3
inging 192.168 .
NG

with 32 hytes
od. General fa:
od. General fa
ING: transmit failed. General fa
ING: transmit failed. General failure.

ing statistics for 192.168.8.3
Packets: Sent = 4, Received = 8, Lost

4 1807 loss).

:\Users\Administrator>
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:\Users\Adninistrator>ipconfig /all

indous IP Configuration

Host Name . . . . . .. .....:Suansea
Primary Dns Sufedx’ 111110

Node Type . . . DITITITIT nybeia
IP Routing Enabledl 1 1 11111 :No

WINS Proxy Enabled. © 1 11111 :MNo

thernet adapter Ethernet:

Connection-specific DNS Suffix
Description . . . . .. . .
Physical Address. | . |

Microsoft Hyper-U Netuwork Adapter
00-15-5D-86-03-35

DHCP Enabled. . . Yes
Autoconfiguration Enabied Yos
Link-local IPu6 Address . £080::2962:5ha6 1116f :30hax12(Preferred>

IPud Address. . . - . .
Subnet Mask . .

Lease Obtained.
Lease Expires

192.168.0.2CProferred>
255255255 .0

26" January 2018 94:15:38
83 February 2618 04:15:37

Default Gateuay 192.168.8.1
DHCP Server . . 19216801
DHCPu6 IAID . 201332061

DHCPu6 Client DUiD 00-01-80-01-21-B1-A3-02-08-15-5D-86-03-35

DNS Servers . . . . . . . . . . .

NetBIOS over Tepip. - - - - . . . : Enabled
unnel adapter isatap.(SFCFIESD-B695-49D4-8C3D-2C34BCOBDF3AY :

Media State . . .
Connection-specific DN§ Suffix’
Description . . . . .. . .
Physical fddress. - 1 1 [l
DHCP Enabled. . . ol
Autoconfiguration Enabied [

: Media disconnected

Microsoft ISATAP Adapter
00-08-00-00-06-00-00-E6

\Users\Adninistrator>
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icrosoft Windows [Uersion 6.1.76011
opyright (o> 2089 Microsoft Corporation. A1l rights reserved.

:\Users\groups>ipconfig /release
indous IP Configuration

he operation failed as no adapter is in the state permissible for
his operation.

:\Users\groups>ipconfig /reneu
indous IP Configuration

he operation failed as no adapter is in the state permissible for
his operation.

:\Users\groups>ipconf ig

indous IP Configuration

thernet adapter Local Area Connectios

Connection-specific DNS Suffix .
Link-local IPu6 Address . . .
IPud Address. . . . .

Subnet Mask . .
Default Gateway . - - . . 1 1.

unnel adapter isatap.{1E32251F-E7BD-4DAB-AF52-F4F3537D680D) :

£080: : 7d0e 14091 :37h0:81dbx11
192.168.11.2
2552552550
192.168.11.1

Media State . . . . . . . . . .. : Media disconnected
Connection-specific BNS Suffix

:\Users\groups>_
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:\Users\groups>ipconf ig

indous IP Configuration

Ethernet adapter Local frea Connection:

Connection-specific DNS Suffix
Link-local IPu6 Address . . .

091:37b0:81db711

IPud Address. . . . . . . . . . . : 192.168.11.2
Subnet Mask . . . . . . . . ... :256.255.255.0
Default Gateway . . . . . . . . . :192.168.11.1

Tunnel adapter isatap.(1E32251F-E7BD-4DAB-AF52-F4F3537D68AD) :

Media State . . .
Connection-specific DN§ Suffix’ .

Media disconnected

:\Users\groups>ipconfig /release
indous IP Configuration

The operation failed as no adapter is in the state permissible for
this operation.

:\Users\groups>ipconfig /reneu
indous IP Configuration

The operation failed as no adapter is in the state permissible for
this operation.

:\Users\groups>ipconf ig

indous IP Configuration

Ethernet adapter Local frea Connection:

Connection-specific DNS Suffix
Link-local IPu6 Address . . .

091:37b0:81db711

IPud Address. . . . . . . . . . . : 192.168.11.2
Subnet Mask . . . . . . . . ... :256.255.255.0
Default Gateway . . . . . . . . . :192.168.11.1

Tunnel adapter isatap.(1E32251F-E7BD-4DAB-AF52-F4F3537D68AD) :

Media State . . .
Connection-specific DN§ Suffix’ .

Media disconnected

:\Users\groups>_
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Computer Name | Hardware | Advanced | Remote.
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General

You can get I settings assigned automatialy i your network supports
this capabiity. Otherwise, you need to ask your network adminstrator
for the appropriate I settngs.

Obtain an IP address automaticaly.
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Subnetmask:
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Preferred DNS server: 192,168 11 . 1
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[ validate settings upon exit
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Completing the New Zone Wizard

You have successfuly completed the New Zone Wizard. You
specifed the following settings:

Name:  swansea.nraders.msft

Type:  Actve Directory-Integrated Primary.
Lookuptype:  Forward

Note: You should now add records to the zone or ensure
that records are updated dynamicaly. You can then verify
name resolution using nsiookup.

To dose this wizard and reate the new zone, cick Frish.
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[Complete this task from the Cardiff server]

« Logon to the machine

« From the Server Manager dashboard choose Add Roles and Features
« Choose the Network Policy and Access Services
« Click Next at following page

« Check on Remote Access role.

« When configuring Remote Access, select ‘Routing’
« Choose Nextnstall

« Upon completion of the install, choose Start Admin Tools ~ RRAS (Routing and Remote
Access service

« Inthe left hand side of the console window right click on your server and choose
Configure and Enable Routing and Remote Access.

« Choose next

« Choose Custom Configuration

« Selectthe LAN Routing option, choose Next
«  ClickFinish

o These

should be started (choose Yes if asked by the dialog window).

[Complete this task from the Windows 7 client]
Verify Routing to different computers:

« Use ping to attempt to connect to the 11 network IP address of the Swansea server.
o Now try the Intemet connection of the other server

« Finally try to connect to and from the hosts in both of the LAN subnets (e.g.
13 148 1 and 17 162 111

e

100%

* Click Start — run — cmd
* Atthe command prompt type ARP -A
* The information you see displayed comprises of:
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Installation progress

View installation progress

@ starting instalation

Group Policy Management
RAS Connection Manager Administration Kit (CMAK)
Remote Access
DirectAccess and VPN (RAS)
Routing
Remote Server Administration Tools.
Role Administration Tools
Remote Access Management Tools
Remote Access GUI and Command-Line Tools
Remote Access module for Windows PowerShell

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

Hide

[+ Alongside the authentication textbox, click the drop down menu and choose T

Specified Users.
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