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[bookmark: _Toc243383109]Introduction
Enterprise networks have become decisively reliant on identity-centered, segmented design, and move beyond the old, perimeter-only, trust-based models upon which compromise is assumed to be unavoidable (Rose et al., 2020). Swansea-based multinational NOSS2027 needs an infrastructure that enables it to connect a windows-based client base with Linux based cost-effective, scriptable services. The virtualised build proposed in Component 2 is thus a hybrid of Windows Server 2025, a server operating a Debian Linux server that is operated solely via the command-line interface (CLI) and clients in both sites running Windows. The report is a synthesis of vendor technical documentation, Internet Engineering Task Force (IETF) Request-for-Comments standards, National Institute of Standards and Technology (NIST) special publications and National Cyber Security Centre (NCSC) guidance to inform that build. It suggests that a Windows-Debian hybrid is the most suitable choice to balance management of the enterprise, licensing fees and Zero Trust security maturity (Chandramouli and Butcher, 2023). It is followed by five sections: requirements, comparison of operating systems, network services, security considerations and a rationale recommendation.
[bookmark: _Toc243383110]Enterprise Network Requirements and Future Growth
A two-site enterprise network must satisfy both functional and non-functional requirements, as summarised in Table 1.
Table 1 - Current and future requirements for NOSS2027
	Dimension
	Current need
	Future-growth driver

	Authentication
	Centralised domain logon
	Multi-factor, Zero Trust (Rose et al., 2020; Chandramouli and Butcher, 2023)

	Addressing
	DHCP, static for servers
	IPv6 dual-stack, DHCPv6

	Name resolution
	Internal + external DNS
	DNS-over-HTTPS, DNSSEC (Hoffman, Sullivan and Fujiwara, 2024)

	Inter-site transport
	Site-to-site VPN
	QUIC-based secure transport (Iyengar and Thomson, 2021)

	Resilience
	Daily backup, single-site HA
	Geo-redundant services, DR runbook

	Maintainability
	Manual patching
	Automated patch planning (Souppaya and Scarfone, 2022)

	Security posture
	Perimeter firewalling
	Identity-centric segmentation (Rose et al., 2020)



Importantly, scalability is not simply a question of adding user accounts to a directory, but, critically, of whether the directory, DNS and DHCP layouts adopted today can scale to absorb a merger, new offices or hybrid cloud loads without modification. According to the 2023 European threat landscape, there is a long-term trend of increased ransomware, supply-chain intrusions and sustained distributed denial-of-service attacks on mid-sized multinationals (ENISA, 2023) resilience and maintainability is thus not a luxury. A single site DNS/domain-controller failure would dominate at the same time across Swansea and London and this is why geo-redundant Active Directory replication and secondary DNS on Debian is a design necessity and not a luxury. There are increased requirements in remote access after 2020. The ten steps framework of NCSC emphasizes identity, access management and incident response as the focal points of cyber resilience (NCSC, 2021), whereas Chandramouli and Butcher (2023) implement Zero Trust to the multi-location, cloud-native estates, which can be directly equated to a two-site organisation like NOSS2027. Remote working will be transformed by future transports, such as QUIC (Iyengar and Thomson, 2021): Server Message Block (SMB) over QUIC is already available in Windows Server 2025, and it can be used to access files authentically without the need to tunnel them through a classical VPN (Microsoft, 2024). Lastly, automation is required by maintainability. Manual configuration is limited to only a few hosts and a lack of consistency between Swansea and London would generate the configuration-drift that is used by recent intrusions (ENISA, 2023). These requirements are directly influencing the operating-system and service choices in Sections 3 and 4, and Component 2 build.
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Table 2 - Comparative evaluation across all ten brief dimensions
	Dimension
	Windows Server 2025
	Debian Linux (CLI)

	Features
	AD DS, Hyper-V, hotpatching, SMB-over-QUIC (Microsoft, 2024; Iyengar and Thomson, 2021)
	Rock-solid kernel, systemd, apt, containers (Shotts, 2024)

	Admin model
	GUI + PowerShell + DSC
	bash, systemd, Ansible, cron (Shotts, 2024)

	Licensing / cost
	Per-core + CAL (significant)
	Free; optional paid support

	Update model
	Patch Tuesday + hotpatching (Microsoft, 2024)
	apt + unattended-upgrades (Shotts, 2024)

	Hardware
	2 GB RAM min, x64 only
	512 MB RAM min, multi-arch (Shotts, 2024)

	Support
	Microsoft Premier, 10-yr lifecycle
	Community + Freexian LTS

	Security posture
	Credential Guard, Defender, AppLocker (Microsoft, 2024)
	AppArmor, nftables, SELinux-ready (Shotts, 2024)

	Automation
	PowerShell DSC, Group Policy
	shell scripts, Ansible, cloud-init

	Compatibility
	Native AD, SMB, RDS
	Samba, OpenLDAP, FRR, Nginx

	Enterprise suitability
	AD DS, AD CS, RDS, IIS
	Routing, VPN, DNS slave, web, monitoring



Windows server 2025 will be the default option to use identity and client-based services since the windows estate at NOSS2027 is already domain-joined. The additions to its features in 2024, such as hotpatching, which removes the majority of monthly restarts, Delegated Managed Service Accounts and SMB over QUIC, have a significant impact on reducing the downtime window and complexity of the VPN (Microsoft, 2024; Iyengar and Thomson, 2021). Nonetheless, the Microsoft performance and availability guarantees (Microsoft, 2024) are mostly vendor-assured, and the independent peer-reviewed benchmarks of the features of Windows Server 2025 is still in development; this type of knowledge limitation should help restrain the consumption of marketing values. The counter-measured is Debian, which is administered through CLI, only as Component 2 briefly describes. Shotts (2024) shows how bash, systemd units, cron and apt can give a reproducible administrator surface that is scriptable and can perform repeatable operations on multiple hosts than a graphical tooling. The small attack surface of Debian and its deterministic package system and lack of licence fees make it perfect in infrastructure services at the network edge - routing, firewalling, secondary DNS and monitoring - where predictability and uptime are more important than feature breadth of the client-facing feature. Importantly, it is not a competition comparison. There are some areas where each system is demonstrably better: Windows with Kerberos-authenticated client services and policy administration, and Debian with lightweight and scriptable infrastructure services and secure network edge. Their respective strong suits are used to their advantage, and the result of running either, would be compromise. A Windows-only estate has a cost of licensing that increases in line with the hosts (CAL model), whereas a Debian-only one forces the enterprise to use combinations of Samba/OpenLDAP which remain behind native Active Directory in Kerberos ticketing and Group Policy maturity (Microsoft, 2024). They come together on philosophy and separate on syntax in automation: both PowerShell Desired State Configuration and bash + Ansible provide idempotent configuration but have different skill requirements. In the case of a two-site organisation it implies that the operations team needs to be bilingual in both toolchains - a staffing implication the Component 2 build should expect. The knowledgeable choice of NOSS2027 is a role division: Windows Server 2025 to run AD DS, AD-integrated DNS, DHCP, Internet Information Services (IIS), and Active Directory Certificate Services (AD CS) and Remote desktop services (RDS); Debian to run perimeter routing/firewall, secondary DNS (BIND), monitoring/syslog aggregation, VPN termination (WireGuard) and reverse-proxy (Nginx). The Component 2 role assignment is informed by this split.
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Table 3 - Network services, roles and critical limitations
	Service
	Purpose
	Proposed host
	Key limitation

	DHCP
	Dynamic addressing
	WS 2025 (Microsoft, 2024)
	Broadcast scope; rogue-server risk

	DNS
	Name resolution (Hoffman, Sullivan and Fujiwara, 2024)
	WS 2025 (primary) + Debian BIND (secondary)
	Cache poisoning; amplification abuse

	Directory
	Authentication, GPO
	WS 2025 AD DS
	Replication latency across sites

	File sharing
	SMB, DFS
	WS 2025 (SMB-over-QUIC per Iyengar and Thomson, 2021)
	SMBv1 legacy risk

	Web (IIS)
	Intranet, service endpoints
	WS 2025; Nginx on Debian
	Patch cadence, module exposure

	RDS
	Remote desktop
	WS 2025
	RDP brute-force exposure

	Routing
	Inter-VLAN, inter-site
	Debian (FRR)
	CPU-bound at scale

	VPN
	Site-to-site
	Debian (WireGuard/IPsec)
	Key management complexity

	Certificates
	PKI, mTLS
	WS 2025 AD CS
	Expiry monitoring essential

	Logging
	Audit, monitoring
	Debian rsyslog + SIEM
	Storage growth, retention policy



DNS supports almost all the services of an enterprise and should be familiarized with its specific and updated terms (Hoffman, Sullivan and Fujiwara, 2024). A primary on Windows Server 2025 is integrated with Active-Directory and offers low-latency, Kerberos-authenticated domain lookups to the Windows client estate at both sites and a secondary on Debian BIND, located at the other site, ensures name resolution continuity in event of a primary-site outage. This primary-secondary divide tends to deal with the resilience need in Section 2 head-on, and is able to avoid the single-point-of-failure problem of a one-location DNS setup. Nevertheless, DNS is structurally susceptible to cache pollution, reflection and amplification abuse (Hoffman, Sullivan and Fujiwara, 2024), which encourages the signing of DNSSEC on authoritative zones and response-rate limiting at the Debian secondary.
TCP remains the most used and reliable transport underneath these services (Eddy, 2022), but the introduction of QUIC is redefining file sharing and remote access (Iyengar and Thomson, 2021). SMB over QUIC, which is a component of Windows Server 2025, support TLS 1.3 and encryption as default, which make it possible to transfer files across the Swansea-London link without an actual VPN tunnel (Microsoft, 2024). It is a non-trivial architectural change: the VPN is no longer as broad as it was, it can only handle legacy and management traffic, but it becomes more reliant on an effective certificate issuance, revocation and expiry checking through Active Directory Certificate Services. The issue with a misconfigured or expired certificate with this model would not be a nuisance anymore; it would be a service failure.
Services are highly interdependent and considering them independently lacks the authentic design risk. Active Directory is based on DNS; SMB and Remote Desktop Services authentication takes place over Kerberos; SMB signature and RDP channel security are based on certificates issued by the AD CS and all security-relevant events are logged into the Debian rsyslog collector to be correlated and alerted. An outage of DNS or AD CS thus propagates throughout the client facing estate in minutes. It is specifically this interdependency that makes the Component 2 build require a sequential deployment of services, i.e., DNS and AD DS initially, followed by AD CS and DHCP, then member services (RDS, IIS and file shares), to be deployed one after another rather than setting up roles concurrently.
Debian routing and firewalling are worth mentioning. With nftables to stateful filtering and FRR to do dynamic routing, a Debian edge node can also end WireGuard or IPsec tunnels on hardware at a tenth of the price of a dedicated appliance, with the full CLI to configure and the ability to transparently manage its rulesets (Shotts, 2024). This is a CPU-bound encryption scale throughput limit; in the case of Swansea-London tunnel this is desirable, but beyond two locations would warrant dedicated hardware.
Lastly, logging and monitoring would be a perfect fit in the family of Audit and Accountability (AU) controls as per the NIST SP 800-53 Revision 5 (Joint Task Force, 2020). Without time-synchronised logging that is centralised, neither efficient incident response nor the Zero Trust telemetry that Rose et al. (2020) require is possible. The one-to-one mapping of these service decisions is to the Component 2 role allocation.
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The security of the NOSS2027 enterprise needs to be presented in the long term perspective of the Confidentiality, Integrity and Availability (CIA) triad, which needs to be presented here before more profound practical elaboration in Component 2. This threat environment is not trivial: ransomware, supply-chain intrusion and ongoing denial-of-service initiatives now dominate the threat environment of the European enterprise, and small-to-medium multinationals are now in scope (ENISA, 2023). The seven short questions, which are authentication, authorisation, firewall rules, secure passwords, least privilege, patching and safe operation are thus categorised into three clusters that are dependent on each other.
Identity: authentication, authorisation and passwords - The proposed domain should be authenticated on Kerberos in Active Directory Domain Services, which should be hardened with multi-factor authentication on all administrative accounts and to remote-access sessions (Ross et al., 2024). The authorisation should be based on role-based access control, which needs to be operationalised using Group Policy, Organisational Units and discretionary access control lists on both file shares and services, and which is equivalent to the Access Control (AC) family in NIST SP 800-53 Revision 5 (Joint Task Force, 2020). The password policy ought to adhere to the length-over-complexity stance of the NCSC: using long passphrases, no regular forced rotation, and constantly check to use the credentials again (NCSC, 2021). This is a conscious move away of the historical complexity-plus-expiry model, which is proving to worsen user behaviour with no increase in attacker cost.
Network controls: least privilege and firewalling- Firewalling should be stratified and not perimeter. Debian edge node applications with nftables will enforce an inbound and inter-site policy and host-based Windows Defender Firewall policy implemented by Group Policy limits east-west traffic within the windows estate (NCSC, 2021). The least privilege is applicable on user, service and process levels: standard-user accounts are used to run routine operations, sudo or Just-in-Time administration to carry out elevated tasks on Debian and tiered administration models with Credential Guard on Windows Server 2025 (Microsoft, 2024). Such controls are indicative of the minimum-necessary-access principle that has been formalized in regards to sensitive data in NIST SP 800-171 Revision 3 (Ross et al., 2024).
Operation hygiene: patching and safe operation- Patch management should be considered as preventive maintenance and not reactive fire-fighting (Souppaya and Scarfone, 2022). Windows Server 2025 hotpatching reduces the reboot windows (Microsoft, 2024) and unattended-upgrades by Debian automatically implements the security updates (Shotts, 2024). Secure operation also requires unchangeable backups, change management, time-stamped logging and verified incident-response documentation. Taken together, these controls take the architecture to Zero Trust - never trust, always verify, assume breach (Rose et al., 2020; Chandramouli and Butcher, 2023) - a position that Component 2 will put into practice.
[bookmark: _Toc243383114]Conclusion and Recommendation
This report has suggested that a hybrid Windows-Debian architecture is the most justifiable architecture of the two site enterprise of NOSS2027. Section 2 defined scalability and resilience and maintainability as the prevailing growth pressures with a threatening 2023 environment in the backdrop (ENISA, 2023). In section 3, it was demonstrated that Windows Server 2025 and the Debian CLI are complementary to each other and strongest where the other is weakest. Section 4 converted that analogy into a tangible role separation, and Section 5 unleashed the identity-based controls that Component 2 will realise.
Component 2 role division suggested. AD DS, AD-integrated DNS, DHCP, IIS, AD CS and AD RDS are hosted on Windows Server 2025, and exploit its inherent client-estate integration as well as 2024 feature set (Microsoft, 2024). Debian (CLI) serves routing/firewall (nftables + FRR), secondary DNS (BIND), VPN termination (WireGuard), reverse-proxy (Nginx) and centralised logging - takes advantage of its minimal footprint and scriptable administration (Shotts, 2024).
Another single-vendor Windows-only stack was contemplated but dismissed due to the cost of licenses and less flexibility in automation based on CLI. This study has a limitation of using vendor and standards documentation, and practical validation is done in Component 2. The suggested design complies with the principles of Zero Trust (Rose et al., 2020) and the layered-defence framework suggested by NCSC (NCSC, 2021). 
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