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Introduction 


Working on TraceOff as part of a three‑person team has been one of the most challenging and rewarding experiences of my academic journey. This reflective journal discusses my personal contribution, my experience of teamwork, how well each team member performed, and an honest evaluation of our solution’s limitations and risks. I also reflect on the technical aspects I engaged with, the related works that shaped my understanding, and the future direction of the project. This is written entirely from my own perspective, based on my role as Research Lead. 



[bookmark: _Toc237863441]My Role and Contribution

My primary responsibility in the project was leading the research, establishing the legal grounding, shaping the evaluation, and building the narrative of the presentation. I owned the core explanatory slides, including “This is you,” “How bad it is,” “Why it matters,” “The gap: why us, why now,” “Evaluation: benefits and drawbacks,” “Limitations & risks,” “How we worked,” and “Collaboration: the evidence.” To produce these, I had to develop a strong understanding of UK GDPR—especially Article 17 on the Right to Erasure—and how the UK’s legal framework differs from the US model, where public broker registers exist and underpin commercial removal tools. I researched OSINT literature, breach statistics, UK‑specific privacy gaps, and ethical concerns highlighted in academic work such as Van Puyvelde & Rienzi (2025) and Hribar et al. (2014), translating complex material into plain English so that a non‑technical audience could understand it. I also shaped the evaluation section, ensuring we presented both benefits and drawbacks honestly, as Level 6 work rewards balanced analysis rather than exaggeration. I wrote the limitations and risks slid myself, including the mitigations, and rehearsed how to deliver them clearly during the pitch. I contributed heavily to team organization through weekly syncs, written briefs, and reconciling research disagreements. I created the early deck structure and ensured the narrative flowed logically from harm → gap → solution → ethics → evaluation → sustainability, giving the presentation a coherent and professional arc.


[bookmark: _Toc237863442]Teamwork Experience

Working in a three‑pathway team (Research, Applied Computing, and Games Design) taught me how different disciplines complement each other and how essential structured communication is in a multi‑skill project. We relied on MS Teams for meetings, file sharing, and keeping a written record of decisions, and our weekly syncs ensured we stayed aligned throughout the building. Because we ran parallel workstreams, research and development progressed together without delays, which made our workflow efficient and collaborative. In terms of performance, David was exceptional, earning a 5/5 for his work on architecture, security, the full‑stack build, and the live demo; he was reliable, fast, and consistently clear in his communication. Alex earned 4.5/5 for producing the design system, exposure visualization, and the ethics handing; his work made the deck visually strong and professional, even though he occasionally needed more time to complete tasks. I rate myself 5/5 for leading the research, legal grounding, evaluation, and narrative, ensuring accurate referencing, and shaping the pitch’s strongest argument—the UK jurisdictional gap. Overall, the team worked extremely well together, with no major conflicts and a shared commitment to producing a polished, honest, and technically grounded solution.

[bookmark: _Toc237863443]Evaluation of Our Solution’s Limitations and Risks

As Research Lead, I spent a significant amount of time analyzing the limitations of TraceOff, and several important constraints became clear during my work. One major limitation is the risk of false positives from OSINT name‑matching tools, which can misidentify accounts; we mitigated this by using confidence bands rather than asserting matches, but the risk cannot be removed entirely. A second limitation is the lag in breach data, as breach databases update slowly and our report can only ever represent a snapshot in time rather than live coverage. Finally, broker opacity remains a structural challenge: without a public register in the UK, data brokers are difficult to identify, so we use tiered disclosure and only name a broker when the user chooses to act. This protects privacy but means discovery will always be incomplete.
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During development, we encountered several risks that shaped both our design choices and our presentation strategy. Technically, tools like Maigret or Sherlock could break due to upstream changes, so we designed the orchestrator to fail gracefully. Ethically, OSINT tools can be misused, which we addressed through verification gates, a stateless architecture, and category‑only AI. We also faced presentation risk, since live demos can stall; to avoid this, we prepared cached screenshots and a recorded run. Finally, some research sources conflicted with each other, so we used written reconciliation and careful citation checks to resolve disagreements. Together, these risks informed a more resilient, honest, and well‑prepared final solution.
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This project taught me how to turn complex legal and technical material into a narrative that ordinary people can understand. I learned how to balance honesty with clarity, how to present risks without causing fear, and how to defend a design ethically. I also learned how important teamwork is: research alone cannot build a product, and design alone cannot explain it.   I am proud of my contribution. I shaped the story, grounded the project in law, and ensured our evaluation was academically honest.  I became more confident presenting, particularly when explaining the UK gap, which was our key argument.
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TraceOff was more than a hackathon project; it was a lesson in collaboration, ethics, research, and responsible design. My role allowed me to develop academically, technically, and personally. I believe our team delivered a strong, honest, and meaningful solution, and I am proud of the work we produced together.
