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[bookmark: _Toc164181224]Introduction 
This report focuses on the fundamental roles of an operating system. It begins by explaining what an operating system is and some of its key functionalities. We then proceed to demonstrate the practical use of Windows and Linux CLI commands, as well as how to execute scripts, that showcases the interaction between the end user and the computer hardware, in both Windows and Linux environments. We’ll begin by discussing the fundamental roles of an Operating System. 
A general-purpose Operating System is the foundation of how any computer functions. It manages the interaction between software and hardware which allows applications to run, which in turn allows the end-user to facilitate tasks, perform a wide range of operations and process data [1]. There are a few different operating systems, with the most popular being Windows, MacOS and Linux. Stallings describes the Operating System as having two main objectives: the first being, as a means of convenience for the user [2]. Computers are highly complex machines, and the Operating System is used to minimise this complexity for the end user by providing them with a user-friendly interface via various applications, which allows them to successfully operate the computer [2]. The second main objective Stalling described Operating Systems as having is efficiency [2]. A computer is built from a set of resources that is used to store, move, and process data [2]. To manage these resources, an Operating System uses several different functions. Below, we will provide a brief overview of these functions and how they contribute to a computer’s efficiency and functionality.
From an end-user perspective, one of the most important aspects of an operating system is to provide the user with the means of easily executing commands [1]. The Operating System provides an interface to do this, either by means of a Graphical User Interface (GUI) or a command line tool, which then interacts with the system’s kernel, to perform tasks [1]. The screenshot below shows the PowerShell command line interpreter, which allows the users to run custom scripts that interacts with the Operating System’s underlying components [3]
[image: ]

A computer’s central processing unit (CPU) is designed to receive and execute instructions from a computer program. An Operating System ensures that the CPU processes and distributes these instructions as efficiently as possible [1]. It does this through several different functions, for example, CPU scheduling is a scheduling algorithm designed to distribute the CPU’s resources [2]. This involves allocating CPU time to different processes in a way that doesn’t over-strain the CPU [2]. The below screenshot shows the CPU usage. This tool helps users identify which processes are consuming significant amounts of CPU time. The user can then close any unnecessary programs, which should in theory improve the CPU’s performance. 

[image: ]
In addition to managing the CPU and providing a nice user interface, an Operating System also oversees storage management [4]. This involves providing a directory structure for each file on the system and a means of managing and moving these files [1]. It also provides a security layer for managing read and write access for these files. The screenshot below shows the security layer for a folder. It gives details of which groups and users can access the file and the level of control granted:

[image: ]
Above, we discussed some of the key functionalities of an Operating System. Collectively, they ensure that the software and the hardware can work together effectively. The key functions aren’t limited to what was discussed above, the Operating System also manages the memory of a device ensuring that applications have sufficient resources to run, handles input and output devices by providing drivers and interfaces for user interaction and co-ordinates network connections [1]. 
[bookmark: _Toc164181225]Use of Windows OS CLI commands
As briefly mentioned in the overview above, file system management is a key function and one of the most visible aspects of the Operating System [1]. An Operating System uses a file system method to structure and organise its data into files and directories [1]. In terms of retrieving and managing data, with regards to the end user, they can use a graphical user interface, which provides a visual representation of the directory structure, or a command line tool where the end-user can type in commands to traverse the directory tree. Below, we will look at some of the most common Windows OS CLI commands. 
Dir
The command ‘dir’ prints a list of all subdirectories and files within the current directory [5]. In the example below, ‘dir’ is called inside the user directory, which in turn, prints out all the files and subdirectories located within user:
[image: ]

Dir /od
The above command is a switch variation of the directory command. The forward slash, followed by the letters ‘od’ (order & date), sorts the directory, in ascending order, by the date they were last modified [6], as seen in the example below: 
[image: ]

Dir/oe
Again, Dir/oe is a switch variation of the Dir command. It sorts the directories in alphabetical order based on their extension [7]. Any files that don’t have an extension will come first (in alphabetical order), followed by files that do have extensions. See example below: 
[image: ]
CD
The command cd followed by a directory name, changes the directory to the one specified in the command. The name provided in the command can be a relative path or an absolute path. A relative path allows the user to move to a directory relative to the current directory (i.e to a subdirectory or to move up a directory). An absolute path (i.e. the full path to the directory) allows the user to move to a directory that isn’t on the same level as the current directory [7]. 
In the example below, we use a relative path to change directory into the ‘test’ directory. 
[image: A screenshot of a computer program

Description automatically generated]
Mkdir
The mkdir command followed by a name, allows the user to create a new directory. 
In the example below, we create a directory called ‘project’. When a ‘mkdir’ command is called, the new directory gets created as a subdirectory of the current path [8]. If we want to create it in a different location, we’d have to specify the absolute path. 
[image: ]

Tasklist
Tasklist command shows a list of all tasks that are currently running on the computer [9]: 
[image: ]

findstr /n /i "string" *.js
The above command uses multiple switches and the findstr command to search for a string pattern within all files within the current directory that has the .’js’ extension. This method – which can be used with other string patterns – is particularly useful for software development. It can help developers quickly identify where certain code snippets are used inside their scripts [10]. The example below shows how we can search for debugging snippets, such as ‘console.log’, prior to deployment. 
[image: ]

Ipconfig /all
Ipconfig with the /all switch provides detailed information relating to the network configuration of a computer. This can be used to diagnose network issues and configure settings. 

[image: ]

Del
The del command followed by a file or directory name will delete that file/folder. In the example below we use the del command to delete a text file called test1.txt
[image: ]

[bookmark: _Toc164181226]Linux CLI Commands
Having explored Window OS CLI commands, we’ll now look at the Linux OS. Linux uses Bash as its command line interpreter. Like the Windows OS CLI, Bash allows users to interact with the Operating System.  Unlike the Windows OS, Linux provides the user with greater freedom to control their environment due to it’s open source code [11]. This is evident in the bash terminal, where users can execute a wide array of commands. We’ll look at some of these commands below. 
Cd and ls
The above commands are used to change directory into the root folder (cd /), and then to list all of the files within that folder (ls) [12]:
[image: ]
Pwd
Similar to the lone ‘cd’ batch command, ‘pwd’ prints the current working directory:
[image: ]
Creating new groups & checking if new group was created
The command ‘sudo groupadd’ followed by a group name creates a new user group. Users can be added to this group and permissions can be applied to different files and directories [12]. This is particularly useful when different teams require different access to files and folders. 
After the group is created, we use the command ‘grep supportstaff /etc/group’ to check whether the group has been created. 
[image: ]
Creating a user
The following command creates a user called ‘testser’. Once the user has been created, we check to see the user’s id and what groups they have been assigned to [13]. 
[image: ]

Checking a user's group
The following command checks to see which groups a user has been assigned to:
[image: ]

Change ownership of a directory and set permissions on that directory
The command chown followed by :supportstaff and a directory name changes the group ownership of the specified directory without altering its user ownership [14]. The command chmod g+rx followed by a directory name grants the group associated with that directory read (r) and execute (x) permissions. This allows group members to view the directory contents and enter the directory. A real-world case for a command like this would be to provide access to certain groups to collaborate on a project. 
[image: ]
To then change the permissions of that group to be able to write, you would use the command ‘chmod g+w media’. This command adds (+) the write permissions to the directory. 
[image: ]
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Having looked at basic commands for both Windows OS and Linux OS, we’ll now proceed to discuss and demonstrate the use of Windows OS Scripts, using PowerShell. 
Below, is an image of the script that mimics the roll out of a html, CSS and JavaScript file to a production setting. The entirety of the script is depicted in the image. Further down, we'll break down the functionality and logic behind the code.
[image: ]


[image: ]First we begin by defining a function called ‘Deploy-Files’, which accepts an argument called ‘environment’ as a parameter. The argument represents the setting to which the scripts will be deployed to [15]. 




Inside the function, we define the following variables:-
$baseDir: This is the path to which the root path to which the files will be deployed to. In a real world production, this could be replaced by a string that represents a deployment server. 
$filesToDeploy: These represent the html, css and JavaScript files. 
$targetDir: This is the full file path of where the files will be deployed. We append the environment variable here (the user will be accessed to enter an environment: development, staging or deployment). 
We then check if the directory exists, if it doesn’t, we create that directory:
[image: ]
We then use a foreach loop to iterate through the filesToDelpoy array, and then copy those files to the environment specified by the user. We also create a text file which logs the deployment process, before exiting the function [16].  
[image: ]
The environment variable is used to store the user-input, after being asked which environment they want to deploy to. We use a switch statement to determine the environment based on the user input.
[image: ]
The images below show the result of running the script:
[image: A screen shot of a computer
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We specify the Production environment, which then deploys the files to the Production directory:
[image: A screen shot of a computer
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Finally, we will now look at the key features of a Linux OS scripting language. This will be demonstrated by using a bash script to create a user interacted to-do list. 
The image below shows the full script. We will discuss the logic and functionality further below.
[image: ]
We begin by declaring a variable that will hold an array of to-do items [13]:
[image: ]
We then define a function called show_tasks. This uses a loop to iterate over the array and prints the to-do item to the terminal. Each to-do item is preceded by a number. We iterate over the indices of the array, rather than the element itself, as we will be be expecting the user to input a number corresponding to a task when they want to remove an item from the list. When printing out the index of the array, we add +1 to the number as arrays are zero indexed [13] (i.e. they start from zero, rather than 1), this creates a better UI for the end-user. 
[image: ]
We then create a menu for the user to interact with. This is done by using a while loop. The condition of the while loop is always true; therefore, it will always be displayed to the user (unless the user breaks out of the loop). The user is prompted to enter a number between 1-4, which is then stored in a variable called ‘action’. 
[image: ]
After the user enters the action, we use a case statement to determine how the script should proceed:
If the user enters ‘1’, the show_tasks function is called, and all tasks are displayed:
[image: ]
[image: ]
If the user enters ‘2’, the user is prompted to enter a task, which will then be added to the todo_list array. 
[image: ]
[image: ]
If the user enters ‘3’, a task is removed from the array. This is done by using the following commands:
1. The show_tasks function is called. As mentioned earlier, each item is associated with an index. 
2. The user is prompted to enter a number, which is then stored in a variable called task_number
3. We then use an if statement to check whether this number is within the correct range. ‘-le’ checks the length of the todo_list array and ensures the number entered is less than or equal to the length of the array, and ‘-gt 0’ checks whether the number is greater than zero. If both conditions are met, the ‘unset’ command is used to remove the corresponding item from the array [13]. Else, a invalid statement is printed to the terminal. 
[image: ]
[image: ]
If the user enters ‘4’ this will break out of the loop. If any other number is entered, a invalid message is printed to the terminal. 
[image: ] 
[bookmark: _Toc164181229]Conclusion
This report has looked at the essential role the Operating System plays in facilitating interaction between the end user and the computer’s hardware. This has been demonstrated using practical examples and detailed demonstrations of CLI commands and scripting within Windows and Linux environments. With the Windows and Linux scripting examples, we have attempted to show two scenarios that could translate to real world use cases. Both examples demonstrate the usefulness of using the OS to streamline tasks. 
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[bookmark: OLE_LINK1][bookmark: OLE_LINK2]
An Operating System is responsible for managing a computer’s hardware and software resources [17]. In the world of computers, it can be argued that the three best known Operating Systems are Windows OS, Linux, and Mac OS.
Developed by Microsoft, Windows OS has been around since the mid 80s [15]. It provides a simple, graphical user interface for the end user, which allows them to navigate the computers functions and programs with ease. When it was first developed, unlike other operating systems, it provided visual based commands which meant that people who were less IT proficient could easily execute operational commands [18]. 
Unlike Windows, Linux is an open-source Operating System, which means that anyone can access and modify its source code [19] . It’s predominantly used for managing servers due to its stability and flexibility. System administrators can easily manage users and groups, due to its robust permission system [14]. Although it’s possible to have a graphical user interface, the majority of users operate the system through a Linux based command line such as Bash. 
The MacOS was developed for Apple computers. It possesses many of the same features as a Windows OS, however, it’s been solely designed for Apple products. It provides a GUI for the end-user, which is easily navigated. Unlike Windows, which uses PowerShell, the command shell for the MacOS is Unix based [20]. 
These three manage the majority of personal computers. However, when we think of mobile phone devices, the market is dominated by Android and iOS. With Android developed by Google and iOS by Apple, they cater to most of all smartphone users. Android is a Linux based system whilst iOS is based on Unix [21]. 
Whilst the above is predominantly associated with personal computers and mobile devices, it’s important to consider networking operating systems. The role of an OS within a network is to coordinate devices across a network [22]. The two main types of network OS are peer to peer and client-server [22]. Peer to peer caters to small area networks. It allows users to share resources across a network and costs significantly less than client-server [22]. Client-server is controlled centrally, which means it’s more suited to larger networks where resources can be more easily managed [22]. 
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C:\Users\Andrewbavies

PS C:\Users\Andrewbavies> 1s
Directory: C:\Users\Andrewdavies

Mode LastWriteTime Length Name

d 23/01/2024 -azure-functions-core-tools
d 23/01/2024 “azurefunctions.
d 14/12/2023 Ims-ad

d 08/01/2024 _vscode

d 30/01/2024 Az_ED

d 23/01/2024 3 AzureFunctions
d 13/12/2023 5 Contacts

d 02/01/2024 5 Documents

d 23/02/2024 3 Downloads

d 13/12/2023 5 Favorites

d 22/02/2024 7 KPIs

d 13/12/2023 5 Links

d 23/02/2024 4 manddcare. co. uk
d 25/01/2024 7 mondaywebhooks
d 13/12/2023 5 Music.

d 23/01/2024 7 oncall Twilio
d 13/12/2023 6 OneDrive

d 20/02/2024 3 OneDrive - manddcare. co. uk
d 25/01/2024 5 Postnan

d 26/01/2024 React

d 07/02/2024 sagehr.

d 13/12/2023 Saved Games

d 16/01/2024 Searches

d 13/12/2023 Videos.

d 25/01/202¢ 10 webhooks.

PS C:\Users\AndrewDavies>
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22/02/2024 13:57  <DIR> KPIs





image8.png
C:\Users\AndrewDavies>dir /oe
Volume in drive C has no label.
Volume Serial Number is U4030-370D

Directory of C:\Users\AndrewDavies

13/03/2024 ©7:49  <DIR>
13/12/2023 16:15  <DIR>

13/12/2023 20:03  <DIR> Videos
16/01/2024 12:u2  <DIR> Searches
13/12/2023 16:15  <DIR> Saved Games
07/02/2024 ©9:37  <DIR> sagehr
30/01/2024 15:30  <DIR> AZ-ED
23/01/2024 14:06  <DIR> AzureFunctions
13/12/2023 16:15  <DIR> Contacts
02/01/2024 11:05  <DIR> Documents
15/03/2024 ©9:19  <DIR> Downloads
13/12/2023 16:15  <DIR> Favorites
22/02/2024 13:57  <DIR> KPIs
13/12/2023 16:15  <DIR> Links
26/01/2024 12:31  <DIR> React
25/01/2024 11:57  <DIR> mondaywebhooks
13/12/2023 16:15  <DIR> Music
23/01/2024 13:u7  <DIR> onCall Twilio
13/12/2023 16:16  <DIR> OneDrive

25/01/2024

115 <DIR> Postman

<DIR> webhooks





image9.png
\Users\User>cd test

\Users\User\test>cd
\Users\User\test]]
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\Users\User\test>mkdir project

\Users\User\test>cd project

\Users\User\test\project>cd
\Users\User\test\project

\Users\User\test\project>cd ..

\Users\User\test>cd
\Users\User\test

\Users\User\test>
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C:\Users\AndrewDavies>tasklist

Inage Name PID Session Name Session#  Mem Usage
System Idle Process © Services [ 8 K
System 4 Services 3 92 K
Secure System 140 Services ® 47,69 K
Registry 172 Services 3 37,992 K
smss.exe 980 Services 3 oug K
csrss. exe 1272 Services 3 14,060 K
csrss. exe 1360 Console 1 5,600 K
wininit.exe 1372 Services 0 4,184 K
services.exe 1432 Services 3 8,168 K
Lsalso.exe 1476 Services 3 3,196 K
Lsass. exe 1484 Services 3 25,012 K
svchost..exe 1620 Services 3 37,032 K
svchost..exe 16U8 Services 3 22,004 K
fontdrvhost . exe 1656 Services 3 2,196 K
WUDFHost . exe 1728 Services 3 12,308 K
svchost. exe 1808 Services ) 18,680 K
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C:\Users\AndrewDavies>cd OnCall Twilio

Users\AndrewDavies\OnCall Twilio>findstr /n /i "console.log" *.js
console.log( listening on port ${port}');
console. Log(response..data)
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C:\Users\AndrewDavies\test>ipconfig /all

Windows IP Configuration

Host Name . . ... . ... : Andrew-Davies
Prinary Dns Suffix

Node Type . . . Hybrid

1P Routing Enabled. . . . . . . . : No

WINS Proxy Enabled. . . . . . . . : No

DNS Suffix Search List. . . . . . : manddcare.local

Ethernet adapter Ethernet 2:

Media State .

. . : Media disconnected
Connection-specific DNS Suffix

Description . ... .. ... :Realtek USB GbE Family Controller
Physical Address. . . . . .. . . : DB-AD-08-39-78-9D

DHCP Enabled. . L. Yes

Autoconfiguration Enabled . . . . : Yes

Wireless LAN adapter Local Area Connectionk 9:

Media State .
Connection-specific DNS Suffix
Description .

Physical Address.

DHCP Enabled. .
Autoconfiguration Enabled .

: Media disconnected

Microsoft Wi-Fi Direct Virtual Adapter
: EU-60-17-12-CD-EU

Yes

: Yes

Wireless LAN adapter Local Area Connection 10.

Media State .
Connection-specific DNS Suffix
Description . . . . . . ... .. : Microsoft Wi-Fi Direct Virtual Adapter #2

Media disconnected
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\Users\AndrewDavies\test>del testl.txt
\Users\AndrewDavies\test\testl.txt\*, Are you sure (Y/N)? y

\Users\AndrewDavies\test>
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1450ac@IMGULAAZUre:~$ sudo useradd testuser

[sudo] password for ldsoac:

12502c@3MGHL4AZUre :~$ id testuser
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1450ac@IMGWLAAZuUre: /$ sudo chmod g+rx media
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Asoac@IMGWLAAzure:/$ sudo chmod g+w media
4s0ac@IMGHLAAZure:/$ 1s -1d media
ruxrwx--- 2 root Supportstaff 4096 Nov 22 21:36 media
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function Deploy-Files {
paran(
[string]$environment.

)

# Base directory for deployments
$baseDir = "C:\Users\User\powershell-scripts”

$FilesTobeploy = @("index.htm1’

+ "app.js”, "styles.css”,

Stargetdir = Join-Path -Path $baseDir -ChildPath Senvironment

i (-not (Test-Path StargetDir)) {
New-Tten -TtenType Directory -Path StargetDir
3

foreach ($File in $filesToDeploy) {
$sourcePath = Join-Path -Path "C:\Users\User\powershell-scripts” -ChildPath $file
SdestinationPath = Join-Path -Path StargetDir -ChildPath $file
Write-Host "Deploying $file to Senvironment environment.
Copy-Tten $sourcePath -Destination $destinationPath
3

Sloghessage = "Deployed to Senviromment on §(Get-Date)"
Add-Content -Path "C:\Users\User\powershell-scripts\deploynentlog. txt” ~Value $loghessage

b

Senvironment = Read-Host "Please enter the deployment environment (Development, Staging, Production)”

suiteh ($environment) {

evelopnent” {
Write-Host "Deploying to Development environment”
Deploy-Files -environment Senvironment

toging”
rite-Host “Deploying to Staging enviroment*
G e e e

roduction” {
Write-Host "Deploying to Production environment"
Deploy-Files -environment Senvironment.

b
default {

Write-Host "Invalid environment specified. Exiting script.”
3
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function Deploy-Files {
param(
[string]$environment

)
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# Base directory for deployments
$baseDir = "C:\Users\User\powershell-scripts’

$FilesToeploy = &(

R O

Stargetdir

Join-Path -Path SbaseDir -ChildPath Senvironment

i (-not (Test-Path StargetDir)) {
New-Tten -TtenType Directory -Path StargetDir
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foreach ($File in $filesToDeploy) {
$sourcePath = Join-Path -Path "C:\Users\User\powershell-scripts” -ChildPath $file
SdestinationPath = Join-Path -Path StargetDir -ChildPath $file
Write-Host "Deploying $file to $environment environment.”
Copy-Tten $sourcePath -Destination $destinationPath

3

Sloghessage = "Deployed to Senviromment on §(Get-Date)"
Add-Content -Path "C:\Users\User\powershell-scripts\deploynentlog. txt" -Value $loghessage
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Senvironment = Read-Host "Please enter the deployment environment (Development, Staging, Production)”

suitch ($environment)

“Development” {
Write-Host "Deploying to Development environment”
Deploy-Files -environment Senviromment

3

“staging" {
Write-Host "Deploying to Staging environment”
Deploy-Files -environment Senviromment

3

“production” {
Write-Host "Deploying to Production environment®
Deploy-Files -environment Senviromment

3

default {
Write-Host "Invalid enviromment specified. Exiting script.

b




image27.png
PS C:\Users\User\powershell-scripts> c:\Users\User\powershell-scripts\deploy.psl
Please enter the deployment environment (Development, Staging, Production): Production
Deploying index.html to Production environment.

Deploying app.js to Production environment.

Deploying styles.css to Production environment.
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>m Devdopmem
~ @ Production
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B deploy.pst
B deploymentLog.bt
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 todo.sh 1 X

Jsers > andrewloyddavies > § todo.sh >
1 #1/bin/bash

2
3 declare -a todo_List

3

5

6 showtasks() {

7 echo "Here are your open tasks:

8 for i in "${ltodo_listlal}"; do

9 echo "$((i+1)) ${todo_List[i]}"

1 done

n oy

1

13 while true do

14 echo "Choose an action:

15 echo "1) Show To-Do List"

16 echo "2) Add a Task

17 echo "3) Remove a Tas

18 echo "4) Exit"

19 read -p "Enter your choice (1-4): " action
2

2

2 case saction in

23 1

% show_tasks

2

% 2)

27 read -p “Enter the task: " task

% ‘todo_Liste=("$task’)

2 echo "Task added.

0

31 El

2 show_tasks

3 read -p “Enter the number of the task to resove: " task_number
u if L[ $task_nunber -le $(#todo_List[e]} & Stask_number -gt 0 11; then
3 unset todo_List[$( (task_nunber=1))]
3 echo "Task renoved.

37 else

® echo "Invalid task nunber.”

3 i

a

a

a2 break

@

“

as echo “Invalid choice, please choose 1-4."
5

47| esac

4 done

a

50 echo "Goodbye!"
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declare -a todo_List
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show_tasks() {
echo "Here are your open tasks:"
for i in "${Itodo_List[@]}"; do
echo "$((i+1)) ${todo_List[i]}"
done

3y
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while true; do

echo "Choose an actior
echo "1) Show To-Do Lis
echo "2) Add a Task"
echo "3) Renove a Tas!

echo "4) Exit"

read -p "Enter your choice (1-4):

action
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case gaction in
1
show_tasks
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Enter your choice (1-4): 1
Here are your open tasks:
1 Make bed

2 Do food shop
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2
read —p "Enter the tosk: " task
Todo_Liste=("stask’)
echo “Task added.
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Enter your choice (1-4): 2

Enter the task: Put vashing on
Task added.




image37.png
show_tasks
read —p "Enter the nunber of the task to resove: " task nusber
31 (1 Stask_number ~le $(#todo_Listl@]} & Stask_number -gt 8 11; then
unset.todo, List[5((task nusber-1))]
echo “Task renoved.
else
echo “Invalid task nusber.
i
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Here are your open tasks:
1 Make bed

2 Do food shop

3 Put washing on

Enter the nusber of the task to resove: 4
Invalid task nusber.

Choose an action:

1) Show To-Do List
2) Add a Task

3) Remove a Task

) Exit

Enter your choice (1-4): 3

Here are your open tasks

1 Make bed

2 Do food shop

3 Put washing on

Enter the nusber of the task to resove: 1

Task resoved.

Choose an action:

1) Show To-Do List

2) Add a Task

3) Remove a Task

) Exit

Enter your choice (1-4): |

e L —
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echo “Invalid choice, please choose 1-4.

done
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Learning PowerShell

N 72
Chapter Quiz R 55,9 E
Up next X
Functions
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Question 10of 5

You asked your development team why they want to use PowerShell. Each one came back with
one reason. Select the correct reason.

PowerShell is Object Oriented.
PowerShell supports bulk operations.

all of these answers
Correct
All of these options are features of PowerShell.

PowerShell automates tasks.

Next question




