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[bookmark: _Toc140969309]ABSTRACT
	This report showcases areas and components of the cybersecurity field that contains essential knowledge for every cybersecurity specialist. By delving into the field of cybersecurity and learning the essentials, it grants any cybersecurity specialist the requisite knowledge to recognize weaknesses in a network, how to establish suitable measures to protect the network and how to safeguard the classified data of everyone who uses or has information stored on the network against any potential cyber criminals.
Areas of the field that will be explored within this report include areas include the cyber kill chain and its stages, the NIST cybersecurity framework and its importance in providing guidance for protecting data and system infrastructure and the common tools, malware and phishing attacks used by cyber criminals to perform a cyber-attack.
Additionally, this report will look at how to design a network diagram that represents a secure network focused on achieving high availability, how to eliminate single points of failure alongside providing reliable crossover and what software and hardware technologies that can be utilized to enhance the security of a network.

[bookmark: _Toc140969310]INTRODUCTION
This report revolves around the realm of cybersecurity, with the aim to provide a strong foundation of the underlying principles of cybersecurity. For a basic understanding of what cybersecurity is about and why the field is important, it is important because [24] technology is getting significantly more advanced as time goes on, meaning it continuously becomes increasingly available in every aspect of our lives.
Additionally, the primary goal of cybersecurity [24] is to protect the devices that any individual uses from being subjected to damage or theft, alongside protecting key organizational infrastructure and any personal/confidential data stored about a person. For many of these new technologies they require a degree of our personal information, and if there are no security measures in place it could end up in the hands of a cybercriminal. This demonstrates why it is so essential to have a strong knowledge of cybersecurity as an individual, and why it is vital organizations consider it in any of their daily operations.
Given how important it is for organizations to have a strong knowledge of cybersecurity principles given the dedication of cybercriminals, this report starts off discussing the NIST Cybersecurity Framework and the role it plays in safeguarding organizational infrastructure and assets alongside any personal data they hold.
In addition, to know how a cybercriminal plans an attack, it is important to understand the cyber kill chain used by cybercriminals, its stages, and the associated practises with each stage. Particularly, this report discusses the reconnaissance stage and how the Nmap and Wireshark software can be utilized in this stage of a cyberattack. While not directly discussed, this report also will cover the delivery stage as the report will cover cyberattacks and how to recognize and protect against this stage. The cyberattacks that will be discussed include malware such as WannaCry and TeleRAT, alongside phishing attacks like Whaling and Pharming. 
Finally, the report will demonstrate how to design a secure network with basic configurations that focuses on achieving high availability by eliminating single points of failure and providing reliable crossover by using a network diagram, CISCO packet tracer is specifically used to demonstrate the network diagram within this report. Additionally, the report will contain a section on software and hardware technologies that can be implemented to improve the security of a network and will provide information on how these technologies work.
By covering all these topics, this report serves to provide valuable information into the essentials any cybersecurity specialist requires for their role, alongside providing non-cybersecurity specialists with basic knowledge to stay safe online.
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[bookmark: _Toc140969312]A: Based upon the background and introduction, considering the evolving challenges and opportunities in cybersecurity, explain how the NIST Cybersecurity Framework plays a vital role in achieving the dominant object of safeguarding digital assets and personal data today.

Considering the evolving challenges and opportunities in the field of cybersecurity, the NIST cybersecurity framework plays a vital role in achieving the dominant objective of safeguarding digital assets and personal data by working to [1] “manage and reduce cybersecurity risk”. Additionally, the framework was designed to allow for ease of communication regarding risk and cybersecurity management amongst internal and external relevant parties in an organization.
In essence, the framework revolves around a [2] “compilation of practices”, which is referred to as the core. This core contains five “functions”, these functions all encompass further categories which revolve around safeguarding digital assets and personal data.
The first of these functions is to Identify. This function refers to [3] the requirement to develop an understanding within an organization on how to manage cybersecurity risk within an organization within vital cyber components such as “systems, assets, data and capabilities”. Some categories that can be identified as asset management and risk management, alongside other essential categories. By successfully implementing this function within any organization, it enables the entity to identify what components are within its control, identify if any potential risks are related to these components, and then identify how important these components are to the business’ success to determine whether the level of security of these components have a need to be reviewed and potentially increased.
The second function is Protect. This function [2] exists to provide valuable guidance to organizations for establishing and executing suitable measures that will safeguard any essential services so they can continue in the event of a cybersecurity attack, while also reducing and isolating the attack. This function includes controlling specific access to any confidential organizational facilities/assets alongside providing training to the personnel who do have access to these facilities/assets revolving around their duty and how they can assist in safeguarding digital assets and personal data.  
Another essential function is the detect function, which provides the purpose of [4] implementing measures that allow an organization to recognise cyber-attacks. An example of a category which is encompassed within this function is “Detection Processes”. This category exists [3] to attain any knowledge of a breach in the instant it occurs or in as short of a period after as possible, which is critical as detecting an attack can help quash the attack as quickly as possible.
The last two functions are respond and recover, the former [4] ensuring that an organization can respond to a cyber-attack appropriately to preserve their digital assets, whereas the latter guides organizations in recovering from a cyber-attack by implementing continuity in the event of an attack alongside building up its capabilities to defend against and prevent cyber-attacks.
In summary, the NIST Cybersecurity Framework enables organizations to construct strong cybersecurity-orientated infrastructure. This enables these organizations to sufficiently defend and protect against cybersecurity events, while also giving the facilities for organizations to [3] easily and swiftly implement any new regulations. 

[bookmark: _Toc140969313]B: How can Nmap and Wireshark be utilized in the reconnaissance stage of a cyber-attack? Conduct research on these tools and provide an example of how each tool contributes to gathering pertinent information about a target. 

Firstly, Nmap is a world-renowned tool [6] which allows for an individual to examine and scan ports, this enables an individual to examine and scan ports on a target computer. A system admin or cybercriminal can utilize this tool by inputting the target host machine IP into Nmap, which will return valuable information such as the number of closed and open ports, alongside what services can be found running on these open ports. In the instance of a cybercriminal, this can be used to abuse any vulnerabilities that are discovered in a system. This can be done by [7] stealing TCP sessions on the open ports to capture the desired data. Additionally, you can use [9] a script on Nmap such as Vulscan, which will enhance Nmap’s basic capabilities and allow a user to identify potential exploits and vulnerabilities. 
Secondly, Wireshark [7] is a packet tracer tool that is amongst the most popular in the world. It includes capabilities such as protocol and network analysis, alongside packet sniffing and forensic analysis. The primary function of Wireshark is to capture packets and allow the user to examine them. Wireshark can be utilized by cybercriminals as [8] the tool allows for them to read and write over data that is transmitted over a network that does not follow sufficient security protocols or is compromised. This is dangerous because if a person uses an unsecure network for carrying out confidential tasks such as inputting their credit card details, the cybercriminal could be using Wireshark on the network and intercept their packets, and in turn view your confidential information.

[bookmark: _Toc140969314]C: Cyber-attacks and Mitigation strategies.
[bookmark: _Toc140969315]1: How do WannaCry and TeleRAT operate? Discuss effective mitigation strategies for each. 

WannaCry is a [10] strain of ransomware that contains features that resemble how a worm operates, which means it can self-sufficiently replicate itself within a network to affect a magnitude of hosts. WannaCry uses a vulnerability called “EternalBlue”, which operates by [12] exploiting an insecure protocol named SMBv1.
Additionally, ransomware essentially works by [11] blocking an individual out of their computer, and the ransomware can do a magnitude of operations with your data such as stealing, deleting, or encrypting it. Typically, to retrieve your ransomed data, you must contact the attacker via anonymous means which will allow you to pay them, typically by using cryptocurrency such as Bitcoin, however, this is subject to change as attackers adapt to times.
To mitigate the possibility of a computer being affected negatively by WannaCry, a user can [10][11] ensure they back up any of their valuable data regularly in an offline environment. This prevents the ransomware from being able to affect the backup data. Another effective mitigation strategy would be to [10] “follow the least privilege principle”. This essentially means your network should be configured so individuals have different levels of access, and any privileged access required by a user should remain at a minimum.
On the other hand, TeleRAT is an [13] android malware that facilitated itself on Telegram using the platforms’ Bot API. The goal of the malware was to steal information such as SMS/call history, alongside any file listings on the device. TeleRAT is specifically a type of malware known as a [14] “Backdoor Trojan” or a [15] “Remote Access Trojan”.
This type of malware enables an attacker [15] to control the target computer whenever it suits them best by using a backdoor. In the instance of a remote access trojan, this is done via a “remote network connection”. Cybercriminals can perform various operations when they have control of your computer, such as stealing valuable data and potentially uploading more malware, even potentially spying on a user. [14] Most often, they are used to set up botnets, which are used to attack massive corporations. These botnets consist of “zombie computers”, typically infected computers.
A sufficient way for a user to protect themselves against trojan malware would be to use a virus scanner, alongside taking caution in opening any potentially unsafe links/apps, as this is a primary way this form of malware spreads.

[bookmark: _Toc140969316]2: Describe the implementation of the phishing attacks known as Whaling and Pharming. Discuss effective strategies to mitigate the risks associated with them.

Whaling is a [16] type of phishing attack specialized for attacking a specific individual, particularly individuals with high privilege within an organization. The attack typically takes place through an email which utilizes social engineering to manipulate the victims, often by creating a sense of urgency and including detailed personal information about the person/organization. The individual is then enticed to perform a desired action, such as transferring money to the attacker. They could also be redirected to a website that will install malware on their computer.
There are a few strategies to mitigate the risks of and prevent whaling attacks. One of these strategies is [17] to “invest in security awareness training for senior management”. This is a good step for an organization to take, so any key member of staff is knowledgeable of whaling attacks in case it ever happens to them. For example, requesting staff confirm requests such as financial transfers in an authorized channel. Enforcing operational security within the workplace is also an effective strategy for preventing whaling attacks. This means an organization should recognize normal actions a cybercriminal could take to gain important information, such as reviewing a person of interest’s Facebook page. In the case of a whaling attack, this allows the organization to identify where the information came from and help reduce these attacks in the future by retracting the information.
On the other hand, pharming is a [18] type of phishing attack that occurs when a user tries to access a legitimate website and is redirected to an insecure website which will entice you to enter personal details and password in the pursuit of stealing your data. The insecure website often closely resembles a legitimate website to reduce any suspicion from the user that the website is unsafe.
To protect against pharming, there are a few things a user can do. Some examples include [19] using a DNS server that is safe and reliable alongside a reputable ISP. Most users will use a DNS server provided by their ISP, which provides sufficient security however certain specialized DNS servers can provide a further layer of security. Additionally, by enabling two-factor authentication on services that allow for it, in the event any passwords are stolen, a cybercriminal will be unable to access the compromised account as they do not have the allocated personal device for logging in.

[bookmark: _Toc140969317]PART 2
[bookmark: _Hlk140931520][bookmark: _Toc140969318]A: Using a network diagram (topology) or illustrations, create a secure network design incorporating two specified design principles focused on achieving high availability.
1: Eliminate single points of failure.
[image: A computer network diagram with many wires

Description automatically generated]2: Provide for reliable crossover.

The image above represents a network I have designed for high availability. This has been achieved by eliminating single points of failure where possible and providing reliable crossover. Basic configurations have been made such as static IPv4 addressing and RSTP. Single points of failure have been reduced by [20] implementing redundant hardware components such as an additional switch. In the event a link between the switch fails, the switches will recognize the failure and potentially one of the redundant links will become the best route for the traffic to take.
However, in the case of my network, I have also implemented EtherChannel. [21] EtherChannel assists with both eliminating single points of failure and providing reliable cross-over by increasing the number of links between two components. In my network, each switch has two links to each other. In the event of a link failure, the other cable will still be active.

[bookmark: _Hlk140936611][bookmark: _Toc140969319]B: Which software and hardware technologies can be implemented to enhance network security during its operation? Provide detailed explanations on the functionality of the proposed technologies, making reasonable assumptions. 

Several software and hardware technologies can be implemented to enhance network security. Typically, a robust network infrastructure will include a variation and combination of these technologies. A few popular examples include [22] firewalls, VPNs, NAC and IDPSs.
Firstly, a firewall stops any traffic that is irregular from having access to a network while allowing any regular traffic to travel freely. The most basic firewalls are a [22][23] packet filtering firewall, which examines the packets on the network to determine whether they follow the specified ruleset for allowing access, such as the internet protocol the packet contains.
Secondly, a VPN [22] serves the purpose of encrypting any form of data sent by an end device. When an end device connects to a VPN, they connect to a server that communicates to the network on their behalf. This form of technology is useful for remote workers who may need to access confidential work data in an insecure setting such as an airport due to the encryption the VPN provides. This makes it hard for any cybercriminal to intercept their packets.
Thirdly, an NAC [23] is a device that can restrict accessibility to resources available with a network to users depending on the device’s compliance with the network’s security protocols. For example, if the end device [22] has installed anti-malware software that is outdated, it will prevent their access. Additionally, this technology has [22][23] the possibility to automatically configure devices that present security issues.
[bookmark: _Toc140969320]1: Complete “Introduction to Packet Tracer” in Skills for All. Attach Certificate of Completion and share digital badge link to verify.


https://www.credly.com/badges/8066501c-f586-419a-9dcc-ccb982588e5c/public_url
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To conclude this report, I believe all the material I have researched and included accurately answers each question and provides a suitable foundation for demonstrating why exploring the field of cybersecurity is essential for any technology orientated career. It is clear cybersecurity is one of the most essential fields in computing as it provides a base for an international means of communication.
Understanding the cyber kill chain specifically is essential as an understanding of each stage allows a cyber security specialist to prevent, protect and stop any attack that could potentially take place on their network. By understanding how attackers gather information regarding their target (reconnaissance), how they choose their means of attacks (weaponization), and how they perform the attack (delivery), a cyber security specialist will always be able to create means to circumvent any cyber criminal attack to the greatest degree possible.
While this report provides a strong starting point for understanding cyber security and provides a necessary understanding of the knowledge required to grow within the field, it is critical to continue developing this knowledge due to the dynamic nature of this field. Considering this, all individuals with an interest in cybersecurity should update their knowledge of any new technologies that come out as each day they become more advanced, and these technologies can either support or disadvantage an employee with the role of protecting their organization from cyber threats.
A person can do this by following generic news or subscribing to more specific technology orientated newsletters or blogs, alongside enrolling themselves on new courses to become ever more familiar with the growing field. For me, if I were to partake in this activity it would allow me to gain a stronger understanding of the field, which would allow me to conduct my research for any future report in a more detailed orientated fashion and would allow me to have a deeper understand of which parts of the subcategories of the field are the most important to discuss.
Overall, cybersecurity is an incredibly important field within computing as it provides the foundation that protects everyone’s private information and means of communication in our digital era. Every person should try to understand at least the very basics of cybersecurity to ensure they are protected against cyber criminals as greatly as possible. This module has greatly enhanced my confidence in creating a secure network, ensuring a secure experience online, and implementing other general cybersecurity principles within my work. It will be interesting to see how the field of cyber security evolves in the future, especially with the developments in AI recently.
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DNS – Domain Name Server
ISP – Internet Service Provider
RSTP – Rapid Spanning Tree Protocol
VPN – Virtual Private Network
NAC – Network Access Control
IDPS – Intrusion Detection & Prevention System
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