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[bookmark: _Toc985078563]1. Introduction
Modern networked applications are central to digital systems, enabling communication between clients, servers, and distributed services across different environments. At their core, these applications rely on fundamental concepts such as socket-based communication, transport protocols, concurrency models, and mechanisms for cross-system compatibility. Each of these elements introduces design challenges, so developers must balance reliability, performance, scalability, and interoperability.
This assignment explores four key areas important to the design of networked software. Firstly, it examines reliable transmission and error control, focusing on how protocols such as TCP and UDP manage packet loss, duplication, and ordering. Secondly, it analyses latency, bandwidth, and network performance, highlighting how delays and congestion control mechanisms influence application responsiveness and throughput. Thirdly, it investigates concurrency in networked applications, comparing multi-threading with event-driven and asynchronous models. Finally, it explores interoperability in distributed systems, considering how standards, data formats, and interface definitions enable communication between heterogeneous components.




[bookmark: _Toc606562970]2. Reliable Transmission and Error Control
TCP and UDP handle data transmission differently in terms of reliability, ordering, and error management. Clarifying their approaches is crucial for designing efficient networked systems, especially with theoretical limits such as the FLP impossibility in asynchronous consensus in mind.
[bookmark: _Toc1085316386]2.1 Mechanisms in TCP for handling packet loss, duplication, and reordering
The Transmission Control Protocol (TCP) ensures reliable communication over unreliable IP networks through a range of mechanisms designed to handle packet loss, duplication, and reordering. TCP assigns a sequence number to each byte. This helps the receiver detect missing, duplicate, or out-of-order segments and reassemble the data correctly [1]. The receiver returns acknowledgements (ACKs) that specify the next expected byte, enabling the sender to advance its window as appropriate. TCP relies on cumulative acknowledgements. These confirm all data received up to a certain point, though out-of-order segments may sometimes be interpreted as lost [2].
When packet loss occurs, TCP depends on retransmission timeouts (RTOs) calculated from the estimated round-trip time (RTT); an unacknowledged segment triggers retransmission after the timeout expires [3]. Fast retransmit offers faster recovery by resending a segment once three duplicate ACKs arrive [4]. The receiver simply discards any duplicate segments, while checksum validation causes corrupted packets to be dropped and later retransmitted [1]. In cases of reordering, the receiver holds out-of-order segments in a buffer until the missing parts arrive, although this buffering can lead to head-of-line blocking. Selective acknowledgements (SACK) can improve efficiency by retransmitting only the missing segments instead of all segments after a gap [5]. These mechanisms achieve reliability, though they can also introduce noticeable latency and processing overhead. Even when SACK is in use, TCP head-of-line blocking continues to affect multiplexed streams such as those in HTTP/2, particularly across high-latency or lossy networks.
[bookmark: _Toc585370760]2.2 Retransmission ambiguity problem and theoretical limitations
TCP also faces the retransmission ambiguity problem. When a segment is retransmitted, the sender may not know whether a received ACK refers to the original or the retransmitted packet, which can make RTT estimates unreliable [6]. Karn’s algorithm reduces this ambiguity by ignoring RTT samples from retransmitted segments, yet variable network delays can still trigger premature timeouts and unnecessary retransmissions, especially in high-speed environments [7]. The Eifel Algorithm (RFC 3522) improves matters by using TCP timestamps (RFC 7323) to detect spurious retransmissions and restore the previous congestion state [8]. Spurious retransmissions consume bandwidth and increase delay, particularly on variable mobile or satellite links [8].
Despite these improvements, several important limitations still affect performance in practice. Variable delays continue to undermine RTT estimates and produce unnecessary timeouts that reduce throughput [7]. Many of these problems can be tackled by adopting packet-number uniqueness together with better loss detection and ACK mechanisms that remove retransmission ambiguity at the source, although variability itself is never fully eliminated [41]. QUIC addresses retransmission ambiguity directly through monotonically increasing packet numbers. Unlike TCP, where retransmitted segments reuse the same sequence numbers and risk confusion between original and retransmitted packets, QUIC assigns each packet a unique, strictly increasing number [43]. In practice, this means lost data is retransmitted in new packets with fresh numbers, and acknowledgements refer specifically to those numbers rather than ambiguous byte sequences. This approach removes sender-side ambiguity, supports more accurate RTT estimation, and greatly reduces spurious retransmissions. The outcome is faster loss recovery that proves especially useful on variable or lossy networks such as mobile connections [43][44].
However, QUIC can still face some timing-related difficulties. For example, variable queuing delays may affect probe timeout calculations and RTT measurements even though the lack of ambiguity limits their impact compared with TCP [42]. QUIC therefore offers a more reliable base for latency-sensitive applications, although it moves transport-level complexity into the user space and demands careful CPU management on constrained devices [41].
TCP’s limitations also connect conceptually to the FLP theorem, which demonstrates that deterministic consensus remains impossible in fully asynchronous systems even with only one faulty process [9].
[bookmark: _Toc2101402658]2.3 Comparison with UDP
Unlike TCP, which is connection-oriented and provides reliability, ordering, and congestion control, the User Datagram Protocol (UDP) offers a lightweight, connectionless service that lacks these features [10]. UDP transmits datagrams without first establishing a connection and relies solely on a checksum for basic error detection; any corrupted packets are discarded without retransmission or acknowledgement [11][12]. As a result, packets sent via UDP may be lost, duplicated, or arrive out of order.
UDP therefore delivers lower latency and reduced overhead, yet it remains unsuitable for any application that needs guaranteed delivery [12]. The protocol finds common use in time-sensitive scenarios such as VoIP and online multiplayer games, where the cost of retransmissions would damage real-time performance [13]. TCP is typically used for applications where data integrity is important, such as file transfers, email, and web browsing [10][14]. Protocols such as QUIC combine the low latency of UDP with TCP-like reliability by handling retransmission, congestion control, and encryption directly at the application layer. QUIC also removes head-of-line blocking, although this advantage can bring higher CPU overhead on constrained devices together with continued difficulties involving middleboxes [41].
HTTP/3 builds on QUIC’s strengths by mapping HTTP semantics straight onto QUIC instead of TCP at the application layer. The change removes transport-level head-of-line blocking across multiplexed streams: a lost packet affecting one stream no longer delays the others, in contrast to HTTP/2 where TCP’s strict in-order delivery causes delays to spread across every stream [44]. Faster page loads, greater resilience on lossy networks, and improved support for modern web patterns such as progressive rendering and real-time updates therefore become possible. However, HTTP/3 adoption still demands support on both client and server sides through ALPN negotiation for the h3 protocol, and many current deployments keep a fallback to HTTP/2 over TCP to preserve compatibility during the transition. Developers must therefore maintain dual-stack logic or depend on proxies and CDNs, which introduces short-term complexity in return for longer-term performance improvements [41].
[bookmark: _Toc1641677347]2.4 Relevance to programmers and design decisions
Choosing a transport protocol usually involves a trade-off between reliability and latency. TCP suits applications requiring accurate and complete data delivery, such as file transfers, databases, and web services, because of its sequencing and retransmission mechanisms [14]. However, these features can add noticeable latency in time-sensitive environments. UDP therefore finds favour in real-time applications like streaming and VoIP, where any added delay would harm responsiveness [13].
Developers working with UDP can implement their own reliability layer. In practice, this often means retransmitting only the most essential data while less critical packets may occasionally be dropped [12]. Protocol choice also shapes socket programming: TCP relies on stream-oriented sockets that provide built-in ordering and retransmission, whereas UDP relies on datagram-oriented sockets that leave responsibility for handling loss, ordering, and buffering to the application [15]. Although newer protocols such as QUIC and HTTP/3 introduce higher-level abstractions that reduce some of TCP’s limitations, the core differences between TCP stream-oriented sockets and UDP datagram sockets still influence early protocol decisions and low-level socket programming in networked systems. Understanding these core behaviours remains essential for designing efficient and responsive applications, even when newer transports are adopted for performance-critical workloads [41][44].
[bookmark: _Toc667828751]3. Latency, Bandwidth and Network Performance 
Network performance is affected by several factors, including different types of delay and the relationship between bandwidth and latency, which together shape responsiveness and throughput.
[bookmark: _Toc2085964492]3.1 Key factors influencing performance
Network performance is determined by four types of delay: propagation, transmission, queuing, and processing [16]. Propagation delay is the time a signal takes to travel through the medium. It depends on physical distance and signal speed rather than packet size or bandwidth, which makes it especially significant in long-distance links such as satellite or transoceanic cables [17].
Transmission delay is the time required to place all bits of a packet onto the link. It is calculated as packet size divided by bandwidth and becomes more noticeable for large packets on low-bandwidth connections [18].
Queuing delay occurs when packets wait in buffers because of congestion and therefore varies with traffic conditions. Models such as M/M/1 analyse this using arrival and service rates [19].
Processing delay is the time taken for devices to examine headers and forward packets. It depends on processing speed and network complexity but remains typically small in modern systems [20].
The bandwidth-delay product (BDP), calculated as bandwidth × round-trip time (RTT), represents the maximum amount of data that can be in transit [21]. High-BDP networks require larger TCP windows to utilise bandwidth effectively. Excessive buffering can cause bufferbloat, which increases latency and degrades performance. Larger buffers absorb bursts yet worsen bufferbloat, thereby trading throughput for interactive latency [22].
[bookmark: _Toc1143725761]3.2 Interaction between bandwidth and latency
Bandwidth and latency are connected via the bandwidth-delay product (BDP). Even high bandwidth doesn’t guarantee high throughput when latency is significant. In such cases, throughput is limited because the sender must wait for acknowledgements. As RTT increases, throughput is limited unless TCP window sizes are scaled appropriately [23].
Long-fat networks (LFNs) challenge traditional TCP because additive-increase mechanisms scale poorly, leading to underutilisation or packet loss [24]. This affects responsiveness in practice: low latency benefits interactive applications, while high bandwidth suits bulk transfers. Elephant flows often dominate queues in high-latency networks, delaying latency-sensitive “mice” flows and thereby highlighting the need for fair queuing [25].
[bookmark: _Toc1736738698]3.3 TCP congestion control mechanisms
TCP congestion control prevents overload by adjusting the congestion window based on network conditions [26]. It begins with slow start, where the window grows exponentially each RTT until a threshold or packet loss occurs [26]. It then enters congestion avoidance, where growth becomes linear [27]. When congestion is detected, typically via packet loss, the window is reduced via additive increase, multiplicative decrease (AIMD) [28].
Fast retransmit resends lost packets after duplicate ACKs, avoiding timeouts, while fast recovery reduces the congestion window and continues transmission without restarting slow start [29].
Modern variants try to improve performance. For instance, CUBIC’s cubic growth function often scales better than earlier loss-based algorithms in high-bandwidth, high-delay networks. [31]. BBR’s model-based approach, which estimates bottleneck bandwidth and minimum RTT, allows proactive pacing that avoids filling queues and thereby reduces queuing latency while maintaining more stable throughput [31]. Coexistence remains a challenge, BBR can behave aggressively in shallow-buffered environments or when it starts later than CUBIC flows, potentially dominating bandwidth and causing unfair sharing. Recent improvements in BBRv3, including enhanced ECN handling and pacing adjustments, mitigate some of these issues, yet fairness in mixed deployments is not fully resolved [46]. In practice, BBR is widely deployed by Google and YouTube for its performance in real-world high-latency scenarios, whereas CUBIC remains the default in Linux and Windows kernels for predictable sharing and broad compatibility [47]. Developers therefore face a practical trade-off, selecting BBR via socket options can improve application responsiveness in controlled environments, but sticking with CUBIC often provides safer behaviour in heterogeneous or public networks.
Bufferbloat remains a key issue, where large buffers increase queuing delay [32]. Active Queue Management (AQM) techniques such as CoDel and PIE mitigate this by dropping or marking packets early to signal congestion [33]. These techniques are especially important in high-BDP networks, where inefficient control can worsen congestion and allow elephant flows to dominate [25]. Deployment is limited by unfair drops and variable traffic handling.
TCP congestion control has improved over time, though balancing throughput and latency can still be challenging.
[bookmark: _Toc1614320669]3.4 Relevance to programmers and design decisions 
It’s important for developers to understand latency, bandwidth, and congestion control, since these factors affect application performance. Socket configuration offers practical ways to improve efficiency, for example, tuning buffer sizes to match the bandwidth-delay product (BDP) increases throughput, while disabling Nagle’s algorithm with TCP_NODELAY reduces latency for interactive applications, although at the cost of greater overhead [21][23].
The choice of congestion control algorithm is particularly critical. CUBIC remains the default in many systems because of its broad compatibility and predictable bandwidth sharing [30]. In comparison, BBR often delivers superior performance in high-latency or lossy networks by reducing queuing delay and providing more stable throughput, yet it may require careful tuning to coexist fairly with loss-based flows [31]. Recent refinements such as BBRv3 have improved fairness in mixed deployments, but developers must still weigh these performance gains against potential coexistence challenges in heterogeneous environments.
In high-latency scenarios, design decisions frequently focus on minimising round trips through techniques such as batching, compression, and prefetching [23]. These approaches prove especially valuable in distributed and cloud systems, where latency is often the dominant performance bottleneck.
Developers must carefully balance latency, bandwidth, and reliability when designing networked applications. Thoughtful choices at both the protocol level and the application level enable efficient, responsive performance across diverse network conditions.








[bookmark: _Toc1549995259]4. Concurrency in Network Applications
Concurrency allows networked applications to handle multiple client requests at the same time. Modern applications often support large numbers of concurrent users, so the choice of concurrency model significantly affects performance, scalability, and complexity. Approaches such as traditional multi-threading and event-driven asynchronous models offer distinct advantages and trade-offs, requiring developers to select the most suitable design for their application.
[bookmark: _Toc116624019]4.1 Traditional multi-threading model
The traditional approach to concurrency is the multi-threaded model, allowing multiple parts of a program, called threads, to execute concurrently within a single process. Threads are lightweight processes that support multitasking and maximise CPU utilisation [34]. In network servers, a thread-per-connection design allows each client request to be handled independently, improving responsiveness on multi-core processors [35]. Performance depends on the model, one-to-one maps each user thread to a kernel thread, providing true parallelism at higher overhead, many-to-one maps multiple user threads to a single kernel thread, reducing resource use but limiting parallel execution, many-to-many multiplexes threads over several kernel threads, balancing efficiency and scalability [34].
A key advantage lies in simplified program structure. Threads allow developers to handle tasks independently, keeping applications responsive during blocking operations such as I/O waits or intensive processing [35]. Limitations include higher memory and CPU usage, potential deadlocks, race conditions, and debugging complexity due to locks and mutexes [35].
[bookmark: _Toc2069045512]4.2 Event-driven and asynchronous models
Event-driven and asynchronous models provide an efficient alternative, handling large numbers of concurrent connections without creating a thread per connection. They rely on a single-threaded or limited-thread event loop that monitors multiple I/O sources and dispatches events when operations complete [36].
Components communicate via events rather than waiting for synchronous responses. Producers publish events, and consumers subscribe to handle them dynamically. This loose coupling allows the system to process multiple tasks concurrently without blocking, improving responsiveness and scalability for real-time and interactive applications [37]. Event-driven architectures are good for horizontal scaling and load distribution using message brokers like Kafka or RabbitMQ. This approach supports high-throughput systems, such as IoT telemetry or social network feeds [38]. Complexity arises from asynchronous flows, event ordering, delivery guarantees, and debugging challenges [38]. Although Async improves readability, the non-linear flow still causes subtle ordering bugs and risks of event-loop blocking.
[bookmark: _Toc1750178131]4.3 Comparison and trade-offs
Multi-threading is simple and provides true parallelism across CPU cores, which works well for moderate concurrency or CPU-heavy tasks. Its limitations are higher resource use, potential deadlocks, and increased synchronisation complexity [35]. Event-driven models tend to reduce thread overhead, which can improve scalability and responsiveness for high-concurrency or I/O-bound applications [36][37]. However, they require careful design, debugging, and management of asynchronous flows, and bottlenecks in the event queue can affect performance.
The core trade-off lies in simplicity versus scalability. Multi-threading prioritises ease of development and predictable control flow while providing true parallelism on multi-core systems, whereas event-driven approaches offer efficiency, responsiveness, and scalability in high-concurrency environments [36][37]. Developers must assess expected user load, CPU and memory constraints, latency sensitivity, complexity of operations, and the availability of monitoring tools when selecting a concurrency model. In practice, hybrid approaches often combine multithreading with asynchronous event handling to achieve both responsiveness and scalability, but they also introduce coordination complexity and increased risk of error propagation [42].
[bookmark: _Toc1480460615]4.4 Relevance to programmers and design decisions
Understanding concurrency models is essential for developers, as the choice affects performance, scalability, and maintainability. Multi-threaded designs suit applications with moderate concurrency, compute-intensive tasks, or when simplicity and true parallelism are advantageous. Developers must manage shared resources, implement proper synchronisation, and avoid deadlocks to maintain system stability [35].
Event-driven models are particularly relevant for highly concurrent or interactive systems, such as chat servers, real-time analytics platforms, or IoT applications. Programmers must design around non-blocking operations, event loops, and message-driven workflows. Observability, logging, and distributed tracing are critical for debugging asynchronous flows and ensuring correct event handling [37][38]. Choosing the right concurrency model involves balancing trade-offs, considering expected user load, latency requirements, resource constraints, and application complexity. Understanding these models and their limits helps developers optimise performance, use resources efficiently, and keep code readable and maintainable.



[bookmark: _Toc724964760]5. Interoperability in Distributed Systems
[bookmark: _Toc362753526]5.1 Definition of interoperability
Interoperability means that independent and diverse systems can communicate, exchange data, and use that information effectively. These systems may differ in hardware architecture, operating systems, programming languages, or network protocols, yet must still operate together as a cohesive and functional whole [38].
In the context of networked applications, interoperability ensures that clients and servers developed by different organisations, or built using different technologies, can interact without requiring specialised or custom adaptations. This capability is particularly important in modern distributed environments such as cloud computing, microservices architectures, and web-based systems, where components are often loosely coupled and independently deployed [38][39].
Interoperability can be considered at multiple levels. At the protocol level, it ensures that systems follow agreed communication protocols (e.g., HTTP/HTTPS, TCP/IP, REST) to enable reliable, compatible data exchange across diverse platforms. At the data level, it ensures that exchanged information is structured and understood consistently, using common formats such as JSON, XML, or CSV, while addressing both syntactic structure and semantic meaning to prevent misinterpretation [40]. At the interface level, it ensures that services expose well-defined operations through APIs and patterns, allowing reliable invocation regardless of underlying implementations. Ensuring interoperability across these levels is key for creating scalable and maintainable distributed systems [38].
[bookmark: _Toc909082070]5.2 Approaches to achieving interoperability
A primary approach to interoperability is the use of open standards. Standardised protocols such as HTTP, TCP/IP, and DNS define how data is transmitted and interpreted, allowing systems from different vendors to communicate seamlessly. Open standards reduce vendor lock-in and promote compatibility across platforms [38][39].
Another key approach is the use of common data formats. Formats such as JSON and XML enable structured data exchange in a platform-independent way. JSON is widely used in modern web applications due to its lightweight nature and ease of parsing, while XML offers a more rigid structure and stronger validation capabilities. These formats allow systems written in different programming languages to exchange data without ambiguity [38].
Interoperability is also supported through interface definitions, such as APIs (Application Programming Interfaces). RESTful APIs, which use HTTP methods and a resource-based design, are widely used for their simplicity and scalability. More formal approaches, such as SOAP, define strict contracts for communication, ensuring that both client and server adhere to the same structure and behaviour [38].
Additionally, middleware plays a significant role in enabling interoperability. Middleware solutions, such as message brokers for asynchronous communication or API gateways for unified access and routing, act as intermediaries that translate protocols, route messages, and manage interactions between heterogeneous components. This abstraction allows systems to interact without requiring direct knowledge of each other’s internal implementations or incompatible details, thereby improving flexibility, extensibility, and the ability to integrate new components seamlessly [38].
[bookmark: _Toc2104737465]5.3 Challenges in maintaining interoperability
Even with standards and common formats, achieving and keeping interoperability can be challenging. One major issue is protocol incompatibility, where different systems use varying communication protocols, requiring complex translation or middleware to enable interoperability [38]. Another challenge is heterogeneity arising from different technologies. Systems are often built using diverse programming languages, operating systems, and hardware, making it difficult for these different components to communicate and work together effectively [38].
Legacy systems pose a significant obstacle, as older systems rely on outdated technologies, protocols, or proprietary features that lack modern interoperability support, often requiring substantial modifications or specialised middleware for integration with newer systems [38][40]. Standardisation issues further complicate matters. The lack of universally adopted standards for communication, data exchange, or data formats can lead to ongoing compatibility problems between systems [38][40].
Inconsistent data formats are a common barrier, with systems representing data in diverse ways, necessitating complex transformation processes to ensure reliable exchange [38]. Semantic interoperability is particularly challenging. Even when syntactic structure aligns, systems from different domains or industries frequently misinterpret data due to divergent contextual assumptions, often requiring specific ontologies or domain-specific mapping to prevent costly miscommunication [38].
Performance bottlenecks can appear as systems grow, especially when translation layers, middleware, or extra processing add latency or overhead that slows throughput [38]. Additionally, security and privacy concerns arise when sharing data across systems or organisations, raising issues of data protection, compliance, and consistent implementation of safeguards [40].
[bookmark: _Toc249617829]5.4 Relevance to programmers and design decisions
For programmers, interoperability directly affects how networked applications are designed and implemented. Choosing widely adopted protocols (e.g., HTTP/HTTPS, REST) and common data formats (e.g., JSON, XML) improves compatibility and reduces integration effort. For example, using RESTful APIs with JSON enables straightforward communication between web clients, mobile applications, and backend services [38].
Developers must design systems with loose coupling in mind, ensuring components can evolve independently without breaking interoperability. This often involves defining clear API contracts, applying versioning strategies, and avoiding assumptions about client behaviour [38].
In distributed systems, interoperability influences architectural decisions, such as adopting microservices, in which independent services must communicate reliably through standardised interfaces and patterns such as message brokers or API gateways [38].
Interoperability is essential for scalability, flexibility, and collaboration. By prioritising compatibility and standardisation, developers can build systems that integrate seamlessly with other components, adapt to changing requirements, and support diverse environments. Failure to consider interoperability early in the design process can lead to integration challenges, increased development costs, and reduced system longevity [38].







[bookmark: _Toc2135304157]6. Conclusion 
This assignment has examined the core principles. TCP demonstrates reliability through sequencing, acknowledgements, and congestion control, while UDP highlights the trade-off between guaranteed delivery and low latency in time-sensitive applications [10][14].
Network performance depends on the interplay between latency, bandwidth, and congestion control. CUBIC enables better scaling in high-bandwidth, high-delay networks, whereas BBR’s model-based estimation of bottleneck bandwidth and minimum RTT reduces queuing latency and maintains stable throughput, although coexistence fairness remains challenging even with BBRv3 refinements [30][31][46]. Concurrency models influence system design: multi-threading provides simplicity and parallelism, while event-driven approaches offer superior scalability in high-concurrency environments, with hybrid models commonly used to balance both [36][37].
Interoperability is essential for communication between heterogeneous systems, supported by open standards, common data formats such as JSON and Protobuf, and well-defined interfaces, though semantic misalignment and legacy integration remain significant challenges [38][39].
These concepts are connected. High-latency networks make TCP’s retransmission ambiguity and congestion limits more noticeable, encouraging the use of QUIC-based transports and event-driven concurrency. Interoperability still needs careful versioning and standardisation to avoid breaking changes [41].
As QUIC and HTTP/3 continue to evolve, making informed design choices in these areas will be important for building efficient, robust, and future-proof systems. HTTP/3 standardises QUIC at the application layer, addressing TCP limitations through independent streams and reduced latency, making it suitable for modern web and API workloads [44]. Developers must weigh performance benefits against deployment realities to ensure systems remain performant, scalable, and interoperable as HTTP/3 adoption grows [45].
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